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PSA

Phone-paid Services Authority

GENERAL GUIDANCE NOTE

Application -based payments

Who should read this?

Any company whichoffers digital goods and/or services that are purchased via premium ratéi.e. where
a charge is made to the cpayascounter #s phone bill and/

What is the purpose of the Guidance?

To assist all companies operating in the digital space arena better understand and comply withthe
Phone-pai d Ser vi c expectétians Where prémjuif gate is used as theelevant payment
mechanism for gplication-based payments. While some elements within tis Guidance also exist in
other the Phone-paid Seavices Authority Guidance, this is intended to draw together information into
one place for those using applicatiorbased PRS payments.

What are the key points?

The Rules, as contained ithe Phonepai d Ser vi c es oRRrdctite) ard outgoiiesbased d e
and designed to be flexible and adept enough to incorporate technological innovations as made
payments continue to evolve.

This guidance covers the following key topics:

1 Reocommendations as to what pricing and other key information should be included at the point
of sale for both apps (including-apppechases¢egof hfr
promotion of virtual currencies), including best practice as to how ompanies can robustly verify
a consumers consent to charge.

T I'dentification of potenti al ri sks as posed by m
integrity and validity of a consumer s consent

1 A reminder that consumers must have a clear method of exit from a service, which should
immediately result in them receiving no further charge once they have exercised it, and
recommendations as to how that method of exit can be sufficiently clear to consumers.

9 Clarification th at consumers should be provided with clear and identifiable contact details to
make a complaint or enquiry, and in line witthe Phoneep ai d Ser vi cgemeriAut hori ty
expectation that such matters should be resolved quickly and efficiently by the provide
concerned.

1 Any company offering a mobilebased payment mechanic, such as premium rate, should ensure
their services are compatible with each technical network platform and/ or handset on which
they are promoted.
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What isapplication-based billi ng?

Inthis context, application-based billing refersto apayment madein respect of apremium rate
service, that isinitiated asaresult of asoftware application resident on aPC, mobile phone or
other device (such asatablet).

Thefollowing diagram givessome idea of the different payment options that developers
currently usefor application-based billing:

**\\'hen using virtual currency, aconsumert hitual walletFnay contain currency purchased by
variousmethods, including premium rate payment

Application payment platform ‘
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Applications that facilitate premium rate payment utilise several different methods of delivery,

but essentially these methods currently filter down to three final direct methods of charging
consumers: credit/ debit <car dpre-pahaccouns andddsh mobi | e
where a pre-paid card is purchasedThe Phonep ai d Ser v i c eesitoAlpextendsrta t y Hs
certain mobile phone bill payments (i.e. payments that relate to services that fall within the
definition of TComerolilcedTPiemi CRRB3)e

At present, there are three basic models which are used in order to offer products and complete
transactions. Theseare as follows

(a) Payment before download of, or access to, an application (this is also covered extensively
in the General Guidance Note on Promoting PRS
(b) Payment for additional content from within an application;
(c) Usage initially free, but later chargeable after @ime period or after a certain criteria has
been met (a model often described as hfreemi



2.
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2.2

2.3
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What isthe purposeof this Guidance?

ThisGuidance is designedto help providers achievethe following Outcomesin relation to these
three models of mobile-based payment:

T

Transparency ¢ Outcome: 1That consumers of premium rate servicesare fully and clearly
informed of all information likely to influence the decision to purchase, including the cost,
before any purchaseis madef;

Password protection and security g Outcomes: 1That consumers of premium rate
servicesaretr eated fairly and equitablyT and TThat premium rate services donot cause
the unreasonableinvasion of consumersHprivacyT ;

Complaint handling §gOut come: T That consumers are abl e
quickly and easily by theLevel 2 provider responsible for the service and that any redress

is provided quickly and easilyTl

Method of exit gOut come: T That consumers of premium

and equitably.

Key Rulessupportingthe Transparency Outcome are asfollows:

221

Consumersof premium rateservicesmust befully and clearly informed of all information likelyto
influencethe decision to purchase, including the cost, before any purchaseismade]] |

2.2.2
All written information which ismaterialto the conrsumerfddecision to purchaseaseavicemust be

easily accesible, cleaily legible and presentedin away which doesnot makeunderstanding difficult.

Spdkeninformation must be easily audible and discernable.

22.7

Inthe courseof any promation of apremium rateseavice, written or spokenor in any medum, the
cost must beincluded before any purchaseismade and must be prominent, clearly legible, visible
and proximate to the premium ratetelephone number, shortcode or other meansof accesgo the

savice.

228

Any mesagesthat arenecesary for aconsumerto accessuseor engagewith asevicebut are
provided separatelyfrom the serviceitsdf must befreeof charge.

Inaddition, consumers may be misled by promotional material, which would breach our Fairness
Outcome. Thekey Rule supporting this Outcome isasfollows:

23.2

Premiumrate seavicesnust not mislead or belikelyto misleadin any way.

Password protection and secuity could, if compromised, result in two Outcomes (Fairnessand
Privacy) being breached. Thekey Rulessupporting theseOutcomesareasfollows:



2.3.3
Consumersmust not bechargedfor premium rateserviceswithout their cornsent. Level2 providers nust
beableto provide evidencewhich establishesthat consent.

24.2
Consumersmust not becontacted without their corsent and whenever aconsumeriscontacted the
comsumermust be provided with anoppatunity to withdraw consent [| ]

2.5 Thekey Rule supporting the Complaint-handling Outcome is asfollows:

26.2
Level2 providersmust provide an appropriate ane@ffectivecomplaints processwhich isfree or lowcost

2.6 Lastly, the key Rulesupporting Method of exit isasfollows:

2.311

Wherethe meansof termination isnot controlled by the consumerthere nust beasimple method of
permanent exit from the sevice,which the consumermust be clearly informedabout prior to incurring
any charge. Themethod of exit must takeeffect immedately upon the consumer usingit and theremust
beno further chargeto the consumerafterexit except wherethosechargeshavebeenlegitimately
incurred prior to exit.

3.  Pricingand other key information

31 Whereconsumers make payment before they accessan application, either as aone-off payment
or asubscription, thenit isimportant that they aregiven dlinformation, including the price,
which islikely to influence their decision to purchasebefore they consent to purchase. The
following information should be considered key:

9 The total cost of the service, including any initial charges such as a joining fee; where
consumers may be offered the opportunity to
we would recommend it as best practice that they are clearly informed of this before
their initial purchase.

9 The name and customer service contact number of the providefwhich should be the full
name, or any abbreviation that could be found on the first page of an internet search
engine.

1 Whether the service bills by subscriptiongi.e. carries a repeat charge which ends only
upon termination by the consumer.

1 Whetherthedownl oading of an individual applicati
separate, chargeable push notificationstotheendu s er s phone.

1 Whether the application uses large amounts of data, which could incur a secondary
telecommunications chargeands 0o r esult in consumer hbill sh



Pricing and other keyinformation for payment before download of anapplication

3.2

3.3

34

3.5

3.6

3.7

Pricinginformation will needto be easyto locate within apromotion §i.e.close (proximate)to the
accesscode or link to purchaseaservice. Whereapromotion iscontained within awebsite or a
mobile website, it should not be necessary to scroll down (or fzoom inFbn asmartphone
touchscreen) beyond theinitially presented screenin order to discover the price, unlessthe
accesscode or link to purchaseaserviceisalsoin the samearea.

Theprice should alsobe easyto readonce it islocated, and easy to understand for the reader (i.e.
be unlikely to cause confusion) and expressedin UK sterling. Looseor unclear descriptions of
price arenot acceptable, examplesof which would include the following:

remium rate charges apply
1 0H0 p
50GBPH

= g

)l
T
1

In some casesthe Phone-paid Services Authority accepts that prominence may take precedent
over proximity. An example would be a mobile web page containing a number of access codes or
links to downloadable services, which prominently state a price and key terms for all the services
on that page

Where this is the case pricing should be of similar size, and prominence, to the call to action (e.qg.

it would not be acceptable to have a large, clickable icon which dominates the screen and pricing

in a much smallefont). If the call to action is a clikable link/ icon which the consumer clicks to

respond, then pricing information should clearly refer to it§ e.g. if the link/icon is worded
Taccepti then the pricing information should st
wording.

Inaddition, where aconsumer clicks on alink (such asanicon on aweb page or apop-up)to

purchase a service, and is clearly informed of the price and key terms before they are then given

an opportunity to actively consent to the purchase,the Phone-paid Services Authority would

also regard this as acceptable. However, any clickable links or icons should reflect the earlier call
toactionge . g . if the call to action states that a c:
thenthe linkoricontopur chase shoul d read hconfirmf# (and nc
construed as misleading.

Pricing should be presented in ahorizontal format, and shauld be easily legible in context with
the media used. It should be presented in afont sizethat does not require close examination by a
readerwith averageeyesight,and this should take into account whether the information is static
or scrolling. Lastly, any colour combination usedto present the price or other key information
should not affect clarity.

Key information whereaseavicecanbeaccessemn morethanonedevice

3.8

Some applications, suchasthose which allow electr onic accessto anewspaper or other journal,
may be accessble on more than one device g e.g. PC, mobile phone, tablet, etc. Wherethisisthe



case, the consumer should be clearly informed about which devicestheir payment allowsthem to
accesscontent on (if it isnot all devices).

3.9 In addition, it should be madeclear which deviceswill support the application, if this is not
alreadyclear from alist or from clear minimum device specifications. Thisisin order to ensure
that consumers do not purchaseaservicethat isnot then technically compatible with the device
they intend to useto accessit.

firreemiumibevices

310 Anincreasing number of services involve consumers accessing an application without making
any initial payment to do so. This is someti mes
access charge to an application. The application is then monetised one of the following ways

T Consumers are offered the chance tuopsprirocrhase
hawoads H f -sareensamatan or virtual gifts within dating services) while engaged in
it;
1 Consumers access a demo version of an apditton (for example, one level of a video
game) and then are offered the chance to purchase the full version, or additional,
chargeable levels of the demo;
9 Consumers access an application for a limited free period of time in the clear knowledge
that they will be charged once this time period has elapsed.

311 Whereanapplication isfreefor aninitial period, then the Phone-paid Services Authoritywould
consider it acceptable to promote the freeelement of the service, provided the following was
alsotrue:

T The promotion should cl eagil y.stammtye uslteatofi & ha
(or variations) must be clearly qualified in a way that is immediately visible,
understandable and proximate;

9 The consumer must be in no doubt before they opt int@ service as to when they will
begin to be charged, and be given a clear method of exit before charging commences. If
both of these have been clearly provided before the consumer consents to the free trial
then it is not a requirement to remind the consuner before charging commences.
However, it is good practice to remind consumers in this situation, using oiscreen
notifications, text messages or emails as appropriate;

1 In order to avoid consumer confusion, charging should commence immediately, or as
near as is reasonably practicable, after the defined free element or time period of the
service comes to an end. Charging should not commence beyond what is reasonably
practicable from this point, as consumers may be likely to have forgotten their initial opt
in to the free element and such charging may thereby generate consumer distrust.

Pricing and other keyinformation for purchaseswithin anapplication

312 When consumers make additional purchases while using an applicatichased servicewhether
they have made an initial payment to access the service or not, it is important they are aware of



the pricing and other key terms, as set out in paragraphs 204 above. However, paragraph 2.2.1
of the Code states

221
Consumersof premium ratesevicesmust befully and clearly informed of all information likelyto
influencethe decision to purchasg, including the cost, before any purchaseismade.

313 The Phonepaid Services Authority interprets this as a need to clearly inform the consumer of
the price of a purchase before they consent to it, and not necessarily at each stage of a
promotion with multiple steps. However, when purchases take place within the middle of a
service, especidly one with a relatively immersive reaktime experience (such as a video game),
the Phone-paid Services Authority recognises that providers will wish to ensure that presenting
consumers with purchase information, and having them consent to it, does not ipact on the
consumer sH experience of the. service any more t

314  With this consideration in mind, the Phone-paid Services Authority sets out the following (non
exhaustive) methods around the provision of pricing and other key informationwhen consumers
purchase via an application which would be likely to be considered acceptable

(a) Consumersareinformed of the price of purchaseeachtime they are presented with an
extrapurchaseoption/item. Once apurchaseoption/ item hasbeen selected, they must
positively confirm payment in an auditable way and be snt aclearly worded receipt for the
purchase'. Thisreceipt can be ddivered either by SMSor email, or be easily accessble
records within the application architecture, and should clearly contain the details of the
transaction. While we would not expect consumersto be informed of customer contact
details oneachoccasion, they must have previously been clearly informed;

(b) Consumersareclearly informed of the price of any extra purchase options/items before
they begin to interact with the service, and then eachtime they log on after that gin
practice, this will work only where thereisauniform price for eachextrapurchase, or a
small number of variant prices. If this hashappened, then consumers neednot be informed
of the price eachtime they browse or otherwise select an extra purchase option/item, but
rather just be reminded that thereis acharge. Asbefore, once aconsumer hasselected, they
must positively confirm payment in an auditable way and be sent aclearly worded receipt
for the purchase?, containing contact detailsin the event of consumer complaint or enquiry.

315 Providers shauld note that informing consumers of the price of extraitems atthe start of avideo
game or virtual world, and then charging them without further consent assoon astheir avatar
makescontact with extraitemswithin the service,is unlikely to be considered acceptable by a
Phone-paid Services Authority Tribunal, unlessconsent for extracharging (with the consumer fully
aware of the full details of the likely charges) hasbeen obtained in advance in apositive, auditable
way.

! Incircumstances where aconsumerinteraction with aservicewould require multiple receiptsto be sent ina short space of time § eg.
purchases made during avideo game g which may interrupt the flow of theinteraction, then it would be acceptable to send receipts for
each purchase at the conclusion of the gaming experience.
2 For moreinformation about acceptable methods of receipt, and information the receipt should contain, please reference paragraph
314 (@)

8



316 Providers should also note two specific requirements about receipts for purchases

1 They should not containcross-promotion for any other service, as this is likely to
compromise consumer awareness as to price confirmation information.

1 The receipt should either be sent by someone other than the developer, or a record of
the contents of the receipt, includinga time-stamp for when it was sent, should be
retained by a party independent of the developer.

4. Method of Exit

41 The Phonep ai d Ser vi c 6enerd GuidanoerNote gnfitethod of exit from aservicelt
sets outthe Phoneepai d Ser vi c expectétians &raundithe sediisement that
consumers are provided with Ta simple means of
Rule 2.3.11 of our Code

4.2 The Guidance recognisesthat there may be different technology or service mechanics which
require adifferent method of exit from the consumer texting the h ®)PRtommand to a
shortcode. However, the Guidance recommends in the strongest possible termsthat providers
continue to usethe h TPRommand asamethod of exit whereit is technically possble and
practical (i.e.it doesnot add extracost to the consumer)to do so.

4.3 In addition to the expectation set out in the General Guidance Note orfMethod of exit from a
servicetthe Phone-paid Services Authority would have the following consideration and
expectation around consumer exit from applications

(a) Wherethe ability to charge will continue unlessaconsumer uninstalls an application, then
consumers must be madefully aware of this, and the processfor uninstalling the app must
be clear and smple. Oncethe application isuninstalled, all charging must cease.

(b) Wherean application charges consumers on aregular basisonceinstalled, and without
further consumer consent gi.e.the application doesnot facilitate further purchaseto which
the consumer consents, but rather chargesin the manner of asubscription gthenit will be
considered to be asubscription service and the Phone-paid Services Authoritywould
strongly recommend the useof the h T®PRommand in all caseswhereit is technically
possible to do so. Providers shauld alsobe awarethat such serviceswill berequiredto
comply with our Code interms of sending spend reminders (see paragraph 2.312d).

(c) Where an application charges consumers on a regular basis once installed (see b) above)
and it is not possi bl e tthe PhosepaidSardceshAStio@yP H ¢ o mm
would recommend that the method of exit is clearly associated with the method by which
the application was purchased.

5. Misleadingpromotions

51 The Phonepaid Services Authorityexpects that all promotions areprepared with adue snseof
responsibility to consumers and promotions should not make any factual claimsthat cannot be
supported by evidence, if later requested by the Phone-paid Services Authorityto do so. Some
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examplesof promotions that would be likely to be considered misleading by a Phone-paid
Services Authority Tribunal areasfollows:

1 Omission of information about a service being subscriptionbilled (or omission of any of
the key subscription information, such as frequency of billing and how to opt out);

1 Implication that a service is free of charge, if this is not the case;

T Promotions which mislead as to the type of s
service should not be promoted as an adult service, or an unlicensed video game should
not be promoted as an officialy licensed product).

6. Virtualcurrency

6.1 Another method of mobile-based payment isthe opportunity for consumersto purchasevirtual
credits, tokens, or other non-sovereign currency within an apgication. Thesecan then be
exchanged, asif they were currency, for avariety of serviceswhich may or may not be offered
within the sameapplication in which the credits or tokens were first purchased.

6.2 Virtual currency can often be purchased via avariety of different payment methods, of which
premium rate billing is only one.

6.3 Our market research and testing, combined with some consumer evidence of issues and
concerns, has identified a range of potential risks around purchase of virtual currency through
premium rate services (PRS), all of which relate tavhether transparent key information is
provided to consumers in order that they can make an informed decision before consenting to
purchase. For these reasonghe Phone-paid Services Authority offers the following guidance to
ensure Code compliance

(a) Theexchange rate of the currency (e.g. 100 credits = £1) should be clear and prominent
to the method of purchase;

(b) Consumers should be clearly informed if the virtual currency has an expiry date and, if so,
what that date is;

(c) Consumers should be clearly inforned if unused currency cannot be redeemed;

(d) Consumers should be clearly informed whether the virtual currency is specific to one
application, and if it cannot be used outside of that application;

(e)Providers of wvirtual currerdyy Hs lwo ulhd urtotd ual tv
consumers that the rate is subject to alteration, notification when the rate changes, and
notification of what the new rate will be. Frequent alteration of the exchange rate may
result in providers being found to be in breach oparagraph 2.3.2 of the Code
(Misleading);

(f) Consumers of virtual currency bought using PRS should be able to switch their method of
payment, where other methods are available, easily and without undue complication;

(g) It would be considered good practice if, oce virtual currency has been purchased, the
price of any services which can subsequently be bought were clearly displayed next to
the method of consent to purchase. A failure to do so could, in some circumstances, be
considered misleading by a consumer, tvere consumers have purchased the virtual
currency using PRS as a billing mechanic. As an alternative, and where the range of items

10



7.

that can be bought using a virtual currency is not extensive, we would suggest the cost of
items which can be bought using wtual currency is made clear to the consumer prior to
purchase.

Password protection and security

Consumerconseant to charging

71

7.2

The Phonepaid Services Authorityexpects all PRSpurchasesto be clearly auditable. For
avoidance of doubt, this meansthat aconsumeri@ consent must be provided in away which is
robust. Ordinarily, PRSpurchasesinitiated usingan MO message (mobile origination §i.e.sent by
the consumer to ashortcode), or made using Payforit, would be considered to be robust interms
of evidence which proves consumer consent. However, where PRSpurchasesare madewithout
either of thesetwo elements being present, then factors which can contribute to robustnessare:

1 An opt-in is PIN-protected (e.g. the consumer must enter their phonenumber to receive
a unique PIN to their phone, which is then reentered into a website);

1 Arrecord is taken of the optin and the data is timestamped in an appropriately secure
web format (e.g. https or VPN);

1 Records are taken and maintained by a thirgparty company which does not derive
income from any PRS. We may consider representations that allow a thirgarty
company which receives no direct share of PRS revenue from the transaction, but does
make revenue from other PRSto take and maintain records. Where neither of these are
the case and the provider wishes to establish its own system for securely recording
purchases, then the burden of proof and level of scrutiny will likely be greater in the
event of an investigation. In all 3 of the methods outlied here, it will have to be proven
tothePhonep ai d Ser vi c saisfadiontthatahese tegofdscannot be created
without consumer involvement, or tampered with in any way, once created,;

1 The Phonepaid Services Authorityis provided with raw opt-in data (i.e. access to
records, not an Excel sheet of records which have been transcribed), and retifne access
to this opt-in data upon request. This may take the form of givinthe Phone-paid
Services Authority password-protected access to a system obpt-in records;

1 Any other evidence which demonstrates that the optin cannot be interfered with.

For more details around this area,pleaseseethe General Guidance Note on fConsent to chargett

Lastly, the Phone-paid Services Authorityis aware of the potential for some snart devicesto
download applications containing malicious software (Imalwaretfwhich may put consumers of
PRSat risk. Theserisks can be currently identified asfollows:

1 The sending of a text message containing a keyword which consents to subsequent
charging to PRS shortcodes without the consu
compounded by the use of coding to prevent the enduser from seeing amobile
terminating (MT) message to raise suspicion that they are, in actual fact, being billed for
the service in question.

T The dialling of PRS numbers without the cons
11
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T The illicit access of a diodudenumbersbathee ont act |
consumer Hs SI M car d, emai | addresses or soci
relaying of those contacts to another party
for example, build up unauthorised marketing lists.

T Thei I I i ci't access of a consumer Hs handset As |
(IMSI) number (i.e. without consumer knowledge or consent, and for the purpose of
unsolicited PRS charging or marketing).

Password protection

7.3 Wherean application hasbeen accessed, asecure audit of consumer consent is often provided by
meansof the consumer having entered a password eachtimethey re-engagethe serviceand
before they commit to purchases. Password protection can be built into adigital distribution
platform (e.g. Apple@iTunes Sore, the Android Marketplace, etc.),or anapplication it self.

74 Sudh amechanic, while potentially verifying that consent to purchase came from the consumer@
handset if properly encrypted, doesnot alwaysprovide complete protection from unauthorised
charges. Where consumers have accessed an application from which it isrelatively easy and quick
to makerepeat purchases, there have been instances of accidental unauthorised purchasesbeing
made through mobile devicesaccessed by children, or others, which the owner of the handset
themselvesdid not consent.

75 Asaresult,the Phone-paid Services Authority would additionally recommend (byway of best
practice)that regularly accessed applications be protected by arequirement to enter apassword
eachtimethe application isre-opened. However,wherethere isan allegation that someone other
than the consumer has purchased from an already opened application, the Phone-paid Services
Authority will consider the case on its own merits and make an assessment asto how likely it was
that the purchase was authorised by the consumer. Wewould expect providers to offer refunds
where unauthorised use was clear, but would also consider the degree of culpability of an affected
consumer in not protecting their password or controlling accessto their phone account.

8. Complaint handling

81 Responsibility for handling complaints about aservice restswith the Level 2 provider, asset out in
further detail in the General Guidance Note on the i[€omplaint-handling processtin which Level 1
providers are expected to step in and take over the process in situations where a Level 2
provider has neglected its duties in anyway.

8.2 Mobile -based payment, especially where virtual currency is involved, may have several
component parts to a service deliverychain. In addition, the service may be delivered by a
means (e.g. through an ISP connection) other than the method of purelse through a Public
Services Telephone Network (PSTN); and, in the case of virtual currency, it may be delivered
with a significant time delay from when the currencywas first purchased (where the consumer
does not immediately use the currency they have prchased).

12
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8.3

8.4

9.

91

As with all PRS, we would expect consumers to be clearly provided with a neRRS number for
the purposes of making enquiries or complaints about a service before they consent to purchase.
It is important that all companies within a servicedelivery-chain are able to quickly direct the
consumer to the right party to deal with their complaint, albeit that the Level 2 provider retains
responsibility for the complaint.

It may also be considered good practice for the receipt of customer carealls to be handled by an
aggregator with direct network connection. This is so that the aggregator concerned can more
quickly identify any issue within an application which is causing a rapid increase in, or high
volume of, calls and take appropriate actin to address these issues with the developer. Where
this is not the case, then the organisation handling customer complaints should share such
information with the aggregator as soon as is practicable

Technical quality

All providers of servicesoffered viaamobile-based payment mechanic should ensuretheir
servicesarecompatible with eachtechnical network platform and/ or handset on which they are
promoted. Wherethisisnot possble, consumerswith incompatible devicesshould be prevented
from purchasing the service in question.

13



PSA

Phone-paid Services Authority

GENERALGUIDANCENOTE

Complaint-handling process

Who should read this?
AllNetwork operatorsand providersinvolved inthe provision of premium rate services (PRS)to consumers.

Part 3 of the Code of Practicedeals with responsibilities spread across the PRS value chain, and it makes
clear all parties bear some responsibility for the provision of a positive consumer experience when
matters arise during or after the use of such services.

What is the purpose of the Guidance?

To assist Network operators and providers by clarifyingthe Phonepai d Ser vi ces Aut hori
expectations in relation to consumer complaint handling, by way of the following

1 Clearly defining the roles and responsibilities ofrelevant Network operators, and all Level 1 and
Level 2 providers in the chain;

o0 Note: Consumer facingNetwork Operators that are also Terminating Network
Operators fall under the Phone-paid Services Authority regulation and therefore are
obliged to comply with the Code.Other consumer facing network operators should
also read this Guidance as their role forms an essential part of the complaint
handling process

9 Setting out some desired consumer outcomes, along with an example of how to deliver the
hmini mum st aodcderdcafettus hat. would achieve them

Obligations on providers are set out in paragraphs 2.6 an8.1.1(d) ofthe Phone-paid Services
Aut hor i tof Ractic& At@d.2 it gates:

3.1 General responsibilities
All Network operators, Level 1 and Level 2 Providers must:

3.1.1

ensure thathe Phonepaid Services Authorityegulation is satisfactorily maintained by;

(d) taking all reasonable steps to ensure that conswoeplaints are resolved quickly and fairly
and that any redress is provided quickly and easily.

It is important to consider what role each party plays in relation to complaint handling. While network
operators and providers may have contractual arrangemets in place assigning responsibility
proportionately, parties need to consider how the consumer is likely to engage with them in the result of
an issue arising.
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Where possible parties should have a clear idea of how complaints are handled by others inetivalue
chain and ensure they are equipped to assist where necessary to ensure consumer complaints are
resolved quickly and fairly whatever the circumstances.

What are the key points ?

f This Gener al Gui dance NtheRhonepatd Bexv | Gueisd aAnuct ehFd)r i st eytF
expectations with regard to the complaint-handling process for all providers/services

1 Responsibility for complaint handling lies with the Level 2 provider in the first instance

1 Network operators (including customer facing onesyand/or Level 1 providers are expected to
step in and take over the process in situations where a Level 2 provides unable to fulfil or
otherwise neglected its duties in any way

§ Separate information on complainth and!| i ng processes f sectiofl5Sbr oadc a s
below.

1. Desired outcomes g what we believe good complaint handling should look like

11 Consumers have certain expectations when, in their mind, an issue has arisen that gives them
cause for complaint. We believe that these expectations giveise to certain outcomes, as
follows:

9 Pursuing a complaint should not unduly cost the consumer in terms of time or money
Consumerswith valid claims should have to make as few calls as possible in order to find
redress.

Providers should be courteous and espectful to consumers at all times

Consumers should be kept informed as to the status of their complaint
Providers should make every reasonable effor
The Level 2 provider should take the lead in providing redress (ithe case of a valid
complaint). Where a Level 2 provider does not, and the Network operator and/or Level 1
provider is aware of a problem, they must take the initiative as appropriate and
proactively seek to provide redress

1 Consumers must have recourse t@n objective third party to arbitrate over disputes.

=

= =4 =4 =4

2.  Complaint-handling process

21 The Code focusses on quick and easy resolution of complaint$his involves consumers having
access to both information and a process by which issues can be identified, shared, and
considered.

Access to complaint handling process

2.2 The 13" Code no longer requires that a noARPRS telephone number is available, ahpromoted
to consumers, in all circumstances. Howevethe Phone-paid Services Authority still expects a
non-PRS phone number to be available in circumstances where it is the most appropriate and
effective means for custome's to gain access to support.
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2.3

2.4

2.5

2.6

2.7

2.8

2.9

Appropriate means of access

Providers must consider a number of factors before settling on an appropriate means of access
for complaint handling, or customer care. This includes:

1 The means of access to the service, including any security measure adoptg for
example, services accessed by smartphone or tablet may involve just a phone number to
access it or may require users to register an email account.

1 The nature of the problems that may arise, regardless of likelihood, and the type of
remedial support that may be necessang for example, a webbased service may develop
a technical fault and those issues may also prevent affected individuals using a web
based complaint handling system.

1 Intuitive design g for example, where the service design allows foeasy access to the
start point of any complaint handling process as soon as the issue is identifiable.

Effective

The Code refert® th@avtehe oanpil laiitny sT resol ved qui ckl

provided quickly and easily. Compl ai nt handling is therefore
from a complainant, but being able to resolve matters fully and to provide a proper form of
redress.

Just by using a noAPRS number for the purpose of receiving complaints doesai necessarily
mean the complaint handling process will be effective. Traditionally it has enabled consumers to
explain problems in their own words and to answer any questions to enable providers to resolve
matters effectively. Any alternative means of acess to complaint handling processes must
address the challenges with delivering high quality customer care.

When developing the process, providers ought to consider:

How the data is gathered,

How it is stored,

How issues arereviewed or assessed ard

How the matter is escalated (vhere necessary).

The process ought to operate in such a way that gives the complainant confidence that
their complaint is being properly considered, and dealt with in a timely manner.

= =4 =4 -4 4

All support services shouldevolve based on experience with the way that the process is working.
Any defects identified in the complaint handling process should lead to amendments to.it

For example, in light of the consumer not being in conversation with a helpline operator, tbe
effective, any alternative process should give initial feedback or provide an acknowledgement of
the complaint. This must be presented in some form shortly after the initiation of the complaint,
immediately if possible.

The alternative process shoutl also ensure it results in swift redress being provided if necessary.
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1 If the information needed to begin a claim for financial redressuch asfor a refund g is
known, the process should be designed to gather such information at the first feasible
opportu nity.

1 Where any process has multiple steps, and some of those are unreasonable, it is likely to
be considered an ineffective processandin breach of the Code.

Where consumers contact someone other than the Level 2 provider

2.10 The Phonepaid Services Aithority recognises that issues can come to the attention of the
consumer at different times and in different circumstances.

1 Sometimes the issue will be identified while the consumer is using the service itself, and
will require assistance in thecontext of dealing with a fault or getting help in making
further or better use of it.
1 Sometimes it may be an issue that is identified at the point when the charges are
considered, suchaswhenmmessage is received on the consu
consumer inspects their phone bill.

2.11 Depending on the context, the behaviour of the consumer in raising a complaint is likely to be
different. Level 2 providers must equip both the consumer and relevant third parties, such as
consumer facing Network operators,in such a way that enables the consumer to sedkelp and,
where necessary effective redress for issues when they arise. This may involve:

1 Arrangements to liaise directly with consumer facing networks (such as BT, Virgin, Sky
and the mobile networks) toensure that they have the information to quickly redirect
consumers who contact their phone provider first (usually in response to their phone bill)
to the Level 2provider.

1 Where the Level 2 provider has a clear complainhandling process,clear channek of
communication with such third parties need to be establishedso that consumers can be
directed to start that process quickly and easilyWhere such a process is communicated,
and is considered effective, Network operators and Level 1 providers oughtd support
the Level 2 provider by following the stipulated process.

2.12 Ultimately, consumers will contact the easiest person to find by the most convenient means
available to them. This will be based on:

1 Their knowledge of the service,
1 Information given to them during their previous use and engagement with it, and
1 Their ability to locate additional information where necessary.

2.13  Arguably the first step in the complaint-handling process involves the Level 2 provider giving
clear branding for the service and identifying themselves as the service provider. This means
any gaps in the consumer s knowl edge, such as sj
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2.14

2.15

2.16

3.

31

3.2

seek support, can be addressed by the consumer looking up such information @m internet
search engine or by calling their Network operator orthe Phone-paid Services Authority and
asking about the service or provider by name.

Even though the Code does not specifically require the Level 2 provider to run a call centre and
havea non-PRS number in place and promoted to consumers, this may still be the most effective
means of giving consumers access to redress.

The reason for this may be the journey taken by the consumer prior to them seeking direct
contact with the Level 2 provider. If they have callked their Network operator first, they are
already on the phone and may wish to be given a telephone number to make another call, this
time directly to the provider who can deal with the issue. If a phone number is available, ihsuld
be promoted transparently to consumers using the service in order that they can take the option
of noting it and calling the provider directly without seeking assistance from the network
operator first.

However, where a service involves ematbased account security or identification; or it operates
in @ manner that includes internet based communication with other users or service operatorg
then it is likely consumers will consider a similar email or internet based solution first when
accessingany complaint-handling process.Above all it must be quick, easy and accessible to the
consumers in order to progress their complaint to a conclusion.

Suggested timetable for responsesto be made (an example process)

Some complaints will take longer to process than otherg either because the issue is more
complicated than normal, or perhaps because, fo
are unable to act as quickly as they would like. In practice, Phore-paid Services Authority

Tribunal is likely to look at the facts of each case, and d@&le on its merits. This is why we have

purposely chosen not to give any prescriptive timelines for calls to be made within the example

process shown above.

However, we think it may be helpful to offer some advice on what we expect it to look like in a
typical case:

1 Where a consumer has ontacted their Network operator and questions the legitimacy
of the charges, we believe thathe Network operator should refer the consumer to the
provider directly to seek resolution of the issue in the first instance. However, we expect
the Network operator to invite the consumer to callthem backafter five working days, if
a suitable response is not given by therovider.

1 Where the consumer chooses to leave a message or send an entadnd a resolution
cannot be made immediatelygt hey shoul d receive @nehhol ding
working day . Regardless of the initial contact, where a Level 1 or Level 2 provider
becomes aware of goroblem, we believe that a resolution should be offered to that
consumer within five working days.

1 Where a resolution has not been reached with the Level 2 provider, and the consumer
has resorted to calling the MNO back, the Level 1 provider (or MNO) shoul contact the
consumer within five working days with a proposed resolution.
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4.

4.1

4.2

4.3

hBasic rate#H call charges requirement

Since 13 June 2014, regulations introduced by the Department for Business, Innovation and
Skills (BISY apply a limit to the cost to consimers accessing customer helplines. The regulations
do not demand that companies or organisations provide a helpline, but where they do provide
one, paragraph 41 of the Regulations prohibits customer helplines charging consumers at any
more than basic ratefor calls made in relation to their purchases

This precludes the use of numbers on the 09, 087 and 084 ranges to operate a telephone line for
consumer contact about a product already purchased, whether charged via PRS or not, or to
cancel acontract.

BIS has produced guidance in relation to the Regulations, which can be accessadgov.uk
website*. PRS providers should pay particular attention to Section J of this guidance.

What about PR&at provides technical support?

4.4

4.5

BIS guidane sets out that this need not come under Regulation 41, provided it is clear to the
consumer that the line exists to provide technical support for a product already purchased (e.g. a
laptop, tablet, software, machinery, white goods or other electronics), \ith that technical

support being charged separately from the original purchase \d cost of the call.

Technical support lineswhich carry a premium rate chargemust not provide the facility to
complain about a product already purchased.

What about 087 services which provide something other than a consumer complaint facility?

4.6

4.7

4.8

Where an 087 number is used to provide a PRS (such as chat, conference call facilities, data
capture gi.e. receiving an order and/or payment for a product fromconsumers who call, or other
forms of entertainment and information) its use will be compliant with the Regulations as long as
no consumer complaint facility is provided on the 087 number.

However providers of the such PRSwill no longer be permitted to use any other 087 or other
premium rate number, to receive complaints about the premium rate service.

The Phonepaid Services Authority recommends that Level 2 providers who use 087 numbers do
the following:

(a) Review their current services against the BIS Guidance in order to ascertain their likely
compliance with the Regulations.

(b) Take appropriate steps to alter any services which are not compliant, particularly in
respect of complaint handling arrangements for 087 services, or transfer services to a
compliant number range.

3 Consumer Contracts (Information, Cancellation andAdditional Charges) Regulations 2013
4 https://www.gov _.uk/government/uploads/system/uploads/attachment_data/file/429300/bis -13-1368-

consumer-contracts-information -cancellation-and-additional -payments-regulations-guidance.pdf
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(c) Ensure that premium rate services continue to operate in full compliance with outcome
2.6 of our Code relating to hcomplaint handl
ranges for complaints handled vatelephone.

4.9 The Phonepaid Services Authority also recommends that Level 1 providers andNetwork
operators that operate and provide numbers for the service types outlined above note the
Regulations and conduct appropriate due diligence and risk control to ensure they & not
facilitating unlawful practices through the operation or provision of numbers.

5. Guidance on what might be expected from Level 2 providers in relation to Rule 2.6.6
51 Rule 2.6.6 ofthe Phonepai d Ser vi ¢ es oARractitestatestthe idilowing:.o d e

2.6.6
Level 2 providers must provide upon requesh&Phonepaid Services Authorityuch information
that allows examination of how they have handled any consumer complaint.

5.2 When considering whether a Level 2 provider has dealt wh a camplaint in line with the relevant
Code Outcome, the Phone-paid Services Authority is likely to request the following evidence
from that provider:

1 A record of the initial contact from the consumer g if this is a letter or email, then our
expectation is that a copy will be provided. If the initial contact is through a telephone
call, then a recording of the call should ideally be provided, or in cases where no
recording is available, a timelogged record of the call, consumer details and a clear
descriptonof t he consumer Hs i ssue.
i Recordsofanyandalls ubsequent activity in relation to
has been initially loggedg this would include any internal emails relating to the
complaint, a record of any key decisions or actions takerg record of all subsequent
contact with the consumer (whether via letter, email or call) and any data records which
have been referenced in r el atdaloecordings, t he cons
records showing the receipt of MO (mobile originating)messages or the dispatch of MT
(mobile terminating) messages records showing verifiable consent to webbased
charging).
T Records of any final deci sion made in relatd.i
refund issued (e.g. when any refund was issuedpw and for what amount)g we would
consider it helpful to record whether the consumer agreed with the decision, or not.

5.3 In order to ensure that such records are available tdhe Phone-paid Services Authority for a
reasonable period while carrying outany further investigation or enquiry, providers should
retain these details for three months after the

6. Guidanceon foroadcastitomplaint-handling processes

6.1 With regard to complaints made about services operating withintheh b r o adc as(edt Tvme di u |
voting), where a complaint relates to both the editorial and the premium rate element of a
service or promotion, our expectation is that the broadcaster will apply a complaints resolution
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6.2

process to the premium rate element whth complies with any minimum requirements as set out
in the rulesinthe Phoneepai d Ser vi ces OAfutPiroarcittiycFes aQooduen d
(paragraph 2.6).

To be clearthe Phonepai d Ser vi c ales oAwmglamtrhandlipgiveuld na apply to
complaints which do not relate to any alleged breach othe Phoneepai d Ser vi ces
Code of Practice (for example they would not apply to purely editorial complaints that do not
involve any element related to PRS). Consumers should not be led to assume otherwise.
Consumers who have complaints about purely editorial content should refer to the Ofcom
Broadcast Code:

http://stakeholdersofcom.orguk/binaries/ broadcast/ 831190/ broadcastingcode2011.pdf
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PSA

Phone-paid Services Authority

GENERALGUIDANCENOTE

Consent to Charge

Who should read this?
All Network operators and providers involved in the provision of premium rate services to
consumers.

What isthe purpose of the Guidance?
To assist networks and providers by clarifyingthe Phone-p ai d Ser vi c expectétianslyor i t y Hs
way of the fulfilling the following Rules ofthe Phonep ai d Ser vi ces oARractiteor i t yHs Cc

23.3
Consumersmugt nat becharged for premium rateserviceswithout their corsent. Level 2 providersmust beable
to provide evidencewhich establishesthat consent.

What arethe key points?
This Guidance covers the following areas of consent to charging

1 Why is the capability to verify your right to charge important?
1 What is robust verification to consent to charge?

Voice services

Charges to mobile devices

Premium SMS charges

Web-based charge initiation

Network involvement in MSISDN capture
Pay per view services

O O 0O o oo
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1. Why is the capability to verify your right to charge important?

11 Premium rate services allow a charge to be gene
paid or post-paid as part of a contract with an originating network, directly and remotely. A
major concern then is that they can be charged without having requested or consented to any
purchase.

12 It is important to understand the need for transparency when establishing any consent to charge
a consumer via PRS payment. The key service information necessary to comply with rule 2.2.4 of
thePhonepai d Ser vi ces oARractiteomust beyprEsnteCabedrly and with
suitable proximity and prominence. This is to ensure any action on the consumers part reflects a
genuine intention to consent to the charges triggered by the actior?.

1.3 We treat matters such as these with the utmost seriousnessnd will always work closely with
the appropriate authorities (such as the Serious Fraud Office and the local police) and continue
to provide them with the evidence they require in order to prosecute those who commit
offences.

14 Without prejudicing the p rimacy of such criminal cases, wher@a Phonepaid Services Authority
Tribunal finds that a service has breached the Code in this respect they can also order refunds
for all those consumers affectedwhether they have made a complaint tathe Phone-paid
Services Authority or not, andthe Phone-paid Services Authority will generally do its best to
ensure that the perpetrators of unauthorized charges do not profit from them at the expense of
the PRS marketHs reputation

15 For this reason, it is essential thaproviders can provide robust evidence for each and every
premium rate charge.

2. What is robust verification of consent to charge?

21 Robust verification of consent to charge means that the right of the provider to generate a
charge to the aoormaumemAdDiddmmes properly verifia
mean a clear audit trail that categorically cannot have been initiated by anything else other than
a consumer legitimately consenting, and cannot have been interfered with since the recordias
created.

For Premium SMS charges

2.2 The Phonepaid Services Authority considers that a fully robust way to evidence consent for a
PSMS charge is for the consumer to initiate the transaction with a Mobile Originating message

5 Further information can be found in the General Guidance orPromoting PRS
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(or hMOH) to a shortcode. I n this way, the bill
sufficiently robust to verify the charge.

For nonrgeographic numbers andiceshortcades

2.3 In the case of calls to norgeographic numbers (such as 09 or 087) or to voice shortcodes, robust
verification can take the formeobrdnobrtbenabhnas
initiation of the call.

24 In cases where a consumer disputes such a charge, all other circumstances being equal, we will
accept that the charge was valid, if such a record by an originating Network operator is
submitted.

For other chargestoamabiledevice

25 For charges to mobile communications devices, robust verification requires different
considerations. In part this is because it can take place in several ways

(@) A premium SMS (PSMS) charge, where the consumer is charged whée provider
receives a PSMS from them or when they receive a PSMS from the provider

(b) A charge initiated by the consumer entering their mobile number on a website

(c) A charge initiated by the consumer on a website where pradentification of their number
by their mobile network facilitates charging.

For chargesgeneated by enteringamaobilenumberonawebsite

2.6 Some services are initiated by a consumer entering a mobile number on a website, or a mobile
website (i.e. a website browsed on the mobildandset). This is most frequently where the
consumer browses the site on a laptop or tablet, or where they browse via wi § and not their
mobil e net wor k Hsgon their phome.e Gonspmers da net ialways appreciate that
entering their number can result in a charge being generated to their mobile device, or that the
entry of their number can be understood as being consent to future marketing by the provider
concerned.

2.7 The risk of harm is increased where a consumer enters a mobile numbbelonging to someone
else (either by mistake or deliberately) and generates a charge to a secogdunwitting §
consumer. Even if there are no chargeable messages, just free marketing messages, the second
consumer often feels that their privacy has been inaded (see Part Two for further information
around marketing).

28 So in these circumstances we recommend that consumers should always be encouraged to
initiate services, or future marketing, with an MO message.

2.9 If alternative means of initiation are considered, the following factors must be considered

1 All costs and other charging information should be clearly stated and be proximate and
prominent to the field where the consumer is to enter their number;
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| After entering the number, a Mobile Terminatingme s sage ( hMTH) shoul d
consumer. As an example this should state:

TFreeMsg: YowRIN is [we would suggest an alphanumeric format for better security], please
delete if received in erfor
2.10 Instructions on the website should make clearthat the consumer has to enter the PIN they have
received back into another field (preferably directly below the first field where they have
entered their mobile number). If the PIN entered matches the PIN which was sent by text to the
consumer, this wouldbe considered to verify consent to a charge provided that:

1 Arrecord is taken of both elements of the optin process (i.e. the entry of the number and
the generation of a text with a unique PIN, and the reentry of that PIN back into the
website), and datais time-stamped in an appropriately secure web format (e.g. via https,
VPN or SQL protocols;

1 The PIN is not indefinitely validgi.e. if no PIN is entered into the website within three
hours of the MT message being sent, then the PIN should cease to balid to that
consumer,

1 The records are taken and maintained by a thireparty company which does not derive
income from this PRS. We may consider representations that allow a thirepbarty
company which receives no direct share of PRS revenue from the transtaion, but does
make revenue from other PRS, to take and maintain records. It will have to be proven to
the Phonep ai d Ser vi c safisfadiontthtehese tegofdscannot be created
with faked consumer involvement, or tampered with in any way once eated; and

1 The Phonepaid Services Authorityis provided with raw opt-in data (i.e. access to
records, not an Excel sheet of records which have been transcribed) and retime access
to this opt-in data upon request. This may take the form of givinthe Phone-paid
Services Authority password-protected access to a system of opin records.

2.11 While itis not a requirement of compliance withthe Phonepai d Ser vi ces oAut hor i f
Practice, we would recommend that providers using PINbased optin to verify purchases of
PRS, or an opiin to marketing, also keep such screenshot records as to link opibs to the web-
based advertising which the consumer will have seen, prior to giving consent to be charged. This
provides certainty, where there is a complant, that not only has the consumer opted into
charging but also that they could not have been misled by any advertising when they did so

212 Any MT message sent in these circumstances should not act as a promotion for the service itself
(e.g. use its nme). They should be designed and drafted as a functional tool &nable the completion
of the verification process. Where it does act as a promotion and instructiongjiven could be
used by a recipient who had not moved through the prior steps in the verifiation process, it may
breach other Code rules. Advice on this can by sought frorthe Phone-paid Services Authority
directly .

2.13 In some circumstances providers, instead of providing a PIN for entry into a website, invite the
consumer to reply with an MO containing a keyword in order to agree to a charge. In these
circumstances, and without the entry of a PIN to prove consumer interaction with the website,
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214

215

there is a greater chance that consumers could be subscribed without their explicit consent. For
this reason where a consumer is asked to reply with an MO rather than by entering a unique PIN
into a website, we would expect any MT message which arises from the consumer having
entered their number into a website to contain all key service information,including name of the
provider, price and whether it is a subscription or not

charges on a website where the consumer Hs

Where a consumer is on a mobil e welpovisioethasrsi ng t
mobile network is able to match their handset Hs
independently verify any consent activity. A number of systems exist to do this, but all involve

one of two methods:

(@ Consumer consent to a purtase is verified using secure payment screens served by a
third party intermediary with mobile network accreditation rather than the provider.
Examples include Payforit and its Enhanced Single Click format, Charge 2 Mobile, or
other direct billing facilit ies endorsed by mobile networks using forms of secure payment

library .
(b)) Consumer consent to a purchase is verified b
their presence on a mobi | erecoréddfthd sanee, whearetthe t h e

intermediary also retains screenshots documenting consumer activity and consent. We
would strongly recommend that any party who wishes to employ this method contacthe
Phone-paid Services Authority before they begin to operate it, as there are a number of
criteria which would need to be met beforethe Phone-paid Services Authority would
consider this method to be fully secure. In additiorthe Phone-paid Services Authority
approval does not necessarily mean that mobile networks will agree to act as an
independent verifier for such a method.

Providers who are considering using a method of verifying consent to charge, which employs a
method that does not involve independent Network operator verification of consent, are
strongly advised to contactthe Phone-paid Services Authority before they begin to operate it.

Forpay-per-page,or pay-per-image,viewed

216

2.17

Some charges, or opins to marketing, are generated once consumers click on a mobile website

g often to view an image or a page. Consent to receive a charge, or opt in to marketing, must be

subject to robust verification, as set out above dependingonwhe her t he consumer Hs
known to the mobile network or not when they enter the website.

Where providers use this service mechanic for charging consumers to browse content on the
internet, some content can be bundled together on one webpage witltharges levied for all of it

in a combined purchase. To comply fully with rule 2.2.7 of the Code, the cost of viewing the page
containing multiple images or pieces of video footage must be clearly and prominently stated
prior to the consumer selecting toview that page and incurring any charge.
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2.18 Suchservices are also subject to separate requirements to comply with Special Conditions when
operating. For further information, please see the relevant special conditions notice othe
Phone-paid ServicesAuthority website.
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PSA

Phone-paid Services Authority

GENERALGUIDANCENOTE

Definitions

W hoshould read this?

Al Net wor k operators and providers involved in thi
consumers.

What isthe purposeof the Guidance?

To assist Network operators and providers by clarifying whether they are required to register with

the Phone-paid Services Authority before operating PRS. This General Guidance Note also sets out

the Phonep ai d Ser vi c expectétions waundithe Rhbhepai d Ser vi ces Aut hori
of Practice, and how any investigation procedures resulting from suspected breaches ¢fie Phone-

pai d Ser vi c €xleofRractivenare likelyttiaperate, depending on how a registered

party is defined underthe Phoneepai d Servi ces oOPRractteor i t yAs Code

What arethe key points?
This GeneralGuidance Note is designed to

1 Briefly signpost the Code definitions of Network operators, Level 1 providers and Level 2
providers

1 Explainhow the Phone-paid Services Authority would determine responsibility in the event of an
investigation

1 Explain howthe Phone-paid Services Authority would determine whether a registered party is a
Level 1 or a Level 2 provider where there is material doub
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1. Definitions of providers in the PRS value chain

Networkoperators

11 The definition of a Network operator has notchanged from the previous edition ofthe Phone-
pai d Ser vi ces oRRrdctite and dteyn$ifeom &€ aategory of persons specified in the
Communications Act 2003. If you are unsurewhether or not your company would be considered
a Network operator, you should contactthe Phone-paid Services Authority for further advice.

Levell andLeveR providers

12 Level 1# and hLevel ttPhoperpaidSied evrisc easr eA udehfoirn e dy Fisn
Practice at paragraph 5.3.8, as follows

53.8

(a) A Level 1 provider is a person who provides a platform which, through arrangements made
with a Network operator or another Level 1 provider, enables the relevant PRS to be
accessed by a consumer or provides any other technical service which facilitates the
provision of the relevant PRS

(b) A Level 2 provider is the person who controls or is responsibledr the operation, content
and promotion of the relevant PRS and/or the use of a facility within the PRS

(c) In respect of any relevant PRS wheré¢he Phone-paid Services Authority considers there to
be a material doubt whether a person involved in any way intte provision of the service
and/ or who receives directly or indirectly any part of the charges made to the consumer for
provision of the relevant PRS is a PRS provider falling within (a) or (b) aboike Phone-paid
Services Authority shall determine whether that person is a Premium rate service provider
and whether the person is a Level 1 or Level 2 provider with reference to Guidance which it
shall issue from time to time

How is responsibility for promotion, operation and content defined? What about@utipactors
beyond a Level 2 provider?

1.3 Paragraph 5.3.8(b) othe Phoneep ai d Ser vi c es oARracticeorefarsttojatievel Zo d e
provider as a personlwho controls or isreporsiblefor the operation, content and promotion 7

14 The Phonepaid Services Authority is aware that not all entities who we would deem to be Level
2 providers will generate all the promotion or content, or perform all the operation of their
services, inhouse. A significant number of Level 2 providers will sukltontract with other entities
to undertake promotional functions (e.g. in print, broadcast, or SMSased promotions), to
support or supply certain technical platforms involved in the provision of a service, or purchase
content which the Level 2 provider will then package and sell under their brand

15 In such circumstancesthe Phone-paid Services Authority doesnot regard a party which is sub
contracted to provide only someof the functions of promotion, operation and content as alevel
2 provider. Rather, these entities are regarded agontracted parties.Contracted parties are not
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required to register with the Phone-paid Services Authority and are not considered to be
directly regulated by thePhonep ai d Ser vi edsof AacticehnRather,tthe Hevel 2
provider who has subcontracted those functions will be considered to retain responsibility for
the contracted partyHs actions.

What about subcontracted digital marketin®g

1.6 In addition to the use ofcontracted parties as outlned above, an increasing number of Level 2
providers will sub-contract with another entity to handle web and other digital-based marketing
functions, suchaspopup and banner ads which redirect cons
products. Thispracticeik s generally known as 1| adoftiadted at e mar k
partners as affiliates.

1.7 In these circumstancesthe Phone-paid Services Authority alsodoes notregard a party which is
sub-contracted to provide digital marketing as aLevel 2provider. This is because they do not
have overall control or responsibility as a whole for the operation, content and promotion of the
service but rather just provide adigital advertising sourcethat links aconsumer to theservice.

1.8 As such affiliates are not required to register withthe Phone-paid Services Authority and are not
considered to be directly regulated bythe Phoneep ai d Ser vi ¢ Exle AARractice.r i t y Hs
Again, the Level 2 provider will be considered to retain responsibility forthea f f i | i at e HAs ac

1.9 For more information on the expectations we would have of Level 2 providers in terms of
effectively controlling the actions of affiliates, please readthe General Guidancenote on Digital
Marketing.

What about where some opdianal aspects of a service are handled by a Level 1 pr@vider

1.10 The Phonepaid Services Authority is aware that, in some circumstances, certain technical
aspects of a service will be handled by a Level 1 provider further up the delivery chain from the
Level 2 provider. Examples could include, but are not limited to, occasions where a Level 1
provider#Hs technical p | at-based marketang) or Where the Level 1s e n d i
providerHs platform processes ieeandemswasnmosfurtiits i n st
billing takes place

1.11 Inthese cases, where the failure of such an operational component has led to a breachtloé
Phoneepai d Ser vi c Exe dRrdctice paiadraphd 8.8.1 and 3.8.2 of the Code set out
that the Level 1 provider should be regarded as the party responsible for the technical failure,
and so the breach itself, as if it were the Level 2 provider. The Level 2 provider who would
ordinarily be responsible for the service in its entirety would not be heldin breach for this
particular aspect of any consumer harm. However, they may still be considered responsible for
other aspects of consumer harm which arose in connection with the service

1.12 The Phonepaid Services Authority is also aware that h somecases a Level 1 provider may
provide a Twhite |l abeli service, the operation
example bynot only providing the technical platform or operation of the service to the consumer
but also either providing the promotional material for the service or prescribing the manner in
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which the service may be promoted and exercising a right of veto over each promotion before its
release into the public domain). In other cases a Level 1 provider may, under their contrasl

powers, conduct frequent monitoring of service activity and promotions to ensure that the

services are operating and being promoted in a compliant manner. In the former scenartbe

Phone-paid Services Authorityis very likely to regard the Level 1 prwider as the Level 2

provider as they are inde factocontrol of the service and its operation. In the second scenario

the Phone-paid Services Authorityi s | i kely to regard the Level 1
with pursuing its due diligence and isk assessment obligations under the Code and thereby not

regard it as the Level 2 provider.

2. How the Phone-paid Services Authority will determine responsibility during an
investigation

21 In the event that the Phone-paid Services Authority investigates an alleged breactof the Phone-
paid Services Authority Code of Practice it will first request information from various parties
within the relevant value-chaint o det er mi ne each partyHs role in
be clear fairly quickly whether a party is either a Level 1 or Level 2 provideor a contracted
party; however, the information we requestonsghoul d

as to where they fall within the value-chain. This is in order thathe Phone-paid Services
Authority can fully consider this issue before any decision is made

2.2 The key factor to remember during this process is thathe Phone-paid Services Authoiity will
look to identify the responsibilities of each party in the delivery chain, in order tha any breaches
can be correctly considered against the party responsible for them

3.  How the Phone-paid Services Authority will determine whether a party is a Level 1 or
Level 2 provider where there is material doubt

3.1 From time to time the Phone-paid Services Authority will be required, or otherwise asked, to
make a decision about where a party sits in the value chain where it is less straightforward to do
so. This may be in the context of an investigation or a request for compliance advice, and
because there is material doubt about whether a provider is either a Level 1 or Level 2 provider,
or because a party doubts they should be defined as a PRS provider ditia the given
circumstances.

3.2 In these circumstances paragraph 5.3.&) ofthe Phonepai d Ser vi ces pArmitshor i ty
the Phone-paid Services Authority to determine whether a registered party is a Level 1 or Level
2 provider. We will consider each example on a casky-case basis in these situations, and the
paragraphs below set out a number of examples where consideration has been made in the past.
However, generally we will consider the following, nonexhaustive, list of factors when making
our determination:

1 The level of control that the party, and other parties in the value chain, have over
promotion, operation and content of the service
1 The contractual agreements between parties in the value chain
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1 Whether the promotion, operation and/or content have been subcontracted to a single
party further along the value chain

1 Whether a party within the value chain controls (and potentially promotes) a platform to
which other parties connect to provide a service

1 Whether any party in the value chain controls any technical platforms which operate
specific aspects of a service

3.3 It is not often that circumstances arise when there is material doubt which wouldequire the
Phone-paid Services Authority to make a decision as to whether a party is a Level 1 or Level 2
provider. However the following examples, the first twobeing actual previous determinations
and the third aoretical example, provide an insight ino how the Phone-paid Services Authority
makes its decisions.

Example One: Status of app store merchants

An app store contactedthe Phone-paid Services Authority to enquire about the likely status of its
merchants, and whethersuch merchantswould be regaded as Level 2 providers and therefore part of
the PRS value chain. The app store had a direct connection with mobile network operators, and
provided their own payment and browsing platforms to which merchants submitted content.

The app store would first test the content concerned to make sure it worked, did not contain malware,

and was not offensive, inappropriate, oragainstthe law. If the content passed these tests then it would

be uploaded by the app store and they, not the merchant, would contrgbroduct description and pricing

and other key information on the browsing platform. Whilst some content was aimed specifically at

chil dr en, it was kept in a TchildrenHs areafi of thi
price was capped as rquired bythe Phonepai d Ser vi ces ORRractiteor i t yHs Code

Consumer complaints were handled directly by the app store, with no need for the consumer to contact
or enter into dialogue with the merchant at any point.

The Phonepaid Services Authority advised that in this case the app store wafirstly undertaking
functions of aLevel 1 provider, due to its direct connection to a network and its provision of a payment
platform. In addition, it was still found to act as the Level 2 provider for the folbwing reasons:

1 Whilst merchants did upload content, the app store tested and approved it before uploading it
themselves, so giving them gatewaybased control over the content which was offered to
consumers

1 The app store clearly controlled not only the opeation of the servicegi.e. payment mechanisms
and provision of the content directly to consumersg but also the promotion given that the
merchant was unable to directly add or change pricing or any other information about their
content on the browsing platform.

1 Therefore as part of their contractual agreement with the app store, the merchants had given
over control of promotion and content and, the app store now controlled these as well as
operation.

1 In addition, the app store had also taken control contratually of the complaints process from
start to finish.
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A second app store also contactedhe Phone-paid Services Authority with the same enquiry. As before
they had a direct connection with mobile operators, and provided their own payment and browsing
platforms to which merchants submitted content. However this second app store relied upon a series of
monitoring programs and consumer feedback, botho post the submission of content,andto identify
malware or inappropriate or unlawful content, and did na test content prior to its addition to the
browsing platform. Merchants were also able to add or change pricing, or other information relating to
their content, themselves.

In addition whilst the app store monitored how the merchant handled complaints,the merchant had
first-line responsibility for receiving and handling them.

In this casethe Phone-paid Services Authority advised that the app store was acting as a Level 1
provider, due to its direct network connection and its provision of payment meclanisms. However
despite the enhanced risk control mechanisms the app store displayed, their merchants would still be
regarded as Level 2 providers for the following reasons:

1 Whilst the app store did monitor uploaded apps and quickly remove malicious or éénding
content, they did not have gatewaybased control over the content offered to consumers and as
such this control was still held in the first instance by the merchant.

1 The merchant was able to add or change pricing and other key information about thecontent
as it was presented on the browsing platform, and so retained responsibility for promotion.

1 The app store did not have full control of the complaints process from start to finish, and so
responsibility remained with the merchant.

Example Two: Status of small charities using a donation platform

A mobile Network operator contacted the Phone-paid Services Authority to enquire about the status of

small charities whooperated a donation platform for which it controls the PRS text function. Donors

woul d text the platformHAs short codje.g.CATSAfolloweedby k e y wo |
the amount (up to £5) they wished to donate.

The donation platform, as controlled by the mobile network, would then send the donor a receipt,
thanking them for their donation, confirming the amount donated, and providing a customer services
number to call in the event of any complaint or enquiry. The customer service number, and any
subsequent complaints process and refund, was entirely handled by the abile network.

Whil st the great majority of promotion was on the
mobile network in respect of text-based donation, the charities concerned could promote the shortcode
and their keyword to potential donors and they would have control oversuch promotions.

The Phonepaid Services Authority advised that it was likely that the mobile network could be regarded
as acting as the Level 2 provider, with the charities using the platform falling outside the valuehain
when they did so. This was due to the following:

1 The mobile network clearly controlled the operation of the service, and also the contentyi.e. the
mechanism by which the donation was made and the issuing of the receipt which thanked the
donor.

1 In addition the mobile network controlled the information given in the receipt, which gave them
final responsibility for the information provided about the donation, and ensuring that donors
were provided with an accurate number to call in order to complain omake enquiries.

33



1 The mobile network also handled any complaints in their entirety, and directly issued any
refunds.

1 Whilst the charities who used the donation platform could promote the shortcode and their own
keyword, the charities concerned were very smdl in size, and as such theiown promotional
efforts were highly unlikely to reach a large number of consumers. In addition the issuing of a
receipt by the mobile network to donors acted as a safeguard on their part against a donor being
misled by a promdion for which the charity was directly responsible.

Historically complaint levels about charitable donation have been extremely low. Howevethe Phone-
paid Services Authority advised that if complaint levels grew then we would have to revisit this advice.

It is also important to note that this advice does not apply to medium or larger charities which connect
with a Level 1 provider in respect of their own individual shortcodes which they (and not the provider of
the payment platform) then promote. In such circumstances it is highly likely that the charity would be
regarded as a Level 2 provider.

Example Three: | Whi-theoretica bel T voice services

A Level 1 provider with a direct network connection controls an Interactive Voice Response (IVR)
platform and mechanism for international call routing, which they allow a variety of clients to connect
to. The clients connect to the same platform, and the same basic servicéarough different numbers
which they promote themselves. The numbers that the clients use may even have different prices per
minute. The Level 1 approachdthe Phone-paid Services Authority to ask whether or not their clients
would be regarded as a Level 2 provider.

The Phonepaid Services Authority has not previously given formal advice on this question, however
circumstances exist which might cause such a question to be asked. In suctcaimstancesthe Phone-
pai d Ser vi c bkelycangideratmon wotld b as follows:

1 That the clientswould still be responsible for all promotion of the services in relation to the
numbers they use in their contracts with the Level lprovider, and furtther they place their own
brand, and sometimes their own price point, on them.

1 Whilst the Level 1 provider controls the operation of the IVR facilitygi.e. the routing of the call §
it does so only as a result of it providing the technical platform, whiclis done on behalf otthe
client.

9 This is different from circumstances wherethe Level 1 provider dictates the operation of the
service (rather than meeting requirements of the client) and also controls the promotional
aspects of theservice.

9 As a resultof the factors above, it is likely the client would be regarded as the Level 2 provider in
the circumstances as described.
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PSA

Phone-paid Services Authority

GENERAL GUIDANCE NOTE

Digital marketing and promotions

1. W hat is digital marketing and what problems may arise?

11 In this context, digital marketing and promotions refers to a broad range of marketing practices
that make use of online platforms. Many of these practices generate revenue for the industry,
driving innovation and allowing consumers to engage with premium rate serices (PRS) as a
payment method.

1.2 Some examples of practices which are legitimate and able to satisfy the outcomes thfe Phone-
paid Services Authority's Code of Practiceare:

Banner ads

Pop-ups and popunders

Search engine marketing (SEM) and search engine optimisation (SEO)
Adware

= =4 =4 =4

Although the above practices can be undertaken in a way that is legitimate there is still potential
for consumer harm, andthe Phone-paid Services Aithority has seen instances where consumers
have been misled by marketing using these techniques in the past.

1.3 Examples of practices which are always capable afisleading if not treated with caution and
control:

1 Typosquatting

0 Registering internet domain names that are misspellings of well known brands.
Consumers are taken to a promotional website following their typing error of a welt
known online serviceg often consumers are not immediately made aware of their
mistake and may associate such promotins with the service they were actively
looking to reach.

9 Clickjacking

o Consumers are induced into clicking on something that is different to what they
perceive they are clicking on. By clicking on a disguised link on a web display the
consumer triggers other internet functions. The consumer is unaware of what they
are instigating and where such clickjacking is relied upon for consent, this is
invalidated by the userHs experience and Kk

1 Likejacking

o Similar to clickjacking, however the consumer is usg commonly used social media
functions as displayed on the screem often the consumer is unaware at the time of
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the wider impact of their use of a soci al
particular piece of social media content.

1 Content locking

o Specifically this relates to marketing techniques used by one party, such as an

affiliate marketer, to generate | eads and
online service transaction. Consumers are often induced to make the payment on the
second partyHs website because they believe
original partyHfAs content, and not because
which they make payment. Furthermore, commission from the payment goes to the
marketinga f f i | i ate to pay for content that may

1.4 This is not an exhaustive list. The market is constantly evolving and whike Phone-paid
Services Authority will endeavour to keep the list as upto-date as possible, providers shold
constantly be aware as to whom their services are marketed to online and whether these and
other emerging practices are likely to meet the outcomes set out in the Code. Detailed examples
of practices, including those mentioned above, that may cause a &ach of the Code can be found
in the Annex to this Guidance.

15 This Guidance also clarifies that it is the responsibility of providers to control affiliate marketing
carried out on their behalf and sets out some recommendations as to how to do so safelor
further assistance on controlling risk when using affiliate marketers please read part 10 of the
hPromoting premium P.ate servicesH Guidance

1.6 When managing any digital marketing campaign, PRS providers should address potential risks by
actively seeking to meet outcomes inthe Phonep ai d Ser vi ¢ es oRARrdctiteo(thd t v Hs
hCode#H) . I n particul ar, PRS providers should gi

1 Transparency g Consumers must be presented with all vital information, including the
price, relating to aPRS service before they commit to purchasing it.
1 Fairnessg If consumers are to have confidence in the PRS industry, it is important that
they are not intentionally misled.
1 Privacy § Consumers should be protected from an invasion of their privacy. Any
promoti onal material must be delivered approp
which must be knowingly given and clearly identifiable.

1.7 Businesses, advertisers and relevant trade bodies, such as the Internet Advertising Bureau (IAB),
are collectively seeking ways to improve the quality of digital advertising through a range of
campaigns. These campaigns are frequently seeking to achieve similar outcomes as those set out
in the Code so as to improve consumer experience and reduce the need for peofiteresort to
ad blockers. We recommend PRS providers consider advice and support offered through such
third parties”’.

6 http://www. psauthority.org.uk/~/media/Files/13t h-Code-of-Practice/Guidance-and-Compliance/Promoting-
PRS Oct_15v2.pdf
"The Internet Advertising Bureau website iswww.iabuk.net
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2. How to manage relationships with affiliate marketers, lead generators and other digital
marketing partners

2.1 PRS providers often subcottract their digital marketing to partners, the majority of which are
known as haffiliate marketersH. This is an ent.i
provide value to providers by leveraging external marketing tools and techniques paid foon a
results basis.

2.2 However, providers who use affiliate marketers need to be aware of two key points:

1 Responsibility for ensuring that promotions are compliant with our Code remains with
the PRS provider regardless of whether this activity issub-contracted to a third party
such as an affiliate marketer. So if an affiliate marketers activities lead to a breach of the
Code in relation to a PRS service, then a Tribunal will generally hold the PRS provider
accountable for the breach under the Code

1 Indeed, we have seen a number of cases where affiliate marketers have been responsible
for misleading digital marketing practices of the kind outlined within the Annex to this
guidance in an attempt to inflate their revenues by engaging consumers in seices
without their clear understanding and informed consent.

2.3 Providers therefore must put in place appropriate controls to ensure their affiliate marketing
adheres to the Code as part of their ongoing compliance processes. The absence of any such
mechanisms may be viewed bya Phonepaid Services Authority Tribunal as a failure of the
provider to assess the potential risks posed by a party with which they contract and maintain
steps to control these risks.

2.4 The Phonepaid Services Authority expects PRS providers to take account ofthe Phone-paid
Ser vi ces @uidanceoon Due PRiliysnce and Risk Assessment and Control (DDRA®N
Clients. In particular, PRS providers should undertake effective due diligence on any affiliate
marketer that they are seeking to engage. As stated in paragraph 2.1 of the Guidance on Due
Diligence and Risk Assessment and Control on Clients, providers should seek sufficient
information to assess the suitability of a new client. In the case of affiliate marketers, Level 2
providers might want to consider the following in addition to ongoing considerations already set
out in the DDRAC Guidance (the following is not an exhaustive check list but intended as a
guide; we also recommend that providers keep an audit trail of any adions taken in order to
minimise consumer harm in what is a high risk area):

(a) Companies checks;

(b) Reputational checks through app stores, blogs, AV vendors, Level 1 providers etc.;

(c) How established the affiliate marketer is;

(d) Whether, according to any information that has been made available to the Level 2
provider or to industry more generally, the affiliate has been associated with any breach
of the Code or any other related Codes of Practice or lawj this, in particular, should be
monitored on an ongoing bass;

8 http://www. psauthority.org.uk/~/media/Files/13th -Code-of-Practice/Guidance-and-Compliance/Due-diligence-
risk-assessmentand-control.pdf
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(e) Whether the affiliate marketer is aware of and committed to compliance with the
legislative and regulatory landscape, i.e. the Code and other relevant codes and
legislation including the Data Protection Act, Privacy and Electronic Communications
Regulations 2003 (PECR), the Committee of Advertising Practice (CAP) Code and
relevant consumer protection laws;

() How the affiliate marketer sources its traffic. For example, does it source its traffic from
file-sharing websites? Traffic should not be obtained fran illegal sources;

(g) If the affiliate marketer sub-contracts with other affiliate marketers (which will amplify
any risk), they too should be bound by contract to not obtain traffic from illegal sources;

(h) Whether the affiliate marketer is willing to explain where and in what terms it plans to
place your advertising and/or provide visibility of this retrospectively;

()Using traffic monitoring using tools such as Alexa or SimilarWeb to understand how an
affiliate generates traffic;

())The level and sophistication ofthe tracking technologies the affiliate uses;

(k) Whether the marketer in question has fraud detection systems and monitoring tools is
place;

(DWhether the affiliate marketer is prepared to run its service on a trial basis where funds
are capped until the relaionship is fully established.

2.5 In addition, the Phone-paid Services Authority expects PRS providers throughout the value
chain to:

(a) Set clear expectations for their affiliate marketers around Code compliance and obtain a
clear commitment to this end as part of any contract signed.

(b) Ensure that affiliates will not engage in any of the misleading practices listed above or
any other suchmisleading practices.

(c) Closely monitor their affiliate marketing, particularly in response to consumer
complaints, abnormal traffic patterns and where an affiliate marketer has previously
been associated with a breach of the Code. We believe that effectiveonitoring and, as
far as is possible, tracking are in the interest of the PRS industry.

(d) To this end, we recommend that providers analyse their traffic on an ongoing basis,
responding to any abnormal activity and gaining an understanding of how consumers
arrive at a promotion, and monitor and audit their affiliate marketing periodically
regardless of activity to ensure that it is both effective and compliant. The Internet
Advertising Bureau (IAB) has produced a useful best practice guideline that may be a
helpful starting point on how to conduct an affiliate audit albeit without informing your
affiliates that you intend to conduct it. It can be found at:
http://www.iabuk.net/resources/standards -and-guidelines/conducting-affiliate -audits-
best-practice.

(e) Make it clear to affiliate marketers (and reflect this in the contract) that any failure to
comply with the expectations set will result in suspengon or forfeiture of payments.

() If an affiliate marketer is unable to meet the expectations placed on it, providers are
advised to review their relationship with the affiliate marketer concerned. Keep clear
records of any activity, and make them availabled the Phone-paid Services Authority
upon request.
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2.6 While we recognise that Level 2 providers generally contract with digital marketing partners,
Level 1 providers are responsible for the risk assessment and control of their clients (i.e. Level 2
providers) to ensure that consumer outcomes outlined in the Code are met, including around
their promotional material. This is particularly important where a client is known to be using
affiliate marketing. In such cases, the Level 1 provider should check that éhLevel 2 provider has
appropriate controls in place and raise any issue of concern should one arise. We recommend
that Level 1 providers conduct a range of auditable checks on their clients, including (but not
limited to):

(a) Checking that the client has asatisfactory means of identifying inappropriate activity or
significant risk by a specific affiliate. This does not necessarily have to name the affiliate,
just allow the client to distinguish them from other affiliates who also provide traffic to
them:;

(b) Ensuring the client has appropriate contractual arrangements and risk control processes
in place to deal with affiliate marketing and misleading digital marketing more generally;

(cUndertaking thorough and frequent chedatks
meets the outcomes set out in the Code;

(d) Monitoring activity for abnormal service behaviour on an ongoing basis and taking action
upon it;

(e) Generally ensuring that the client carries out the sort of due diligence, risk assessment,
and control (DDRAC) pocesses set out in paragraph 2.4 above and paragraph 3.12 of the
General Guidance note on DDRAE.

9 http://www. psauthority.org.uk/~/media/Files/13th -Code-of-Practice/Guidance-and-Compliance/Due-diligence-
risk-assessmentand-control.pdf
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ANNEX

EXAMPLES OF PRACTICES THAT MAY CAUSE A CODE BREACH

These examples argrovided to equip PRS providers across the value chain to manage the risks posed
by digital marketing campaigns and develop promotional material that complies with the Code of
Practice. By avoiding these practices, and taking steps to reduce the impact whehird parties use such
practices without proper authorisation, PRS providers will improve compliance standards across the
PRS market.

1. Typosquatting

11 Typosquatting involves registering internet domain names that are misspellings of widely known
andtrust ed internet brands. Exampl es might incl udeé
TTwtter7 instead of T TwitterT and T Wi kapedial i
consumers who mistype or click on mistyped links by redirecting them from their itended
destination. Consumers are then led to a website that may be designed in a similar manner to the

website that they were originally searching for.

1.2 In a PRS context, a consumer might be intending to visit a wethown website. However, having
misty ped his or her intended destination into the
at a website that may look like his or her intended destination but contains a PRS promotion. The
consumer may pursue the promotion based on its apparent associatiowith a trusted brand.

1.3 As set out in Rule 2.3.2 of the Code, providers should not mislead consumers. If a provider were
to align itself with or imitate another brand with which it does not have an association, in a way
that is likely to mislead consuners about the nature of the service being offered.

1.4 Corrective action will be necessary if typosquatting takes place to give the consumer a clear
understanding of what has happened. While this may have an impact on conversions, such
corrective action is required to meet the outcomes of the Code; or typosquatting avoided
entirely.

2.  Clickjacking

21 hClickjackingH is a technique used to trick a ¢
what they perceive they are clicking on. Thisis also knowndsu s er i nterface redr e
hul redress attackH. By clicking on a |Iink that

redirected to a webpage that they had no intention of visiting. Users will often be unaware of the

exploit as the link to thewebpage they arrive at may be disguised as something elséor

example, a video website that has a play button on it which says "click to play a free video "

however, an invisible IFrame has been placed on top of the page and lined up exactly with the

play button. The consumer tries to click on the play button but instead has actually clicked on the
invisible I Frame and is directed to another sit
"hijacked".
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2.2 In a PRS context, the consumer could be misled eing redirected to a website offering a PRS
promotion, which may lead to a purchase under false pretences. In this example a compliant web
promotion may be masked or obscured by something which attracts the consumer to click on a
consent to charge icon orutton without them fully understanding the potential costs.

2.3 Where a PRS promotion is linked to a promotion from another website, the link should be open
and transparent, allowing consumers to make an informed choice. PRS promotions should
clearly state what the service is, how it operates and, where possible, its cost, displaying relevant
key information in a visible, legible and proximate format. Consumers should be fully aware as to
what they are engaging in before any charging commences.

3. Likejacking

3.1 Likejacking is similar to clickjacking however it targets a consumers social media pages. It is
similar because the consequences of any userHs
explained or clearly presented to them before its use. But urke clickjacking the consequences
may not be directly linked to a payment transaction. Instead other consumers are encouraged to
pursue a | i nk b a gpotentiallyunknbwing g endorsemend th teftan cases,
clicking on thesemenintmay Asegwmldt i n them uninte
promotion and further publicising it under false pretences. The deception is particularly
effective and spreads virally due to the personal nature of the endorsement.

3.2 The hl i ke diftake ihexchnsumaryo aweébsite containing a PRS promotion, often with
inadequate transparency. Consumers are therefore engaging in a promotion based on a
contactHs supposed endorsement as well as mar ke
prior consent. Likejacking is thus capable of contravening Code requirements around fairness
and consumer privacy, and may lead to an investigation into relevant PRS.

3.3 Providers must ensure that premium rate services do not cause the unreasonable invasion of
consumer sH# privacy (see Rule 2.4.1 of the Code).
of contacts without their explicit and knowing
social media contacts should only commence after specific, auditablevidence of consent to do
so has been received by the provider. Independently verifiable records of consent should be
made available tothe Phone-paid Services Authority upon request.

4. Misleading banner ads, pop-ups and pop-unders

4.1 Banner ads, popups and popunders aim to attract consumers to promotions, usually based on
other websites. It is important that the full user experience is considered when establishing
promotional material, especially that which is within the control of the PRS provider and the
promotion at the point of sale. In most cases, where pricing and other key information is clearly
stated, they are likely to be compliant.

4.2 However, when a banner ad, popup or pop-under establishes a particular expectation or
provides an inducement that contradicts the real product or service offering on the PRS website
(particularly where it leads to a website where pricing information is not clearly stated)
problems may arise. The consumer might be misled in contravention ohe Code requirements.
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4.3 In some cases, banner, pepip and popunder advertisements promise high street vouchers in
order to induce customers to follow their link. Whilst the subsequent website may be
transparent in terms of price and other conditions, the consumer may consent to a charge in the
mistaken belief s/he will receive high street vouchers as a result. In cases where a consumer has
been induced in a misleading fashion, a compliant landing page may not fully correct or remedy
the impact of that inducement.

4.4 Consistent with Rules 2.2.1 and 2.3.2 of the Code, all PRS promotions should be as open and
transparent as possible and must not mislead, and thereby allow consumers to make an informed
choice. Links to PRS promotions must therefore be openral transparent and not entice
consumers under false pretences. PRS promotions must clearly state what the service offered is,
how it operates and, where possible, its cost, displaying relevant key information in a visible,
legible andproximate format.

5. Misleading search engine marketing and search engine optimisation

5.1 Search engine marketing (SEM) and search engine optimisation (SEO) both aim to improve a
service providerHs visibility in search engine
means for PRS providers to market their products. However, misleading terms could be used to
artificially boost search engine ranking.

5.2 Providers are expected to use key words or meta tags that are accurate descriptors of the
service being offered and shold not mislead consumers either about the cost or the nature of
the service. For example, where the meta tag hf
must be made abundantly clear. If none of the service being offered is free, or the free elemigs
not made abundantly clear, then the service is likely to contravene the Code outcome of fairness.
Any reference to a brand association or company to which the provider is not associated is also
likely to be considered misleading if it confuses consumrs about the nature of the service being
of fered. The PRS providerHs own brand should be
operator of the service.

5.3 The Phonepaid Services Authority has also noticed examples of websites being compromised by
PRS promotions. For example, a consumer enters a search term into a search engine that is
completely unrelated to any PRS promotion. Having found the link they are looking for, the
consumer clicks on the appropriate link only to be taken to a PRS promotiotse of forced re
directs in this manner may contravene the Code and we Wiinvestigate where necessary.

6. Content locking

6.1 When a practice known as content locking or content unlocking is used, consumers are enticed
into purchasing a product, often PRSn order to access unrelated content. Consumers may be
looking to download an app or a new film or access a particular offer (shopping vouchers for
example), which is not made available until they go through a certain number of steps where
charges might ke incurred. In PRS terms, a consumer might for example be prompted to enter his
or her mobile phone number in order to download a film or access shopping vouchers but in
reality they are entering into a subscription-based quiz. Effectively consumers entethe quiz to
access the hlockedH content.
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6.2 Ransomware®i s a particularly severe case of content
|l ocked. The consumer is then invited to enter a
being hel &f tiom fith@enpomcess. Completing the surve
PRS promotion and often the browser remains locked.

6.3 PRS promotions that garner consumer consent to engage in PRS in order to access unrelated
content are likely to be considered mgleading if the relationship between the service and
unrelated locked content is not genuine. Any investigation would centre upon the transparency
of the transaction and the fairness of charging a consumer for an unwanted third party service in
order to pay for access to the original content. Where such original content is not supplied, this
may be considered an aggravating feature of the PRS marketing campaign managed by the PRS
provider.

7. Adware

7.1 Adware!! involves the downloading of software that propagaes advertising designed to
generate revenue for the developer. In principle this can be compliant with the Code, but, at the
time of writing, we had rarely seen occasions when it has been compliant. We have particular
concerns as to where adware is contrated without informed consent and the control it grants to
a developer to manipulate a consumer s browser.

7.2 If a provider cannot ensure the prevention of consumers contracting any adware through PRS
promaotions they may view, we recommend that the provicer reconsiders promoting its service
through these means. Indeed, data relating to sales trends and customer service trends may
prompt internal investigations into particular consumer journeys or advertising campaigns with
a view to intervening and remedying any issues, includingotential breaches of the Code.

8. Unsolicited electronic communications

8.1 The Phonepaid Services Authority receives numerous complaints from consumers about PRS
marketing that, they feel, encroaches on their privacy. This incdes potentially unsolicited email
marketing that may, in certain cases, contain malware.

8.2 As set out in Rule 2.4.1 of the Code, consumers have the right to privacy. In line with guidance
from the I nformation Commi ssigocanenlybesentGd fi ce, el e
consumers if the consumer has consented to receive it or if there is an existing, clearly defined
and direct customer relationship and the customer is provided, in each marketing
communication, with an opportunity to opt out and doesnot do so. For more information onthe
Phonepai d ServicegpAothorohgHaround the consumer H
should see the General Guidance Note oRrivacy'?.

10 Ransomwareis atype of malware that restricts access to a computer system that it infects in some way, and

demands that the user pay a ransom to the operators of the malware to remove the restriction

11 Adware, or advertising-supported software, is any software packagehat automatically renders advertisements

in order to generate revenue for its author. The advertisements may be in the user interface of the software or on

a screen presented to the user during the installation process.

12 http://www. psauthority.org.uk/~/media/Files/13th -Code-of-Practice/Guidance-and-Compliance/Privacy.pdf
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PSA

Phone-paid Services Authority

GENERALGUIDANCENOTE

Due diligence; risk assessmentand control on clients

Who should read this?

Al Net wor k operators and providers involved in thi
consumers.lt is important that senior management have considered matters addressed by the guidance

with a view to establishing the right framework and effective processegincluding supervision)for due

diligence, risk assessment and control (DDRAC).

What isthe purposeof the Guidance?

Underthe Phonepai d Ser vi c es oRRrdctice) all Netwotk esper&tarsdaad providers must
carry out due diligence and risk assessment on arparties they contract with that form part of a value-
chain delivering premium rate services to consumers. Due diligence and risk assessment and control
represent separate and distinct processes that take place prior to the commencement, and throughout
the duration, of a commercial agreementrespectively. This General Guidance Note is designed to clarify
thePhonepai d Ser vi c expectatians &saorhow thedd processes should be performed in
practice.

What arethe key points?

The Phonepaid Services Authority believes that due diligence and risk assessment and control
processes are central to good business practicélhese processes are particularly important in the
premium rate services market, where services are delivered to consumers througpartnerships
between Network operators and providers, which can, on occasion, include many different parties

The Phonepai d Ser vi c expectétiantisthatreach patt/sn a PRS valuehain will carry out

due diligence prior to contracting with another party to provide a PRS. This should include an
understanding of that pvihrthepPhbsephaii it Grey vo fc Ecde oA lt iham ¢ |
Practice, including any breaches of the Code of Practice. Once contracted, we expect there to be

ongoing risk assessment and control mechanisms in place, appropriate to the roles of the parties

involved, which ensure thatthe Phone-p ai d Ser vi c es oARracticaedsrconiphediveth. Co d e

The procedures set out in this General Guidance Note are desigmeto assist Network operators and
providers in developing due diligence and risk assessment and control processes that are fit for purpose,
recognising that any systems implemented must be proportionate and relevant to their business
operation.

1. Desired outcomes g what we believe good DDRAC involves

1.1 The PRS industryvalue chainforms a connection from the providers of products and services to

the consumersg customers of one of a range of telecommunications network operators, both in
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the fixed line andmobile space.Such connections enable the purchase of products and services

quickly and easily when chosen by consumers; however, they also equip companies and

individuals with the opportunity to , among otherthingsappl vy unwanted charges
phone bills. DDRAC is essential to establish the key commercial connectiorand to prevent or

limit the abuse of PRS numbers and shortcodes.

1.2 The Code requires both carefully managed due diligence to be undertaken prior to contracting
with other parties in the PRS value chail¥, andcompliance with the obligations related to risk
assessment and control mechanismsvhich are found at paragraph 3.1.3(a) and (b):

TAIl network operators, Level 1 and Level 2 providers must . . . assess the potential risksgmysed by
party with which they contract in respect of:

2.1. the provision of premium rate services, and

2.2. the promotion, marketing and content of the premium rate services which they provide or
facilitate,

and take and maintain reasonable steps to control thie&sT

1.3 DDRAC enables all parties in the value chain to be confident that the connections that are
established are for good positive business and industrwide growth. Such processes are built on
the following four cornerstones:

1 Know your client § all businesses have risks, and these can vary significantly dependent
on the nature of the company and the services being operated. It is important to know
your client so you can properly identify the risks involved and assess how to manage
them. This is notto limit or prevent commercial relationships forming, but to ensure they
are properly managed whether an issue ultimately arises or not.

1 Properly identify the risks § this goes beyond listing risks, or simply identifying larger
more obvious risks that mayaffect any commercial dealings. It involves proper
consideration of the range and types of risks associated with particular clients and the
services theyprovide, taking into account all the circumstancesThis allows for effective
management of thecommercial relationship and careful preparation for handling of any
problems that may arise.

1 Actions taken to control any risks ¢ once risks are identified, industry members must
make a proper assessment of the issueshat would ariseif incidents occur., and take
proportionate steps to minimise the likelihood of such issuegesulting in consumerharm.
Steps takenneed not involve significant resources in advance Goodprocess planning
and/or staff training may have apositive impactonac o mp a ny #terespdnd | i t
effectively when incidents do occur. Even matters that areperceived to beunlikely or
appear minor can pose long term difficulties if businesses are under prepared to respond
to matters that do arise.

BSee paragraph 3. 3.1 oAl networkop@iord and Lewelhl iproviders nust peefarm thdrough
due diligence on any party with whom they contract in connection with the provision of premium rate services and must
retain all relevant documentation during that process for a period that is reasonaiedincumstances.
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1.4

2.

2.1

2.2

2.3

1

Responding to incidents g even where a bisiness makes significant effort to comply with
regulations and legal requirements, they may not be immune to problems arising.
Providers ought to be prepared to respond calmly and proactively to incidents, working
closely with the regulator and other parties in the value chain tadentify, mitigate and
correct any fallout, providing support to consumers. Breaches ought to be identified and
acknowledged quickly when they arise so that they can be remedied and services are
therefore delivered to a high standard to consumers.

This guidance sets out further information about each of these areas to equip industry members
to build and maintain strong commercial arrangements It will help businesses meet their
obligations to conduct due diligence, risk assessnmé and control under Part 3 of the Code, and
ensure consumer confidence in premium rate senges.

Know your client g due diligence

The start of any new venture or commercial relationship is a exciting and important period. In
relation to premium rate services, these commercial arrangements often build a connection
between providers of products and services with the consumers that are searching for them,
establishing a quick and easy method of payment for such services. This connection is vital for
revenue creation and service / industry development. The connection also establishes the
opportunity for businesses to add false or unwanted charges onto a consum# fixed line or
mobile phone bills, or lead to payments being made based on misinformation origteading
promotions. So building the right connections and managing those relationships is important.

The opportunity to strengthen growth and development of servicesis also a chancéo limit the
damaging impact ofnon-compliant services coming intothe market § by getting to know your
client businesses you canestablish better long-term connections and can identify risks to
consumers more easily.

The level and standard of due diligence should be consistently applied to all new clienbefore
any binding legal contract or commercial arrangement is entered into ThePhone-paid Services
Aut hor i tof Hacticereqdires that effective due diligence processes are in place. It does
not prescribe the process, or the information to be gathered, sohie examplesset out below are
to illustrate the kinds of information gathering and other actions both Network operators and
providers could take, before a binding commercial agreement is formed:

T
1

Cont act details for ;a client#HAas place of
Copiesofach <client#Hs current entry (and fi
register;

Names and addresses odny relevant people with influence over the business, such as
owners and directors;

Names and addresses of all individuals who receive anyare from the revenue
generated by the client

Undertakings from the client that no other party is operating in the capacity of a shadow
director under the Companies Act, if appropriate;
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1 The names and details of any parent or ultimate holding company whictihe client is a
part of, if appropriate;

1 Confirmation from the Phone-paid Services Authority that the provider is registered
with the Phone-paid Services Authority (where registration is required);

1 To make clients aware othe Phone-paid Services Authority and requiring adherence to
thePhonepai d Servi ces OARractiteor i t yHs Code

2.4 Any process needs to be implemented with the aim of getting to know your client, and if the
usual methods of gaining an insight into the business leave room for doubt arlack of clarity,
businesses ought to consider what more is necessary to build a proper awareness of the client,
the service and its associated risks.

3.  Properly identify the risks §risk assessment

3.1 The Code places the obligation of risk assessment arabntrol on all parties across the value
chain, Network operators, Level 1 providers and Level 2 providersRisk assessment and control
is the business process that puts in place systems to assess and manage the level of risk that a
particular client and/or their service(s) may posen terms of non-compliance with the Code
and/or the law, or causing consumer harm in generalJnlike due diligencethe Phone-paid
Services Authority considers that the extent of any risk assessmenand control needs to be
proportionate to where the contracting party sits in the value-chain.

3.2 The essence of undertaking a ongoingrobust analysis of risk isto enable providers to ensure
they are considering fullythe regulatory risks posed by a contracting party throughout the
lifetime of a contractual arrangement. Where a commercial judgment has been taken, and an
assessment of hriskH made, our expectation
implemented to help pre-empt, where possible, the likelihood of consumer harm.

Network operator®bligations

3.3 We would expect Network operators to have in place risk assessment processes in relation to
Level 1 providers with whom they contract. This might include a process fokeeping under
review the extent to which the Level 1 provider is associated with significant breaches by a
number of its Level 2 clientsand a system to detectunusual patterns of use in relation to the
services being offered across their network

3.4 Network operators should also satisfy themselves that their Level 1 clients have in place
effective systems for due diligence and risk assessment and control, so as to protect their own
end-users from harm.

3.5 Where the risk profile of certain services or maket sectors is known to be high, for example live
adult entertainment or clients specialising in certain number ranges (such as 070r a high rated
voice service numberg, we would expect Network operators and providers to be particularly
vigilant and ersure that appropriate (and where necessary additional) controls are in placeThis
level of vigilance would alsobe expected where the service type has an extensive history of
breaches, whether by the potential client or not.
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3.6 We would also expect there to be consideration given to the length of time a provider had been
active in the UK PRS market, particularly as this relates to knowledge of their responsibilities
underthe Phonepai d Ser vi ces oRARractiteoand howtdlopera ahdireservices in
a way that pre-empts and prevents consumer harm. We would expect providers who are new to
the market to be alerted to the requirement to register with the Phone-paid Services Authority.
This can be achieved within the standard terms and conditionsfaany contract referring to these
obligations.

3.7 All providers, wherever they sit in the valuechain, bear a responsibility, where they discover
instances of Code breaches and/orconsumer harm, to report it to the Phone-paid Services
Authority at the earliest available opportunity and take appropriate action to ensure cessation
of the breaches or harm This ought to involve providing information and support to affected
consumers.As well as helpinghe Phone-paid Services Authority to assist in protecting
consumers, this will assist in resolving issues quickly. Should the harm involved mean that an
investigation is necessary, the ceoperation shown by Network operators and providers in
mitigating harm to consumers will be a signifient factor when weighing evidence.

Considering risks posed by Level 1 providerso#imel intermediaries in the value chain

3.8 Where abusinessis building connectionswith a businessother than a Level 2 provider, the
following steps may be useful when asessing risks:

T Obtaining information about ahePHorepadt Hs hi st o
Servi ces Au tohPRractice spdiificallZ any previous rulings made byhe
Phone-paid Services Authority, especially in respect of previous due dilignce or risk
assessment and control failings, and monitoring any patterns of breaches by their clients;
1 Checking whether any of the directors or other associated individuals have been
involved, or connected, with other companies that have had previous rutigs made
against them by other regulators (e.g. Advertising Standards Authority; Gambling

Commi ssi on; Financi al Services Authority; I n
including whetherac | i ent is on Of comHs hNumbenrnr Refusa
List#H; etc.). Should such rulings exist, t he

investigated should be considered as risks that might reoccur;

9 Inspecting the processes Level 1 providers have in place to assess the parties they
contract with to comply with their own due diligence and risk assessment and control
responsibilities;

9 Taking action to ensure that the client quickly addresses any issues which are identified
(including monitoring to verify that corrective action has in fact been taken) Obvioudy,
what hactionH# the Network operator and/or Le
determined by, and be made proportionate tqthe contractual relationship in place.
Therefore, it is important that the contracting party is subject to sufficient contractual
control and understands the requirements placed upon them to ensure they continue to
assess their own clients operating further down the valuechain.

3.9 The exact level and detail that a Network operator or Level 1 provider might wish to obtain and
consider at any particular point may change as circumstances in the market change, or, if there
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has been a significant structural reorganisation altering the composition of the Level 1 provider
concerned (e.g. the acquisition and/or merger with another compay, creation of a holding
company structure, change of a director(s)). This could potentially impact upon alter the
commercial relationship that may have previously been entered into. The key point to stress is
that the risk assessment process is somethinthat should be reviewed and responded to, where
the circumstances make it reasonable to do so.

Considering risks posed bgvel 2 providersr other parties to which PartQoderesponsibilities have
been contracted odt

3.10

3.11

3.12

The importance ofrisk assessnents being undertaken spreads across the value chain, however it
becomes more impactful the closer you get to the operators of the serviceshe Phone-paid

Services Authority would expect the risk assessment and control to be of a nature that ensures

that the consumer outcomesthat the Phoneep ai d Ser vi ¢ Exle oARrdcticerequiresy H s
are able to be metCompliance with paragraph 3.1.3(a) and (bdf the Codeis highly likely to

include, but not be limited to, the following expectations:

1 Assess key indicators as to whether a client is a potential high risk provider. Where the
client has not previously operated PRS, or is otherwise unknown, they should be assessed as
high risk in the first instance.

T Check the names orbkand dther agsbciatedninditidialscagaings mravious
the Phone-paid Services Authority decisions.

I Conduct a search usinghe Phone-paid Services Authority registration database, or use
alternative means to ascertain information about the client which isrelevant to a risk
assessment.

1 Consider the service types being launched and any associated risks, using information from
published adjudicationsand other industry information sources to identify trends and
issues.

9  Ascertain how a client will promote their service, and where warranted by the risk posed by
the client and the service, seek examples of promotional material, assess them and issue any
advice or direction to the client as a result.

i Take ongoing stepstoont r ol ri sk following the | aunch
risk assessment already performed.

Providers are advised to keep processes undeareview, and if necessary modify or refine, their
existing risk assessment and control procedurs to ensure that they meet, at the least, the
expectations bulleted above. A failure to do so is likely to breach the Code in the event of an
investigation.

In the case of affiliate marketersand other agency agreements Level 2 providersshould
consider the following in addition to ongoing DDRAC considerations already set out in Guidance
elsewhere. This is not an exhaustive check list but intended as a guide. We also recommend that

4 Where a Level 2 provider has sought the expertise of a third party and contracted out regulated activities, they
may still be responsible under the Code for compliance with Part 2 rules. In such cases, the Level 2 provider is
highly recommended to undertake due diligence to get to know their agent, and put in place risk assessment and
control processes to manage that relationship effectively.
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providers keep an audit trail of any actions taken in orderto record activities for further
reference and review as appropriate

Companies checks;

Reputational checks through Google, blogs, AV vendors, Level 1 providers etc.;

How established the affiliate network is;

Whether, according to any information that has been madeavailable to the Level 2

provider or to industry more generally, the affiliate or any associated individualhas been

associated with any breach of the Code or any other related Codes of Practice or lagy
this, in particular, should be ongoing;

1 Whether the affiliate network is aware of and committed to the UK legislative and
regulatory landscape, i.e. the Code and other relevant codes and legislation including the
Data Protection Act, PECR, the CAP Code and relevant consumer protection laws;

1 How the affiliate network sources its traffic. For example, does it source its traffic from
file-sharing websites (this will likely result in increased risk);

1 If the affiliate network sub -contracts with other affiliate networks in doing so (which will
amplify any risk) and how it sources and vets individual affiliates;

1 Whether the affiliate network is willing and ableto explain where and in what terms it
plans to place your advertising;

9 Using traffic monitoring using tools such as Alexa or SimilarWeb to understan@nd
monitor how an affiliate generates traffic;

1 The level and sophistication of the tracking technologies the affiliate uses;

1 Whether the network in question has fraud detection systems and monitoringtools in
place;

1  Whether the affiliate network is prepar ed to run its service on a trial basis

=A =4 =4 =4

Questions to consider as part of affiliate Due Diligence Risk Assessment and Control

» Who am | contracting with * Is my monitoring » If | do identify an issue, do

and what compliance record
do they have?

« s any proposed contract
in my best interests?

» Does my affiliate
understand my
requirements and the
requirements of the Code of
Practice?

» Does my affiliate network
take compliance seriously?
» Do the contractual
payment terms and speed
of payment potentially
incentivise non-
compliance?

systematic and does it give
me a good understanding of
how my customers are
being drawn to my service?
» Do | have the appropriate
controls in place to ensure
that any unusual activity is
identified quickly?

« Am | analysing all aspects
of this relationship,
including customer
complaints?

« Given the risks associated
with affiliate marketing, can
| demonstrate that my
monitoring is sufficient, thus
adequately mitigating those
risks?
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actionable?

+ |s my affiliate capable of
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4.  Actions taken to control any risks

4.1 Having ascertained information about the company and considered all potential risks it might
follow that a Network operator or provider is in a position to develop a plan of action (made
bespoke to a particular client) to sit alongside the contract, or an equivalent commercial
arrangement that has been entered into. This could be made available upon request kiye
Phone-paid Services Authority and used as mitigation in the event of a formal investigation
being raised.In this way, a company can ensure risks do not go ignored and processes by whic
to respond to incidents can be understood ready for implementation.

4.2 The formulation of an action plan could be based on the following:

T To periodically test and/or monitor certain
particular service category (e.g. for a subscription service, it may be prudent to test the
clarity of promotions, whether reminder messages have beersent, with delivery
confirmationnoted,and t hat hSTOPH cpopenyprocessedh ave been
1 The frequency of such testing shald reflect the risk posed by both the client and the
service type. For example, a client with no breach history, or where none of the directors
are linked to other companies with breaches, and lowrisk service types (such as football
score updates), woud require far less monitoring than a client with an extensive breach
history that provides a high- risk category of service (e.g. a subscriptiotbased lottery
alerts system with a joining fee);
T hMystery shopper#H testing cate;l d be used as,
Internal mechanisms toenableh wh i-lsltd wi ngH by staff, where arg
1 Putting in place internal checks that correlate with unusual patterns of activity which
may indicate consumer harm (e.g. spikes in traffic and/or consumer complaints made
directly to the provider about one specific service);
1 Having a procedure to alter and address instances of neaompliant behaviour;
f Monitoring of the client#Hs serbythePhone-paidensur e
Services Authority have been compled with;
1 Producing a compliance file, comprising of a written record of the assessment, the
subsequent action plan and evidence of any monitoring and/or testing required by the
plan having taken place. This record does not necessarily need to be lengthyiteugh
this will depend on the client and the actions taken under the plan), but should be made
available tothe Phone-paid Services Authority upon request.

=

4.3 Any assessment of risk should be an ongoing process and reconsidered in light of any new
infformati on. This might include updates to a clien
clientHAs approach to compliance or alterations
acquisition/amalgamation of another company, the creation of a holding company stroture,
appointment of new company directors, changes to the compay name, etc).

Assessment of any failure in relation to DDRAC

4.4 Where consumer harm has occurredthe assessmenthat will always be appliedis to determine
on a caseby-case basis whethetthe risk that harm might arise was reasonably identifiable and
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4.5

4.6

5.1

5.2

controllable. The Phonepaid Services Authority will seek to examine what actions were taken
by the provider that contracted with the party which caused the consumer harm to ensure this
risk was managed appropriately.

Where a Network operator or Level 1 or 2 provider is unable to provide evidence tahe Phone-

paid Services Authority that adequate due diligence was carried out, or that an adequate level of

risk assessment and control took phce,a Phonepaid Services Authority Tribunal is likely to

classify this as aseriousor very serioudreach ofthe Phoneepai d Ser vi ces oAut horit
Practice (dependent on the circumstances of the case)

Where such a breach is upheldhe Phone-paid Services Authority Tribunal may enforce a range

of sanctions, including that a compliance audit to be undertaken by an independent third party

to address those failings and to bring a Networ
framework up to the required standard. For more information about investigations, and the role

of sanctions, Bupmidirgy €rocedresEtr t o t he h
Responding to incidents

Providers ought to be prepared to respond calmly and proatively to incidents, working closely
with the regulator and other parties in the value chain toidentify, mitigate and correct any
fallout, providing support to consumers. Breaches ought to be identified and acknowledged
quickly when they arise so that trey can be remedied and services therefore delivered to a high
standard to consumers.

In order to limit and address consumer harm, providers are encouraged to proactively alethe
Phone-paid Services Authority to any issues regarding its own or third jarty services. Such
proactive cooperation will be considered bythe Phone-paid Services Authorityin relation to
decisions regarding the most appropriateaction to take (if any) Where enforcement action is
deemed necessarysuch cooperationis likely to mitigate any sanctions imposed by a Tribunal
particularly where there has also beerswift identification of issues arising supported by
evidence of remedial action taken in keeping with established DDRAC procedures set up by the
Network operator or provider .Where further dialogue is considered necessary, an effective
DDRAC procedure may assisthe Phone-paid Services Authority making it more likely breaches
can be resolved using the Track 1 procedureas defined at paragraph#.3 ofthe Phone-paid
ServicesAut hor i t gfAracticEo d e
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PSA

Phone-paid Services Authority

GENERAL GUIDANCE NOTE

Enabling consumer spend control

1.1.

1.2.

1.3.

1.4.

2.1

2.2.

2.3.

Excessiveuse

Excessive use of a premium rate service (PRS) can result in uncontrolled spending or over

spending and lead to a number of adverse userreaci ons, i ncluding hbill s h
Rule 2.3.6 of the Code requires that:

Level 2 providers must take reasonable and prompt steps to identify excessive use of its service or
services by any consumer and to inform the relevant consumer of that usage.

Excessiveu se, excessive spending and hbill shock#H ar

negative reaction from a consumer upon receipt or acknowledgment of unexpected, unusual or
excessively high charges applied to theimobile or fixed-line account.

Suchexamples often result in significant distress for the user; financial detriment; possible
dissatisfaction with the PRS; and subsequent reputational damage to the industry.

Whatconstitutes hexcessive useH?

Given excessive use can lead to bill shock, steghould be taken to mitigate the risks associated
with those PRS being operated, in order that providers fully comply with Rule 2.3.6 dhe Phone-
paid Services oPRractteor i t yAs Code

hExcessive usef refers to ainedrepettiveausageioeetashortci den

period of time in excess of the range of usual behaviour and is often closely linked to, or results
in, significant consumer spend. Attention may be drawn to incidents of excessive use through
irregular spikes in traffic, or a cumulative spend which through comparison with a user within
the standard range, may appear excessive. It should be noted that what may be deemed
excessive use can vary depending on context and the characteristics of the service in questién

Providers should monitor average user engagement across a defined period or billing cycle
(daily, monthly, etc., as appropriate) to understand the average range of user activity,
engagement and experience. Providers should also be observant of user patterns aady
irregular activity, which may include sustained, repetitive use in a short period, or in short bursts

gf or example if using hQu e'%sandauser semdd repitiive argl/orH st y |
15 please refer to Annual Market Reviews for 2014/15 and 2015/16 for further information on consumer
engagement with PRS.
16 Examples can be found below, at paragraph 2.7 of this guidance.
17 These can be defined as services operating on a mobile shortcode to which the consumer texts a question, and
then receives a message in response which contairtee answer. These questions can be about trivia, or sometimes
for entertainment purposesge . g. t he compatibility of two individuals r
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2.4,

2.5.

2.6.

2.7.

other message requests persistently and within a sharspace of timeg this may be considered a
trigger to enquire further about a potential example of excessive use.

When setting flags to highlight potential examples of excessive uséhe Phone-paid Services
Authority recommends that the modal® average may be suitable to gauge average user spend
for many service typesg this will give an indication of what spend level may be considered
acceptable to the average service user, and give an indication to the provider as to when may be
appropriate to contact a consumer in relation to any potential excessive spend or possibly
compulsive, problematic use of a PRS, in line with the requirements of Rule 2.3.6tbk Phone-
paid Services oPRractteor i t yAs Code

Once the average spend and/or other service usage level is establishetie Phone-paid Services
Authority suggests that a daily/monthly/etc. usage level or spend which is 100%, 150%, or 200%
higher than the modal average may be considered potentially excesve. The level at which
excessive use is determined will often be informed by what is appropriate to the service context
and/or any incremental service charge or the average cost incurred by a consumer, and can
serve as a flag or indication that it is amppropriate time to contact the consumer. In such cases,
the Phone-paid Services Authority recommends that the provider contacts the consumer

directly to inform them of their current spend and usage level so that they may take action, or
continue using theservice as is appropriate to their own situatiort®.

It should be noted that the recommendation at paragraph 2.5 is flexible, and is intended as an
initial pragmatic guide for L2 providers to assist in highlighting examples of excessive use, or
potentially problematic usage patterns in comparison to the average user. From a practical
perspective, some regular service users may frequently use and spend in excess of an
established average and may not view this as excessive or potentially problematic. In suchses,
the Phone-paid Services Authority acknowledges that it would offer no benefit to contact such
users within each billing cycle, and would suggest that such users, who acknowledge and are in
control of their usage, can be added to a separate list of bsegnised highuse individuals, albeit
with a degree of observation of their spend and usage levels if appropriate.

As noted above, what may constitute excessive or problematic levels of service use may vary
depending on the service type and context in whih the service operates. Providers are expected
to establish consumer spend levels that are appropriate to the context and service type. To
assist, ®me examples are included below:

(a) Competition services and other games with prizes will also be likely to haw different
average user interaction and experience. The context in which this category of service
operates will have a defined period of operation, and may potentially have a greater risk
of consumer detriment, or examples of problematic patterns of usageln this case, a
provider should be able to quickly and easily identify examples of potentially
problematic, repetitive usage which may amount to excessive use. The provider should
have systems and processes in place to monitor incidents of excessive us&d methods
to address these with the consumer.

18 The mode is the value that appears most often in a set of data. Using the modal averagehiights the most
common average usage, not taking account of extreme usagéhe Phonepaid Services Authority recognises that
there may be cases where the Mode is not the most suitable method of establishing average consumer spend, e.g.
services with a high volume of unique users but a relatively low level of average engagements per user. In these
cases we would suggest that providers contacthe Phone-paid Services Authority to discuss alternatives.

19 See paragraph 3.4 of this guidance for further informaion about contacting relevant consumers.
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(b) Question and Answer style services are likely to operate in way where significant spikes
in service usage may not be foreseeable and could be considered irregular in the context
of the service type. In thisexample, the threshold at which a provider may implement
checks, or contact a consumer will be substantially different, as the average consumer
behaviour will also be different in this context. For example, an average user may ask
between 1 and 5 questionsover the course of an evening and receive the relevant
answers; a potentially problematic user experience may be where the same amount
and/or more was generated over the course of a number of minutes.

All things considered, the provider of the service &ould still have significant, robust
checks and processes in place to mitigate the harm associated with any potential
example of excessive use.

(c) In contrast, live interactive broadcast PRS (BPRS) may involve significant spikes in traffic
/ service use at citical times within or around broadcasts ¢ during a live event, for
example. While there are risks associated, these can be carefully managed within the
operation and functionality of the BPRS.

Where the average user engagement may only be one or two ves, it is unlikely that a
usage level or spend which is 100%, 150% or 200% higher than this average would be
considered excessive within the context of these services, or to the average, reasonable
consumer.

2.8. Inthis example, the Level 2 provider may havelternative, higher levels of user interaction
thresholds which may constitute excessive usej this will likely be determined using data held by
the provider. Nonetheless, the provider of the service should still have systems in place to
monitor usage and pocesses to manage incidents of potential harr#? or other irregular
behaviour.

3. How to mitigate the risk s associated with excessive use

3.1 The Phonepaid Services Authority expects providers to take certain steps in order to mitigate
the risks associated with excessive use. This expectation is in support of the Fairness Outcome
at Section 2.3 of the Code, and specifically in retion to Rule 2.3.6 noted above.

3.2 The Phonepaid Services Authority would suggest that providers put in place measures to enable
consumerawareness and control of their usagej this supports Code outcomes and promotes
confidence and trust in the PRS market. Some steps which providers could implemeimiclude
the following examples:

(a) Issue spend reminders directly to the service user, as reqeed in relation to virtual chat
services and live entertainment services under special condition¥.

20 This may include the provision of information before consumers engage with the service, such as warnings that
callers should get the bildl payer s permi ssion before caea
21 Details on our website: http://www. psauthority.org.uk/for -business/speciatconditions.
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(b) Implement account purchase/deposit history access, as required in relation to the
provision of remote gambling services by Special conditior®® ¢ this practice could be
adopted for in-app purchases, for example.

(0)The inclusion of hshiel dHamobigmtemnetyinthdhi n ser vi
deviceHs browser. These hshieldH pages can b
spend, for example) and dedil current cumulative spend and ongoing service costs.

3.3 This is not an exhaustive list, and providers may develop new methods to keep consumers
informed of current usage and ongoing spend levels. Furthermore, whilst some of the examples
noted above are mandatory for certain service types due to the aforementioed Special
conditions notices, the Phone-paid Services Authority would recommend that a similar approach
is taken to all services, with the aim of keeping consumers fully informed of all aspects relating to
their purchases and service use.

34 Providers can ako contact users directly in order to make them aware of current usage levels,
where the provider#Hds internal systems and moni't
characteristics of excessive use:

(a) Rule 2.3.6 requires that providers must take reasonble and prompt steps to identify
excessive use and make users aware of that age and their associated spend.

(b) This can be done through phone calls for example; via email, where the address is known
through a linked-account; or other methods of communicatian appropriate to the means
of access to the PRS

(c) Whichever ways are used to measure excessive uggwhether it is based on an average
user over a set period of time; or frequency opurchasing products or servicespr the
observance of a noticeable, irreguér incident; or other notable scenariog the Phone-
paid Services Authority recommends that the provider of the PRS should not continue to
bill the user, or offer access to the service until the user has acknowledged their usage
and associated spend leveld the provider directly. The purpose of this recommendation
is to mitigate against any financial harm resulting from the excessive use. It is recognised
that where such steps would create unfair circumstances for the users of, or participants
in, the relevant service then it may be more appropriate to rely on alternative safeguards
and if relevant provide redress at a later point.

(d) The Phonepaid Services Authority would suggest that such a response can be obtained
via phone call, SMS, email, or acknowledgesmt through an active field within the
service/website, etc. A record of any acknowledgement should be kept by the provider in
a secure and tamper proof environment (for a recommended period of 6 to 12 months
depending on the nature of the service and thdevel of ongoing engagement by
consumers) in order that it can respond effectively to any potential investigation in due
course. It may be appropriate for such records to be recorded and maintained by an
independent third party.

22 As at same website.
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4.1

4.2

4.3

Managing examples of excessve use

Rule 2.3.6 has as its objective the achievement of fairness for the consumer by informing them of
their usage g how much they have spent on the service. While there may be circumstances in
which a claim for redress is made, this is a separateatter. Nothing in Rule 2.3.6 changes the
requirements found under the outcome of complaint handling (i.e. rules under 2.6 of the Code).

Providers may contact some users who use a PRS a great deal more and spend significantly higher
amounts than the average in that user group, but who are still satisfied with the service. Such
consumers are aware of the associated charges and are in control of their usage. In instances such
as these, the provider need take no action as noted at paragraph 2.5 above, but adae to contact
such users may still constitute a breach of Rule 2.3.6. Evidence of successful communication
should be collected and stored for a reasonable periott for future reference in the event of an
investigation.

Some users, having been contactedyba provider of a service may not have been fully aware of the
costs associated with the service, or there may be examples of unauthorised usehe Phonepaid
Services Authority expects that the provider will endeavour to resolve the issue with the

consumer directly. Where a resolution cannot be achieved, the provider should give the consumer
the Phonepai d Ser vi c eostactdetails, asmpér the rebgsirements of Rule 2.6.5, along
with any requisite information on Alternative Dispute Resolution (ADR) schemes to which the
provider is associated.

23 A reasonable period is likely to be 6 to 12 months depending on the nature of the service and whethehnére is
ongoing consumer engagement.
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PSA

Phone-paid Services Authority

GENERALGUIDANCE NOTE

Lower cost services

W hoshould read this?

All Network operators and providers involved in the provision of lower-cost premium rate services to
consumers.

W hat isthe pur poseof the Guidance?

To assist networks and providers by clarifyingthe Phoneep ai d Ser vi c expectétiansihor i t y Hs
relation to lower -cost premium rate services,especially with regard to registration, pricing
transparency, undue delay, complaint handling, andpecial conditions.

What arethe key points?

Lower-cost services are those where the service charge is no more than 10p per minute. 08,70871,
0872 and 0873 numbers are always included within the definition of lowercost services. Thanain
issues for Network operators and providers to consider are

Section numbers

1) Network operator and Level 1 provider duties before connecting services;

2) Level 1 and 2 provider exemptions fromthe Phone-paid Services Authority Registration Database;
3) Service exemptions from the Registration Database;

4) Special conditionrequirements for some types ofthat services;

5) Practical pricing in promotions;

6) Pricingingreetings;

7) Queuingandkeeping consumerson hold;

8) Complaint handling;

9) Spending caps; and

10) Call recording and monitoring requirements.
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1. Network operator and Level 1 provider duties before operation (due diligence and the
Phone-paid Services Authority Registration)

11 The objective of due diligence is to ensure the identity and suitability of potential providers to
of fer premium rate services (hPRSH) to consumer
your status underthe Phonepai d Ser vi ¢ e s oARractice) inforrmagiod san lieo d e
found in the Gen e rDefinitioGuwitibse meoked M provielinglPRSH h

12 Underthe Phoneepai d Ser vi ces oRRracticey Neiwbrly dperato@S @t éevel 1
providers must (amongst other things)

311
ensurethat the Phonepaid Services Authoritggulationissatisfactorily maintained by;

(a) takingallreasonable gepsinthecontex of their rolesincuding theadoption and maintenanceof
interna arrangenentsto ensurethat therulesse out inPart Twoarecomplied with andtheoutcomes
adhievedinrespectof all premiumrateseaviceswith which theyareconcerred, and;

(b)  caryingout their own obligations under the Code promptly and effectively and

(c) takingall reasmable sepsto prevent the evason of, and not to undemine, the regulation of premium
rateservicesand

(d) takingall reasmable sepsto ensurethat corsumer camplaints areresdved quickly and fairly and that
any redressisprovided quickly and easly;

331

perform thorough duediligence on any party with which they contract in connection with the provision of
premium rateservicesand mugt retainall relevant documentation obtained duringthat procesfor a
period that isreasmableinthecrcumstances

13 In the context of lower-cost services, such as those provided on 087x ranges, the burden of due
diligence is lighter than on otherpremium rate numbers, which reflects the lower risk to
consumers that derives from factors such as the reduced capacity for financial detriment, and
the dominant types of service provided being data capture or enquiry lines which are ancillary to
the main business of the provider concerned. Accordingly, we consider the outcomes (above) to
be met if Network operators and Level 1 providers

i BringthePhonepai d Ser vi Cedsof AKactichtothdatteptigrsof thenext partyin
the delivery-chain only (ie.not thewhole delivery-chain to the consumer);

1 Verifytheidentity of the provider andretainthe providerigaddressand contact information;

1 Makearrangementsintheir contracts to beableto withhold payment to clientsfor aperiod
of 30daysfrom the date of aconsumer&@connection, unlessthe Phone-paid Services Authority
instructs such paymentto be withheld for longer;

9 Ensurethat the next party haseither assigned responsibility for customer serviceto another
party or hassufficient arrangementsin placeitself; and

1 Ensurethat,if the connection isprovided directly to aLevel 2 provider (and not to an
intermediary),andisrelatingto acategory of servicethat requiresadherence to special
conditions, then that provider has in place suclarrangements as to comply with the
conditions.
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2.

21

2.2

3.

31

4.

41

4.2

5.

51

Level 1 and Level 2provider Registration

The Phonepaid Services Authority has exempted providers who only provide lowercost

services from the requirement to register with the Phone-paid ServicesAuthority found at
paragraph 3.4.1 ofthe Phone-p ai d Ser vi c es oARractice For theyavdidandcg ofd e
confusion, if a provider makes other highefrate premium rate services availableas well as lower
cost services then they mustadhere to the Code and register their organisation and relevant
services.

Network operators with clients who provide only lower -cost services are still responsible for
due diligence on those clients and their services, and for ensuring that levy payments are made.

Level 2 provider - service registration and number checker

The Phonepaid Services Authority has exempted providers of lowercost services from the
requirement to register their services. However, if a provider offers services whichare subject
to special conditions in order to operate, they must registertheir organisation (whether that is a
company or sole trader) andany such services

Level 2 provider : Adherence to special conditions

Some lower-cost services are required to adhere to special conditions, whicthe Phone-paid
Services Authority sets out in Notices to industry, in order to operate

3111
Wherethe Phonepaid Services Authoritig satisfied that there is or is likely t® & risk aof

a) a significant level of consumer harm; or
b) unreasonable offence to the general public,

arising from a particular category of PRS (
conditionsT) for the purpose of ensuring co
may be imposed are the conditions set out in the Godex 2: Special Conditions and any related
conditions which are necessary for the proper functioning of those conditions

For more information on special conditions, and how they are activated, read Section Four of the
statement on the 13" edition of the Code of Practice. However Level 2 providers of PRS that
must adhere to special conditions should supply such evidence setting out how they comply with
the relevant conditions to parties providing them with a connection.

Price information on promotion s

The Code states that Level 2 providers must ensure that

221
Consumersof premium rateservicesmust befully and clearly informed of all information likely to influencethe
dedsion to purchase, including thecaodt, before any purchaseismade.
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5.2 The general rule is that promotions for lowercost services should state pricing information
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6.

61

6.2

71

72

73

74

clearly, prominently, and in close proximity to the call to ation. For more information onthis,
pl ease see the Gen®momdingBRS dance note on 1T

Where it is not practical to include pricing in promotions, it is acceptable to provide pricing
information immediately on connection. If a provider has any doubt abouthe practicality of
including pricing information, they should contactthe Phone-paid Services Authority for further
guidance.

Price information on connection

Callers who regularly use the same lowefcost service can become frustrated by hearing the

same pricing message repeatedly. Therefore, when it is reasonable to assume that a consumer is

the same repeat caller and can be identified by a unique numbérsuch as a MSISDN (mobile
number) g rather than a geographic number, (which may be shared within ousehold),
providers of lower-cost calls only have to issue pricing information on the first three occasions,
and then again on every fifth occasion. If more than six months have elapsed since the last call
was made from the MSISDN, then the price information cycle referred to above should be
started again.

Pricing information can be stated by an operator immediately on connection, or preferably,
included in the greeting message. Where this introduction is not prolonged, this information can
be provided, if necessary, in the chargeable portion of the call; fay introductions in the
chargeable portion of the call can constitute an undue delay. For more information, see the
Gener al Gui daheaveidahte df endue delaf .

Queuing or keeping consumers on hold

If consumers are held in a queue while they wait for an operator to becomavailable, they

should be given a suitable indication of the length of the likely delay. They will then be in a
position to make an informed decision as to whether to remain on the call, or to try again another
time.

Where providers believe that a delay is likely to occur, they should consider implementing
processes to ensure that consumers will understand right from the outset how long the elay is
likely to be.

This could be done in a number of ways, for example

i Stating an estimation of the length of the delay (in minutel
1 Telling the caller they have been placed in a queue and where they are in relation to
others in the queue.

Al ternatively, providers could offer to cal
an operator becomes available. We understand that, in unique circumstances (for example, an
extreme weather event, or other emergency), providers may experience élays to a service and
will not have had time to prepare a response. In these cases, it may be sufficient to include a
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general pre-call announcement, explaining the delay but without an accurate estimate of the
wait.

7.5 However, we would expectthistobet he exception to a serviceHfs
we do not intend to specify the exact extent to which the estimate is accurate (e.g. to the nearest
minute), we will certainly expect providers to ensure that consumers are able to make an
inform ed decision as to whether to stay on the line

7.6 Weunder stand that a number of factors affect
expectations of different services may vary. For individual complaints that relate to undue delay
only, we wouldbe likely to deal with this in the first instance using a Track 1 procedur24 which
would allow providers 30 days to address complainants and provide redress where relevant. The
provider must be able toprovide evidence that:

1 There was no delay
1 The consumer was accurately informed of the delay and consented to it; 10
1 There were other factors that made the delay justifiable (see below)

If such evidence cannot be provided then they will be expected to refund the consumer for the
delayed part of the call and to evidence tothe Phone-paid Services Authority that they have
taken measures to prevent the same harm from occurring in future.

7.7 In the case ofa Track 2 procedure, the Tribunal will be asked to consider various factors,
including the following:

1 Might consumers reasonably expect a high level of demand from other callers and,
therefore, be prepared to accept a more lengthy delay? For example, when tickets to a
major concert become available for the first time

1 Were there extraordinary events that precipitated a sudden surge in demand? For
example, a flood that prompted a high volume of calls to an insurance claims line

1 How important is that call to the consumer, and how long would they reasonably be
expected to wait? For example, a local healtBervice providing information and support
to patients;

9 Is there choice in the market? Could consumers choose to look to other providers to
provide a better service?

1 Was there an extraordinary internal event that affected call wait times? For example,
wasthere a higher-than-average number of staff away sick at the time of the call in
guestion?

8. Handling complaints

Basic rate#r Call Charges requirement

81 Since 13 June 2014, regulations introduced by thédepartment for Business, Innovation and
Skills (BISH® apply a limit to the cost to consumers accessing customer helplines. The regulations

2 As defined by paragraph 4.3 othe Phonepai d Services Authority#Hs Code of
25 Consumer Contracts (Information, Cancellation and Additional Charges) Regulations 2013
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do not demand that companies or organisations provide a helpline, but where they do provide
one paragraph 41 of the Regulations prohibits customer helplines charging caumers at any
more than basic rate.

8.2 This precludesany charging beyond basic ratdor post-contract calls (i.e.consumer contact
about a product already purchased, whether charged via PRS or not, or to cancel a contradtor
the avoidance of doubt, this does not preclude charging beyond basic rate for general consumer
enquiries, data capture, or for technical support.

8.3 BIS has produced guidance in relation to the Regulations, which can be accessed gov.uk
website?®. PRS providers should pay particular attention to Section J of this guidance

What about PRS that provides technical support?

8.4 BIS guidance sets out that this need not come under Regulation 41, provided it is clear to the
consumer that the line existsto provide technical support for a product already purchased (e.g. a
laptop, tablet, software, machinery, white goods or other electronics), with that technical
support being charged separately from the original purchase \d cost of the call.

8.5 Technical support lines which carry a premium rate charge must not provide the facility to
complain about a product already purchased.

What about 087 services which provide something other than a consumer complaint facility?

8.6  Where an 087 number is usél to provide a PRS (such as chat, conference call facilities, data
capture gi.e. receiving an order and/or payment for a product from consumers who call, or other
forms of entertainment and information) its use will be compliant with the Regulations as lag as
no consumer complaint facility is provided on the 087 number.

8.7 However, since 13 June 2014roviders of premium rate numbers areno longer permitted to use
any other 087 or other premium rate number, to receive complaints about the premium rate
service.

8.8 The Phonepaid Services Authority recommends that Level 2 providers who use 087 numbers do
the following:

(a) Review their current services against the BIS Guidance in order to ascertain their likely
compliance with the Regulations.

(b) Take appropriate steps to alter any services which are not compliant, particularly in
respect of complaint handling arrangements for 087 services, or transfer services to a
compliant number range.

(c) Ensure that premium rate services continue to operate in @ll compliance with outcome
2.6 of our Code relating to hcomplaint handl
ranges for complaints handled vatelephone.

26 https://www.gov.uk/government/uploads/system/uploads/att _achment_data/file/429300/bis -13-1368-
consumer-contracts-information -cancellation-and-additional -payments-regulations-guidance.pdf
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8.9 The Phonepaid Services Authority also recommends that Level 1 providers and networkghat
operate and provide numbers for the service types outlined above note the Regulations and
conduct appropriate due diligence and risk control to ensure they are not facilitating unlawful
practices through the operation or provision of numbers.

Howthe Phonepaid Services Authorityill deal with complaints

8.10 Forindividual cases that relate to undue delay onlywe will be likely to deal with them in the first
instance using a Track 1 procedur& which would allow providers 30 days to address
complainants and provide redress where relevant, as set out in more detail at paragraph 7.6
above.

8.11 For compliance issues relating to pricing and transparency, we will contagiroviders
immediately.

8.12 For more information on our expectations in relation to complaint handlingplease see General
Gui dance N®&dmplaind-mandting procésd

9. Service spending caps

91 Unless a lowercost service is required to adhere to a special condition which requires a
spending cap, there is no spending limit on lowecost services.

10. Call recording and monitoring

101 Unless a lowercost service is required to adhere to a speciatondition which is to the contrary,
there is no need to record or monitor calls. If a call is recorded or monitored, then the service
should state this information immediately following connection. For more information, please
see the General Guidance Note nThehconduct of live service$t .

27 As defined by paragraph 4.3 othe Phonepai d Services Authority#fHs Code of Pr
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PSA

Phone-paid Services Authority

GENERAL GUIDANCE NOTE

Method of exit from a service

1. Developing a method of exit from a service

1.1. ThePhonepai d Ser vi ces oRRractiertihtey H#sCoQoede requires th
method of exit from a service, as set out at paragraph 2.3.11 of the Code. This statesth
following:

2.3.11

Where the means of termination is not controlled by the consumer there must be a simple method of
permanent exit from the service, which the consumer must be clearly informed about prior to incurring
any charge. The method of exit mtadte effect immediately upon the consumer using it and there must
be no further charge to the consumer after exit except where those charges have been legitimately
incurred prior to exit®

1.2. There may be many ways for a consumer to exit a serviggethese can be as simple as terminating
a phone call by replacing a receiver or selecting a relevant escreen button, to sending an SMS
instruction, closing a webpage or uninstalling a mobile application. Whatever method is used, it
must be clear, simple and freed perform ¢ this enables the consumer to stay in control of their
spending.

2. Use of the hSTOPH command

2.1 The most common, familiar and easily implemented system for consumers to exit a mobileased
service is through the use nodshotlhbe retognibedhfdugh o mma n
both the capitals variation of had@pPdmbonatdn t he |
thereof.

2.2 With regard to how the hSTOPH command can worKk
consider it best practicet hat consumers should be able to text
the service was initially requested from, or from which it is receiving (chargeable) messages, in
order to stop the service. This is a natural reaction to receiving a message, where theisesome
consumer awareness ofthh STOPH functi on.

2.3 While the Code does not stipulate which mechanism for termination is used by a PRS provider,
the Phone-paid Services Authorityc onsi ders the hSTOPH command i s
most cases. Thigs in part based on consumer awareness and behaviour in reaction to PRS
engagement. Therefore where a PRS provider does build a different solution, that must be

28 There is a separate requirement to mform the consumer of a method of exit from a contract found in the
Consumer Contracts (Information, Cancellation and Additional Charges) Regulations 2013
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2.4

2.5

2.6

2.7

2.8

2.9

3.

3.1

communicated in a way that interrupts the natural reaction of some consumers. Failing to do so
may lead to consumer frustration where their attempts to exit the service do not work first time.

Where we discover that separate shortcodes for requesting a service and opting out from it are

being used,

For the

avo

then consi der anotivefor domg 3ol Anybaetiongi ven t o
which are likely to confuse consumers may potentially fail to meet the fairness outcora, at
section 2.3 of the Code.

dance of

doubt , we woul d al

the same shatcode from which they are being billed.

Whil e there

stopping,

is a goo

there wil!/l

such circumstances,cona mer s may

contain
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t

he word

d understanding that

ways exp

be occasions where
text hplease stopH,

hstopt®H.

textin
a consu
hstop

We accept it is not always possible to recognise these variations immediately when a consumer
wishes to exit. However where a consumer has legitimately tried tawancel a service and failed

(either because they have mist y p e d h
then once this becomes clear to the provider, best practice would be for consumers to be
retrospectively refunded for any charges sibsequent to their first clear attempt to opt out, and
immediately removed from the service.

STOPH, or because

t hey have

Where providers would like to use an alternative mechanism to exit a service and choose to give

clear instructions as to how it works within promotional material, then they are strongly advised

to contact the Phone-paid Services Authority before beginning promotion or operation. In these
circumstances, we would consider representations on a casby-case basis. Providers should be
other than hSTOPH was desig

aware that, even if the use of a comm n d

mechani

service

S

m,

(i

r

e .

el evant

the hS

service shortcodes

Providers of text marketin g or other forms of electronic marketing should note that this
document does not reference opting out from marketing. Providers should refer to the General
Note on hPr

Gui danc

Instances where a consumer is subscribed to morethan one service operating on the

same shortcode

e

ivacyH for further

woul d st
addition to any other exit trigger words relied upon by the provider. This is based on consumer
behaviour and theneed for a service to respond to clear and common form requests to exit the
TOPH Command) , whet her or n
a request is the primary mechanism for exiting the service.

nf or mat

A consumermay beconcurrently subscribed to more than one premium rate service using the
same access shortcode. The consumer will have opted into the services by texting keywords,
which allow the provider to differentiate between the services on a single shortcode (known

commonl

y

as

hsharedt
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3.2 Where a consumer is subscribed to more than one service on a single shortcodbe Phone-paid
Services Authority advises that the following actions wouldbe acceptable, where the consumer
sends a single hSTOPH command:

1 To unsubscribe the consumer from all services they are fascribed to on that shortcode.
1 To send the consumer a text which clearly states that they are subscribed to multiple
services, and informs them that they have been unsubscribed from the last service they
opted into, and that they can unsubscribe from all services by replying with the wals
hSTOP ALLH. As soon as the consumer replies
unsubscribed from all services on that shortcode. An example of a text that informs
consumers compliantly would be the following:

You txted STOP. Y o ucekroethiscode sardwe siopmed [insert nfanxe]. Tos e r \
stop other services, txt STOP again or STOP ALL.

4. Potenti al | i mitations to using hSTOPH comman

4.1 As referred to earlier in this document,the Phone-paid Services Authority recognises that there
arecertainf orms of technology that make a hSTOPH com
effect. An example of this is MMS shortode usage for service delivery.

4.2 The cost of replying to an MMS message can often be considerably higher than the standard cost
of sending a text andthe Phone-paid Services Authority believes this would disadvantage a
consumer wishing to exit a service. Providers s
on a free or lowcost text shortcode and make sure that the consumer is adved of this means of
exit at relevant points, including prior to the commencement of the service, within the initiation
message and in any spend reminders. I f use of
reasons or where this solution presents a dispportionately high cost, alternative easily
accessible and economical means of exiting the service must be in place and must be clgarl
communicated to the consumer.

o

4.3 In circumstances that warrant use of an alternative, effective option for exiting a serge, an
example solution would be to provide a fixedline phone number that a consumer could call to
exit the service. Promotional material should be abundantly clear when explaining the simple
and effective method of exit from the service, unless otherwiseobvious.

5. Apps

51 Services which are consumed through an application installed on a mobile device also offer
additional content which can be paid for within the app environmentg this can be via operator
billing, PSMS or another paynent mechanism.

5.2 For app-based services involving PRS billing options, the STOP command may not be the most
appropriate means of exit. Any app using PRS billing must have a clear and unambiguous method
of stopping any payment, and a clear and simple method of removing the ajgtion from the
device, if desired by the user. This information must be clearly detailed within the apgnd must
be easily accessible, simpleo understand and to implement.
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5.3

6.1.

6.2.

6.3.

In addition, the Phone-paid Services Authority suggests that appbased serviceswhich build
upon an ongoing customer relationship and associated account provide a means for the
consumer to track and review their cumulative spend. For further information in this area,
t Enaliling €eonsBmer shend eoetrddo. . h

pl ease refer

The SKIPcommand

The Phonepaid Services Authority has implemented a set of Specialanditions applicable to

recurring charitable donation services. This includes the option ©

available to donors.

make R ec hrSrkd n d

For further information on using the SKIP command, pleae see the relevant Special@nditions.
For the avoidance of doubt, the SKIP command may only be used for charitable donation
services provided by UK chaities that are registered with the Charity Commission, the
Northern Ireland and Scotland equivalents.

Where the SKIP command is available to users, the STOP command must also be available and

effective when used.
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PSA

Phone-paid Services Authority

GENERALGUIDANCENOTE

Privacy

Who should read this?
All Network operators and providers involved in the provision of premium rate services to
consumers.

What isthe purpose of the Guidance?
To assist networks and providers by clarifyingthe Phoneep ai d Ser vi c expectétianslbyor i t y Hs
way of the fulfilling the following Rules ofthe Phonep ai d Ser vi ces oARractitedr i t yHs Cc

241
Level 2 providersmus ensure that premium rateservicesdo not causethe unreasmableinvason of

corsumersbrivacy.

2.4.2

Consumers must not be contacted without their consent and whenever a consumer is
contacted the consumer must be provided with the opportunity to withdraw consent. If

consent is withdrawithe consumer must not be contacted thereafter. Where contact with
consumers is made as a result of information collected from a PRS, the Level 2 provider of that
service must be able to provide evidence which establishes that consent.

What arethe key points?
This Guidance is set out in two parts

1 Part OnegConsent to marketing;
0 When does Guidance on privacy apply?
0 The right to privacy
o Verifying consent for soft and hard optin § PECR and rule 2.4.2 of the Code
A Soft opt-in
A Hard opt-in

1 Part Two gGeneral formatting for marketing;
o0 Format for marketing SMS
Format for marketing via WAP link
When a consumer texts hSTOPH
Assumed withdrawal of consent
How does the Telephone Preference Service (TPS) apply?

O O o o
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PART ONEg CONSENT TO MARKETING

1. When does Guidance on privacy apply?

11 Providers should refer to this General Guidance Note orPrivacy when communicating with
consumer s (dgwmaherkbyeetectrang Bir)non-electronic means. This Guidance Note
does not apply to communications that takeplace during the delivery, or provision, of a service.

12 Marketing covers a wide range of activitiesg not just the offer for sale of goods and services, but
also the promotion ofano r g a n i sim$ dnaidests Accordingly, communications that
promote charitable donations, or promote a political ideal, and are related to a premium rate
service, are also included within the scope of this General Guidance Note.

2. Theright to privacy

21 Mobile phones can provide a personal connection to an individual (rather than to a household)
a connection that many individuals strongly feel should be protected from unwanted
communications. Yet, it has never been easier to reach a high number of individualsttvia simple
database and a connection to a communications networkhe Phone-paid Services Authority
receives regular complaints from consumers about PRS marketing which they have not opted in
to receive and, as such, feel intrudes upon their right to priacy.

2.2 Consumers have a fundamental right to privacyg enshrined in law, through both the Privacy and
El ectronic Communications Regulations 2003 (hPE
(hDPAH) . I n the UK, the I nfor mat iyoharge@dirattlyi ssi one
with enforcing PECR and the DPA. We work closely with the ICO in order to define what
constitutes acceptable and auditable consent to marketing. We may refer cases to the ICO, when
appropriate, but will also deal with invasions of consume r s pri vacy ttHherough r u
Phone-paid Services Authority Code of Practice

2.3 For the purposes of rule 2.1 of the Code PECRH
of premium rate services via electronic communi
apply to such marketing where nonrelectronic communication methods are used. However,
where personal data is processed for the purposes marketing through noslectronic methods,
such processing will be subject to the requirements of the DPA (which includes consent).

2.4 In terms of PECR it provides for two forms of conse t ; h hiam®l eompd-i hsof Thept or 1
involves explicit consent to marketing, which may extend to consumers giving consent for third
parties to promote to them directly. The latter involves the implicit provision of consent to
market when a consuner negotiates a purchase from a company. That company can promote
other similar products and services it supplies (subject to conditions being met, as set out below),
but such implicit consent cannot extend to third parties.
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25 In practice the Phone-paid Services Authority will enforce the right to privacy through rule 2.4.2
of the Code. However we may also use rule 2.1 of the Code in respect of PECR and/or the DPA
where we consider it appropriate to do soln respect of the application of rule 2.4.2whilst the
Code does not itself define consent, we consider that for both electronic and nomlectronic
marketing, both hard opt-ins and soft optins (where it meets the requirements of paragraph
22(3) of PECR), will be acceptable forms of consent. Provide should note that rule 2.4.2
contains additional requirements relating to marketing that must be satisfied where relevant

2.6 PECR requirements for soft and hard optins can besummarisedasfollows:

1 Where there is no explicit consent, the marketermay evidence consent to marketing by
obtaining the individual s details through a
individual must have been given the opportunity to refuse such marketing, when their
details were collected (soft opt-in);

1 Marketing materials provided following a softopt<i n must rel ate only to
products or services and only concern simila
or area of interest (e.g. it would not be appropriate to promote adult services tesomeone
who had only previously purchased ringtone$

1 Soft opt-in consumers must be given a simple means of opting out at the time of initial
purchase, and in each subsequent promotion; ah

1  Where the soft opt-in conditions are not met a positive actionsignifying consent must be
obtained from consumers after clear information about the intended activity has been

provi ded. For example, where the individual H
they must be clearly informed of this, and positivelyonf i rm t heir aceeptan
in).

2.7 While it is not mandatory to use hard optin for consent to marketing which is not from third
parties (i.e. where soft optin applies), providers are encouraged to wherever possible seek
hard opt-in consent

3. Verifyi ngconsent for soft and hard opt-in for the purposesof rules 2.4.2 and 2.1 (in relation
to PECR)ofthe Code

Soft opt-in

31 Where a provider markets to a consumer using a soft optn obtained during a sale or
negotiations for a sale, we considethere is less potential detriment, although not an absence
of detriment, than where a provider charges the same consumer. As such, we do not consider
that the need to provide auditable verification of opt-in is as great as with charging. However,
this is subject to the following criteria :

1 The consumer was given a clear opportunity to opt out of marketing on each occasion,
and was opted out of all future marketing, if they exercised this option. An example
would be a promotional SMS that contains the worddto stop future marketing reply
STOR .

3.2 If this criterion is met, we will look at any complaints on a caséy-case basis. Low levels of
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complaints, which might suggest any unsolicited marketing is a result of mistaken entry of
mobile numbers into websites, or a similar error, may be dealt with informally

33 However, where consumers complain about unsolicited marketing in significant volume, or in
any volume about marketing which contains no optout facility, the Phone-paid Services
Authority will examine such complaints on a balance of probability, unless the provider can
provide auditable proof of opt-in, in the same way as that set out for charging in Part One of
this General Guidance Note. For the avoidance of doubt, the retention of a reard of an IP
address, or MSISDN (mobile) number, used to browse a website will not be sufficient in these
circumstances.

Hardopt-in

34 I n order to reach a greater number of consumer s
personal data. In thesecircumstances, further protection is necessary because the connection
between the consumer and the business they first interacted with, and subsequently with the
provider who is now marketing to them, is remote and indirect

35 Sharing of data in thesecircumstances include any transferg including renting, or trading or
even disposing free of charge. A third party is any other, distinct legal persojpeven in the same
group of companies or partners in a joint venture.

36 For this reason, promotionsdesigned to gainahardopi n must draw each consu
attention specifically to the issue of consent, and that consent must involve a positive step
beyond mere purchase of the service by the consumer, to be valid

37 For example, if one provider wishes to purchase a marketing list from an unrelated
provider, then evidence of a hard optin for each number on that list should be obtained

3.8 When obtaining consent via a website, using a prehecked tickbox is not sufficient for this
purpose.

39 In this context, a compliant example is an empty box that a consumer must tick in order to
consent. Next to this, a clear explanation should be made of how the data will be used in future.
If this explanation is not clear enough, then the hard opin is likelyto be invalid.

310 A good exampl e of kwanip heardront conmpaniesXe Yidnd 4 ss that they can
send me offers to my phone. Please pass my details onto them so that they can cdntact me.

Where this text is placed next to anunchecked box which the consumer checks, and where there
is a robust and independent audit trail of the data which supports the consumer having provided
their consent, then it is likely this would be regarded as compliant.

311 A hard opt-in can also beobtained via a conversation. However, a recording of the
conversation, or of key-presses during the call, should be retained to provide robust
verification .

312  Providers using marketing lists should ensure that each number marketed to has a valapt-in,
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gathered no more than six calendar months ago. Providers should ensure that they can robustly
verify (see the whole of section 5 of this Gene
opt-in, and ensure that none are currently suppressed. Pleagsgote that, where a hard optin is

used to market to consumers who have not previously purchased from a provider, or been in
hnegotiations for a siatbleefobustly keefiablevinghe everit df ang x p e ¢ t
complaints, no matter how smallor large the scale; this is in contrast to the approach to soft

opt-in set out at paragraphs 5.15.3 of this General Guidance Note

PART TWO g GENERAL FORMATTING FORMARKETING

4.

41

4.2

5.

51

61

6.2

6.3

Format for marketing SMS

When marketing via SMS, providers should followthis format to minimise any risk of invading
privacy. The message should begin hFreeMsght

The message should state contact information of the initiator of the message (not any affiliate

or publisher). This can be in the metadata of the SMS (so, if cumers can text back to the

shortcode on which the communication was sent, then this is likely to be sufficient). The

message should also include a means of refusing future marketing. A best practice example of a
message compliant with these guidelineswol d be: T FreeMsg: to receive
privacy contact us on 0845 026 1060, to end mar

Format for marketing via clickable link

hBi naryH messages which contain cl i casathumeer | i nks
of characters. Alternatively, a clickable link can be inserted into a standard SMS message. Given

the need to inform consumers clearly and accurately about the service, we would advise, as best
practice, that a standard SMS message should hesed where PRS is being marketed.

When a consumer texts hsSTOPH

When a c¢onsume?, orothenwosl adhntilied @ the consumer as a valid
marketing opt-out contained in the marketing message, then all marketing must cease. For
more informatio n see t he Gener Mdhod®iexitdrammacservickFb.t e on h

Whenaconsumert exts hSTOPH in connecti on wjbeitforan ongo
subscription, or as an element in a virtual chat servicg the consumer must not receive any

further charge. For more information, see theSector SpecificGu i d a n ¢ e Sbbectipiono n  h
servicesH .

However, in this circumstance, the provider may still send marketing messages. If, at this point,
the consumer then sends hg@muStkddse(lfagoasumeysends hen al
hSTOP ALL#H at any point, then consent for alll C

2 pProviders can consider other suitable optout methods, where appropriate. These must be equally rbust and
clearly communicated to the user.
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number should be suppressed. Suppressing a number does not mean deleting it means
recording the fact that no further messages should be sent. If a number is deleted, it could be
received from a third party, then marketed to again, which would be in breach of the rules. For
this reason, providers should store the date of suppression, as well as the number.

7. Assumedwithdrawal of consent

71 ConsumersH recoll ection of giving their consent
what could have been an interesting promotion immediately after their initial contact, could
much later constitute an intrusion. On thisbasis, we advise that marketing should happen soon
after consent is given, and that no consumer should be marketed to more than six months after
the date of their last consent?. There may be some types of service which can legitimately
market longer, suchas services centred around a specific date in the annual calendar, such as a
consumer s birthday or Valentine#fs Day, or the
consumer will need to be clearly informed upon consenting to marketing that they may &
marketed to the next year/season.

8. How does the Telephone Preference Service (TPS) apply?

81 The TPSapplies to domestic fixed line numbersand allows consumers to register their
telephone numbers for a prior indication that they do not wish to becontacted by telephone for
marketing purposes. This means that, if a company is marketing a premium rate service by
telephone, they should crossrefer their database to the TPS. If the date of the TPS preference
declaration post-dates their consent (only relating to a soft opt-in, not to a hard optin), then
their number should be suppressed. If the consent was provided after the TPS preference
declaration, then they can be marketed to. The TPS does not apply to the sending of MMS or
SMS messages, but doemgpply equally to telephone calls made to mobile and landline telephone
numbers.

%0 This is shorter than the duration suggested by the ICO, which recommends 12 months. However, six months is a
more appropriate length of time for the mobile market because this matches the length of time a teleptne
number must be quarantined before it is recycled by a Mobile Network operator.
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PSA

Phone-paid Services Authority

GENERALGUIDANCE NOTE

Promoting Premium Rate Services

Who should read this?
All Networks operators and providers involved in the provision of premium rate services(PRS) to
consumers.

What is the purpose of the Guidance?

To assist Network operators and providers when creating and using promotional material, and / or
assessing the quality of third party promotional material for PRS prior to its use. The guidancearifies
the Phonepai d Ser vi c expectatians in elation toy vEr®us outcomes and rules withinthe
Phonepai d Ser vi c ExleohRrdcticethaticongerh promotions or promotional material.

What are the key points?
The rules setout inthe Phonepai d Ser vi ¢ es oRARractiteocoverta yafhe of Qifteickra
elements around promotion. The main issues covered in this guidance are:

Section numbers

1) Desired outcomesg establishing confidence in PRS with high quality promotions

2) Transparency in promotions

3) Pricing information

4) Promoting on radio broadcast

5 Freemium models and using the word hfree#H in pron
6) Promoting viainternet

7) Misleading promotions

8) Inappropriate promotions

9) Direct marketing to a consumerHs mobile phone
10) Using affiliate marketing

11) Fundraising for charity using premium rate services
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1.2

2.

2.1

2.2

2.3

Desired outcomes ¢ establishing confidence in PRS with high quality promotions

Consumerswant to purchase digital and nondigital products and services quickly and easily.

The PRS industry offers a great opportunity to discover such products and services and purchase
them making payment viair phones, putting the charges onto their landline or mobile phoe bill.
One of its strengths is the speed and ease with which consumers can make a purchase, and yet
consumers in a fast moving world still want to know what they are getting from the product or
service, how much it costs, and how the payment will work.

This guidance will enable those in the PRS industry to consider the following issues:

1 How to offer consumers information transparently and what information is important
from the consumer s perspective

1 How to treat consumers fairly and equitably from first contact thr oughout the consumer
experience

1 How to avoid causing harm and offence (aviding inappropriate promotions)

1 How to prepare consumers so they are able to ask for help or raise complaints when
issues arise (increasing brand awareness and equpig consumers b raise complaints
effectively)

Setting out key information and promoting transparently

There is a vast range of different types of PRS. Each of these may need to give slightly different
information to a consumer within their promotion s, in order to ensure consumers have all the
information they would reasonably need before purchasing.

In addition, there are a range of different types of promotional material, ranging from

promotions that are self-contained (such as a printbased ad\ert, inviting a consumer to call or
text an access number), to promotions that have a number of components that lead a consumer
toward a purchase. An example of this would be a text message with a link to a mobile website,
where the consumer subsequently nakes purchases using a secure payment method. In this
latter case, there would be a number of steps between the first promotion and a purchasd his
results ina number ofstages at which a provider can acto ensure consumers were aware of all
information necessary to make a decision to purchase, prior to anyupchase.

Because of this complexity the Phone-paid Services Authority recommends that providers

familiarise themselves with the entire contents of this Guidanceand especially the parts

relevant to the promotional mechanics they use However, as a basic starting point, the following
information is considered key to a consumer Hs
included in promotional mechanics for any PRS:

Cost

Brand information

Product or service information
How it is delivered or used

= =4 =4 =9
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1 How itis paid for§ one off payment, recurring charges, etc.
1 How to get help where necessary

Services accessed across multiple devices

2.4

In cases where a consumer participates in a service, or reis@s content, via one device, but is
billed for the service via another device, it should be clear to the consumer they will be charged
in this way. Confirmation of a purchase should be sent to both the device that delivers the
service and the device to whch the charge is attributed.

Virtual currency

2.5

2.6

2.7

3.

3.1

Premium rate services that invite consumers to purchase a form of virtual currency should be
absolutely clear as to the service(s) in which this currency can be used, and as to whether unused
currencycarri es an expiry date. Where services automa
currency account once all the currency has been spent (with another PRS charge to the
consumer), this should be clear to the consumer, prior to purchase.

Cross-promotional acti vity

From time to time, providers may insert promotions for other services within service messages
to a consumer who is alreadyengaged witha PRS. These promotions may appear within
messages that carry a PRS charge, or within free reminder or acces®ssages.

Where this happens, consumers will sometimes become confused as which part of a message
relates to the promotion, and which part relates to the servicewith which they are already
engaged This can cause them to miss spend reminders, or other information that would inform
them about the service they areengaging with already. In order to build consumer trust we set
out the following expectations as a guide to compliance in this area:

1 Promotions within reminder or service messages should ensure that the promotional
material is placed after the information concerning the service the consumer has already
subscribed to.

1 In addition, the promotional part of the message should be clearly flaggeds being
separate from the other information with the message. To do this effectively, we would
strongly suggest that the words HhADVERTH or
promotional part of the message.

Pricing information

Pricing informatio n is one of the fundamental pieces of information that promotional material
for PRS must display. This is to ensure that consumers are fully and clearly informed of how
much the premium rate service is likely to cost them, before they commit to purchaséhe

principle rule around transparency of pricinginformation inthe Phonepai d Ser vi ces Aut
Code of Practice is rde 2.2.7, which states the following:
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3.2

33

3.4

3.5

2.2.7

In the course of any promotion of a premium rate service, written or spoken onie@inyn, the cost
must be included before any purchase is made and must be prominent, clearly legible, visible and

proximate to the premium rate telephone number, shortcode or other means of access to the service.

As a starting point, pricing information will need to be easy to locate within a promotion (i.e.
close to the accessode, number or call to actionfor the PRS itself), easy to read once it is
located and easy to understand for the reader (i.e. be unlikely to cause confusion). Loose or
unclear descriptions of price are not acceptable, as they are unlikely to provide a sufficient
understanding to consumers of how much they are being charged. Examples of unclear
descriptions would include the following:

)l
T
T
T

hpremium rate charges appl yH,
100ppmH,

hi.GBPH

BOop/min

The Phonepaid Services Authority strongly recommends the price should be expressed in
conventional terms, such as h50p {hePhompadut e,
Services Authority accepts there may be different conventions, based upon the amount of space
available (for example, in a small print ad, or a singleSMS- promotion); however, pricing should
remain clear. Variations on this, such as charges being presented in per secdiadmats, or
without reference to a hE£H si gn the RiorepadSenlices r at e
Aut hor i tofPacticeo d e

We consider it best practice to inform the consumer of the price at every stage aé promotion,

where it is technically possible to do so, but not to do this would not necessarily be consideresl
breach ofthe Phonep ai d Ser vi c es oRRractice In the case ef baGrerd and

clickable links (both of which take a consumer to a website when they are clickesh), and push
notifications (which immediately directs the consumer to a website without them first clicking),

we acaept that there may be no practicalway of informing the consumer of the price at that

stage.In such casesprovided the consumer is therredirected (without charge) to a website or

other promotional mechanic where they areclearly informed of the price prior to making a

purchase, this is unlikely tobreachthe Phonep ai d Ser vi ces ORRractiteor i t y Hs

Network access charges

The overall charge to a consumer for calling a PRS will often exceed the actual cost of the PRS
(known as the Service Chargeqdvertised by the provider or promoter. This can be for one of
two reasons:

1

T

Becausemost networks, both mobile and fixed, levy supplenentary charges on voice
based calls referred to as an Access Charge

The possibility exists that consumers could incur data charges when downloading
content to a mobile device, or when browsing a mobile internet site.
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3.6

3.7

3.8

While consumers may have a gene awareness that calls from mobile phones and some landline
networks may cost more than others, or that they may incur data charges if they do not have a
data-inclusive contract with their Mobile Network Operator, it is hecessary to include

information in the promotional material, stating these possibilities to consumers. In the case of
the first three cost types in the table below, we have set out two viable options. However we
would recommend that providers use the longer form of wording wherever it ispossible to do so.

Cost type Example wording

Standard per minute PRS TCalls cost [ xdeworkper
access charge#fi or |
pl us your phone comp.

Standard per minute PRS where durationis T Cal |l s cost [x]p per
known more than [ X l’letwnrk acuesse !
charge#®iT or 1 Calls c¢

should last no more than [x] minutes, plus
your phone company®Hs

Single drop charges T Cal |l s c ometworf axd e spd uc

or T Calls cost [x]p
access chargefd

Premium rate texts Wording to cover: Cost per
text/download; clear statement of how
many texts needto be sent to complete
the task (if more than one, state how
many).| n ¢ | stadderd rate charges may
applytomessagessent i f a.ppl i ca

Interactive red button services Cost per use (prior to pressing red button),
including a statement, if appropriate, that
network extras may apply

Prominence and proximity

Pricing information needsto be put where consumerswill easily see it,not where it is hard to

find. This is because the price ought to be part of what attracts consumers into making a

purchase. The rules in our Code are there because consumers want thigormation so they can
choose what they buy and how much they pay forit. lislike | y t o be judged as
information is clearly visible when a consumer makes their purchase and triggers the payment.
Both the font size and use of colour a@ important to establishing prominence, and information

on this is found at paragraphs 3.12 to 3.15 of this guidance.

hPr oxi mikeytertf withinthe Phonepai d Ser vi ces oRRractitey and darybid s
defined as being next to, or very nar, the means of consumer access to a service. The most
common example ofpricing information being proximate iswhen it is provid ed immediately
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3.9

3.10

3.11

3.12

3.13

3.14

before or abovethe call to action (i.e. the telephone number, shortcode or other access code or
means of paymaent for the service) within the promotion.

Lack ofprominence, or proximity, most often takes place online (both web and mobile web),
where the price is provided in small print elsewhere on the page from the calb action. We have
sometimes seenthe following examples of bad practice in promotions:

1  Pricing information is placed in the middle of the terms and conditions of a service,
promotion or product, rather than as <cl ear
1  The price is provided separate from thepage with the call to action, or lower down on the
page in such a way as to make the consumer have to scroll down to see the price.

For both web and mobile web, if ordering a service entails activating a button (or similar

function), the labelling ofthe button should make the obligation to pay absolutely clear, for
instance by using only the phrase hpay nowH.
A failure to label the button in this way may result in the provider not complying with the law
(Regulation 14 (4) of the Consumer Contracts (Information Cancellation and Additional

Charges) Regulations 2013. Note that consumers are ndbound by orders for services which do
not comply with this legal requirement and may be entitled to a full réund.

Lack ofprominence, or proximity, also takes place in print, where, as online, the prids provided

in small print elsewhere on the page from the call to action. As with online advertising described

in the paragraph directly above, we have somiémes seenpricing information in the middle of the
terms and conditions of a service, promotion or product, rather than as clear and correct
hstandal one# i nf or mat iaPhanepaidSelviees Authaity Tribunalis u ¢ h
likely to uphold a breachof the Phonep ai d Ser vi ¢ Exle ohRrdcticefar lack gf H s
pricing prominence.

In some casesthe Phone-paid Services Authority accepts that prominence may take precedence
over proximity. An example would be a print or web page which clearly and prominently stated
that all numbers/shortcodes/other access codes on the page cost £X/EX per minute or Xp/Xp
per minute. In this case, there would be no need for there to be an individual price in close
proximity to all the numbers/shortcodes/other access codes on the page. However, we stress
that examples of prominence and proximate being mutually exclusive in this way are rare, and
that providers who have any doubt should contactthe Phone-paid Services Authority before

they begin to provide services.

Font size and presentation

Pricing information should be presented in a horizontal format and be easily legible in context
with the media used. It should be presented in a font size that would not require close

ar

Th

examination by a reader with average eyesight.

the medium, for example a static webpage, a fleeting TV promotion, in a print publication, or on a
billboard where you may be at a distance or travelling pst at speed.

The use of colour (see immediately below) also needs to be considered, as this could affect the

need for close examination, regardless of font size.
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3.15

3.16

4.1

51

52

Use of colour

There are a number of instances when the combination of colourased in promotional material
reduces the clarity of information and the ease with which it can be seen. Providers should take
care to ensure that the colour combinations (including black on white) used for the presentation
of the price do not adversely afect the clarity.

In addition colours should not be dilutedinappropriately § for example, the slight colouring of
white text with other colours ¢ so that lettering appears to stand out slightly less against a
different colour background. Shadowing shall text can equally reduce the level of \gibility or
legibility of text.

Radio broadcasting and promoting PRS

Those promoting PRS on the radio should ensure that pricing information, and any other key
information, is clearly and plainly spoken in abse proximity to the PRS being promoted.
Providers ought to consider the following when developing such promotional campaigns:

1 Where a PRS is advertised during orair commercial slots, pricing and other key
information should be provided on every occasiorthe commercial airs.

1 Where a PRS is advertised during a radio programméhe Phone-paid Services Authority
accepts that there is no need to mention the price every time the PRS is mentioned.
However, the price should be mentioned in close proximity to theservice at least once
during the average listening time for that radio station (e.qg. if a radio station knows that
the typical length of time listeners tune in is 25 minutes, pricing and other key
information should be mentioned, in close proximity to a pomotion, at least once every
25 minutes). Radio broadcasters may be asked to provide evidence of their average
listening time as part of an investigation bythe Phone-paid Services Authority.

1 Where a radio station broadcasts wholly or principally in a forégn language, itmay be
acceptable to provide pricing and other key information in that language, rather than
English. However, we would recommend that providers contacthe Phone-paid Services
Authority for further advice before beginning a promotion of this type.

Freemiummodelsand use of the word hfreeH in promot

The word hfreef is understood to be a powerful
is required to make sure any offer is set out clearly and effectively when using sh language.

ThePhonepai d Ser vi ces oRARrdcticealignstwithtequir€needtein the Consumer
Contracts Regulations with both seeking to protect consumers by requiring transparency of key
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terms and pricing information prior to any paid-for service being purchased and used by a
consumer®, The rekvant provisions in the Code include the following:

2.2.1
Consumers of PRS must be fully and clearly informed of all information likely to influence the decision to
purchase, including the cost, before any purchase is made.

2.2.7

In the course of argromotion of a PRS, written or spoken or in any medium, the cost must be included
before any purchase is made and must be prominent, clearly legible, visible and proximate to the
premium rate telephone number, shortcode or other means of access to tbe. serv

2.3.1
Consumers of PRS must be treated fairly and equitably.

2.3.3
Consumers must not be charged for PRS without their consent. Level 2 providers must be able to
provide evidence which establishes that consent.

5.3 These measures are particularlyimportant where core or foundational services are marketed
with the emphasis on hfreeH access or use.

54 The Phonepaid Services Authority considers it appropriate for the purposes of the Codé? to
promote the free element of any service, provided the éllowing is also true:

T The promotion should cleailg.sbayeuwlkabfi $ ha
(or variations) must be clearly qualified in a way that is immediately visible,
understandable, and proximate;
9 The consumer must be in no dobt when they opt into a service as to the nature of any
premium rate elements and when charges may be initiated, and be given a clear method
of exit before charging commences.

Freemium models

55 hFreemiumfA is a busi ness maoeddh by offedng sediicesto est ab |l i
consumers for free, with interest in the product or service driven by its quality and effectiveness.
The idea is that 100% of users gain the benefit of the core service that is free. The business then
makes revenue from a sraller percentage of users who pay for additional premium services or
features associated with the free element.

5.6 Freemium is also understood in contrast to other revenue generation schemes, including
advertising within a free newspaper or online searchengine or social network. There may be an

31 See paragraphs 3.7 to 3.12 of this guidance above.
32 Providers should be aware that there may be rules of other regulatory bodies that apply and therefore we
recommend that legal advice is sought accordingly.
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5.7

5.8

5.9

5.10

511

element of freemium business in social media offerings, such as creating the option to share
virtual gifts at cost for example, but advertising as a means of monetising an otherwise free
service is not hfreemi umtf,.

Furthermore, a game or subscriptionbased service that costs money may promote itself by

of fering free access to one | evel or free acces
the free service is not generally available for ongoing usefter the free element is used up or

expires.

There are particular risks associated with freemium businesses that may lead to circumstances
where Level 2 providers need to take extra care when engaging their consumer base. Failure to
communicate key terms or offers properly in these circumstances majead to non-compliance
with the Code.

(a) A lack of understanding of the freemium business model may lead to a form of auto
enrolment being established without consumers being properly informed and prior to
proper consent being obtained for charges;

(b) The distinction between the core free element and premium rate services may be
negligible leading to poor consumer understanding as to when a purchase is being made;

(c) Increased pressure on revenue generation or sales of premium rate products based on
low demand orchanges to business plans may lead to promotions being developed and
launched without appropriate scrutiny of their impact on consumers or of compliance
standards.

Given the customary operation of freemium services, it would be inappropriate for free content
and service usage to be locked for any particular users until a premium rate purchase is made.
Where a provider is taking the deliberate step to remove all freemium services, it must give
consumers the option to exit the service without making futher use of the paid-for service
operated in future. If this requires the consumer to take any positive steps to remove apps
downloaded on to their devices, clear instructions should be given and charging should not
commence where consumers have not givetheir consent.

Restricted free access or use, such as fredrials

Where the business model is not freemium but simply a fredrial, charging should commence
immediately, or as near as is reasonably practicable, after the defined free element time
period of the service is at an end. Charging should not commence sometime after this point,
where the consumer may be likely to have forgotten their initial optin to the free element. It is
good practice to alert the consumer at the point at which tte free-trial ends and the paidfor
service begins, even where transparent information was provided at the outset.

Promotional tools using the word hfree#H or its

As the web is now the dominant form of advertising for PRS, websites offering®S may seek to
ensure their site appears at, or near, the top of a list of search engine results. One way of doing

83



this is to ensure a website promoting premium r
variations) in or dertwareused bytseamhcengineshe hcrawl er # s

512 Where a metatag, such as hfree#H, is used, this
services offered to consumers. Where none of the content on the actual website it relates to is
actually free, such use binaccurate metatags may trigger investigations into misleading
advertisements. Such advertising may be found in breach of the Code (and the law):

2.3.2
PRS must not mislead or be likely to mislead in any way.

PRS promotions presented within free online services or apps

5.13 A Level 2 provider may choose to rely on marketing their paiefor services in third party apps or
other free apps it operates that are not otherwise related to PRS at all. The promotional material
relating to PRS must be clearly distiguishable from any free content offered within the app, and
clearly indicate charges apply to the promoted servicé®. It is recommended that irapp banner
advertising does not lead directly to PRS access, such as the instantaneous dialling of an 09
number. Instead, consumers ought to be redirected to a promotion of the PRS giving sufficient
information to comply with the Code provisions set out above.

6. Web-based promotion of PRS

6.1 Web-based promotion isarguably now the most dominant area of PRS promotiorgspecially for
mobile-based PRS, both in terms of market share and innovation. Increasingly, PRS is promoted
on websites and social networking brands, such as Facebook and Twitter, and consumers are
often invited, or required, to enter their mobile phone number in order to access content. Below
we clarify expectations around web-based promotion, in terms of likely compliance withthe
Phonepai d Services ORRractiteor i t yHs Code

6.2 Once on a webpage that promotes a PRS, consumers should not havestwoll down (or up)to
view the key terms and conditions (especially, but not limited to, the pricé) see section 2 of this
Guidance), or click on a link to another webpage. Thehone-paid Services Authority Tribunal is
likely to take the view that scrolling up or down to read key termsand conditions, or requiring
the consumer to click on a link to view themis in breach of ule 2.2.7 ofthe Phone-paid Services
Aut hor i tofMacticeo d e

6.3 The Phonepaid Services Authority recognises that there are risks associated with web opin
which are separate from promotiongi . e. proving a consumer Hs conse
auditable way. For more information on how an optin, to either charging or future marketing,
can be proven in a way that is acceptable tthe Phone-paid Services Authority, please refer to
the two separate General Guidance Noteso nPriviacyFhnd fConsent to chargef .

6.4 The Phonepaid Services Authority is also mindful of other guidance relating to the use of check
boxes for the purposes of obtaining consent. While the action may é distinct, the concept of

33 We would recommend that providers take extra steps to ensure that such promotions are not inappropriately
pl aced (for example in childrenHs apps) to avoid a breac
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6.5

6.6

6.7

6.8

6.9

6.10

consent and the process by which it is obtained and audited are very similar whether it is for
consent to charge or consent to market. In relation to the latter, the Information Commissioners
Office (ICO) has issued guidance relking to Privacy and Electronic Communication Regulations
2003.

The Phonepaid Services Authority recommends the use of unchecked boxes where consent is

being obtained as this holds Il ess risk for prov

intentions . When obtaining consent for marketing, for example, the following wording may be
presented:

T want to hear from companies X, Y and Z so
details onto them so that they can contact me.

Where this text is placed next to an unchecked box which the consumer checks, and where there
is a robust and independent audit trail of the data which supports the consumer having provided
their consent, then it is likely this would be regarded as compliant.

However, it is important to not only be able to prove consumer consent to marketing for PRS,
but also make the process of opin, where a consumer enters their number, as transparent as
possible. With thisin mind, the Phone-paid Services Authority recommends that, where
consumers are required to enter their mobile phone number online, transparency can be
achieved by structuring the page as outlined below:

91 A brief statement that confirms where any service content (e.g. an IQ test result or
horoscope) will be displayed (e.g. mobile handset, next screen, etc.);

1 A brief summary of the key terms and conditions. For example, subscription services
should state that it is a subscription service and the full cost of participating in the
service.

Whenever multipl e webpages are presented as part of an ogh sequencethe Phone-paid
Services Authority would expect all key terms and conditions, pricing and any subscription
information to be included on the page containing the pointof-sale.

Promotion through social n etworking sites

Where social networking sites (e.g. Facebook, Twitter, etc.) have been used to promote PRI%
Phone-paid Services Authority has noticed that personal data (which is available elsewhere on
the social networking site) is sometimes maniplated in order to make promotional statements
that are misleading. Use of such promotions is likely to lead to an investigation biire Phone-
paid Services Authority.

For example, consumers should not be invited to participate in a premium rate servicon the

grounds that their social networking friend
would be publicly displayed on the social networking site) has challenged them to an IQ service,
when hJohn Smith#H has nemver participated in
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6.11

6.12

6.13

6.14

6.15

7.

7.1

Viral marketing

Viral marketing can be defined as marketing where a potential consumer is invited, or offered an
inducement, to forward the marketing onto friends or contacts in order to ensure the marketing
reaches the maximum possible numbeof people.

The most common form of viral marketing seen with regard to PRS is where consumers are

either invited, or incentivised, to forward a promotional SMS, multimedia messaging service

(MMS) or binary message to others; less common is a form ofarketing where consumers are
invited, or incentivised, to input the mobile n
with both these mechanics is that those who have been forwarded marketing by other

consumers will see this as unsolicited, and/oan invasion of their privacy.

Providers should be clear that, wherethe Phone-paid Services Authority receives complaints
regarding the forwarding of viral mar keting, it
responsibility. However, we would suggest the risk can be mitigated by taking the following

steps:

1 To include sufficient warning, especially on any websites used for the promotion, that
anyone to whom a promotion is being forwarded should be interested in the PRS on

offer;
1 To take steps to ensire that the full name (i.e. first name and surname) of the consumer
who has forwarded a promoti onal SMS, MMS or
t hought you would be interested in thisT) is
9 To state words to the effect in anypromotional SMS, MMS or binary message to be
forwarded that Tif you have received this me
Lastly, where PRS services are promoted through
any access codes providedwh i n t he htweetH are accompanied by
i nformation, where the htweeterH is an employee

may otherwise financially benefit from the service.

Wherever viral marketing develops oris used as part of a campaign, providers must consider
how consumers are accessing the service. The provider must then consider its ability to present
key information, including pricing information, to ensure the consumer understands their
obligation to pay. For absolute clarity, providers are warned against solely relying on the viral
marketing tools themselves given the lack of control held over those publishing or forwarding
the promotional material.

Misleading promotions

If consumers are to have trist and confidence in using PRS, it is important that they have

available all the key information about a service as part of their consideration of whether to

make a purchase or not. For this reason, it is important that promotions do not mislead

consumersby stating an untruth or half-truth. It is also important that promotions do not omit,

or make insufficiently prominent, akeyt er m or condi tion | ikely to af
use the service. Rule 2.3.2 of the Code states the following:
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7.2

7.3

7.4

8.1

8.2

2.3.2
Premium rate services must not mislead or be likely to mislead in any way.

The Phonepaid Services Authority expects that all promotions must be prepared with a due
sense of responsibility to consumers, and promotions should not make any factual claintisat
cannot be supported with evidence, if later requested bythe Phone-paid Services Authority to
do so.

For subscription services, no promotion, with particular emphasis on SMSr MMS-based
promotion, should state or imply that the consumer will bemaking only a oneoff purchase.

An example of this would be a service that adve
the consumer was then invited to text or click to obtain more irdepth results, only to find that
these results carry afurther charge, or enter the consumer into an unexpected subscription.

Inappropriate promotions
Rules 2.5.6 and 2.5.7 of the Code state the following:

2.5.6
Level 2 providers must ensure that their services are not promoted in an inappropriate way.

2.5.7

Level 2 providers must use all reasonable endeavours to ensure that promotional material is not
targeted at or provided directly to those for whom it, or the service which it promotes, is likely to be
regarded as being offensive or harmful.

In determining whether promotional material or content are likely to be inappropriate, the
Phone-paid Services Authority will seek to take a pragmatic approach. We are aware of the need
to balance innovation in promotion to as large an audience as possible, withe need to prevent
consumers, especially children, from seeing or receiving inappropriate material. Examples of
where promotions might be considered inappropriate include, but arenot limited to, the

following:

91 Inappropriate services being advertisedinc hi | dr en#Hs publ icaadhatons ( ¢
and dating, virtual text chat services, or other services where usage is restricted to over
18s).

T I'nappropriate imagery or | anguage/text in ch
adult images orlanguage).

f Targeted promotions (e.g. text messages) whi

previous opt-in. For example, a consumer who had previously taken part in a
competition, or subscribed to a football score update, should not be sent adult
promotional material or promotions for adult services.

1 Promotional material that directly or indirectly takes advantage of vulnerability (e.g. an
illness, bereavement or financial difficulty) or vulnerable groups (e.g. children, older
people, people with learning difficulties, those who have English as a second language)
without appropriate protections for the vulnerabilities .
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9.1

9.2

10.

10.1

10.2

Direct marketing to a consumer s mobil e phon

The Phonep ai d Ser vi c pravious tesehrchmas ingidated that consumers take
greater caution with marketing sent directly to their mobile handsets than they do with other
promotions in general. Their biggest concerns can be summarised as follows:

1 Theyare concerned theywill be charged as soon as they open a message, and so
sometimes consumers do not open a message, even to opt out of future marketing.

1 Where a message containg clickable link (i.e. an SMS, MMS or, most often, a binary
message containing only a link to a mobile website, which the consumer has to click in
order to access it) or a push natification, then consumers are worried that they will be
charged as soon as they click on the link.

1 They have the perception that there is no easy wagpf opting out of future marketing. For
further detail around marketing opt -in, please see the General Guidance Note on

PrivacyH .

In order to alleviate these concerns and build consumer trust we set out the following
expectations as a guideline to compliance in this area:

1 Where promotional text messages (SMS, MMS or binary) containlai nk or a hpush
mobile website, and there is a charge beyond normal network data rates for accessing
that website, then the consumer should be informed of this charge before they click on
the link.
9 Similarly, promotional messages containing a link t@ mobile website should not contain
any information which would be likely to mislead a consumer.
1 Promotional text messages should make it clear if a reply to them will result in a
consumer incurring a PRS charge.
1 Where consumers are sent text messages whkh promote a PRS and do not carry any
charge, then the consumer should be clearly informed, either within the title of the
message or in the first words of the message itself, that the promotional message is free.
A Phone-paid Services Authority Tribunalis | i kely t o regard the wol
acceptable to do this.

Controlling risk when using affiliate marketers

Rule 2.5.7 of the Code (inappropriate promoti on
Level 2 providers. While other rules governng promotion do not specifically refer to reasonable
endeavours, we accept that a Level 2 provider will often subcontract promotion to affiliates

(who are not required to register with the Phone-paid Services Authority).

In these circumstancesthe Phone-paid Services Authority recognises that the Level 2 provider,
while retaining responsibility for the promotion under the Phonepai d Ser vi ces Aut ho
of Practice, may not have immediate, dayto-day control of each individual action that an afiliate

t akes. However, the use of affiliates to market
greater risk than marketing which is under the direct, dayto-day control of the provider. For

further detail around affiliate marketing, please seetre Gener al Gui dance Notes
Mar ketingf® and hDue Diligence Risk Assessment a
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11. Fundraising for charity using premium rate services

11.1 Providers should ensure that all promotional material used for fundraising clearly states the
followin g:

9 The total sum per premium rate donation which will be paid to the beneficiary. Where
the amount varies between Network operators, we recommend that the minimum likely
amount is used.

1 Where the donation is passed through to the charity intact without any deductions for
VAT or revenue share (admin fees charged separately are ignored by this Guidance), then
the promotion can carry the message that 100% of donations are passed through to the
beneficiary.

1 Promotions should also state:

0 The identity of the beneficiary; and
0 Any restrictions or conditions attached to the contribution to be made to the
beneficiary.

11.2 The Phonepaid Services Authority recommends the use of charity mobile shortcodes for
donations, which are70XXX numbers; although we do recanise that there may be
circumstances where they cannot be sourced.

11.3 Where providers are looking to have a competition element as part of their service, it is
recommended that they seek independent legal advice and refer to the ServieeSpecific
Guidance Note on hCompetitions and other games wi:t
shortcodes cannot be used for services that have a competition element.

114 Where PRS is used by registered char¥#RDs to op
there are Special conditions that apply. These requirements are clearly set out in a Notice of
Special conditions found onthe Phone-paid Services Authority website®.

¥Recurring donati on sRremuin @ serviaes tat aresblélyrfar tthe parpose of donating money
on a recurring basis to a charity or charities registered with the Charities Commission of England and Wales, Northern
Ireland, or Scotland.
35 Details on our website: http://www. psauthority.org.uk/for -business/speciatconditions.
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PSA

Phone-paid Services Authority

GENERAL GUIDANCE NOTE

The avoidance of undue delay

Who should read this?

All Networks operators and providers involved in the provision of premium rate services to consumers.

What is the purpose of the Guidance?

To assist Network operators and providers by clarifyingthe Phoneep ai d Ser vi ces Aut hor i
expectations by way of the bllowing:

9 Clearly explaining the factors that might constitute undue delay once a consumer has chosen to
engage with a premium rate service (including what undue delay might look like with regard to
the different service types); and

1 Offering advice on howundue delay can be best avoided.

1 Webl/instant messaging (with messages being exchangedaiveb or a form of instant messaging
service, but charged via premium rate).

The obligation on providers to avoid undue delay iset out in paragraph 2.3 otthe Phone-paid Services
Aut hor i tofHatica whicle states:

2.3.4
Premium rate services must be provided without undue delaytatieconsumer has done what is

necessary to connewtith the service and must not be unreasonably prolonged.

What are the key points?
The main issues for providers to consider are:

1 Exceptin exceptional circumstances (see section 4 below), service introductory messages should
not exceed 30 seconds in lenth for any type of service. Providers should contacthe Phone-paid
Services Authority where they believe they have a valid reason for a longer message.
1 Generally, queuing is not permitted on any type of service (exceptions are made for the use of
the efsedavopf facil-coyt asdrivbceé&Hpwas wel gallafs for
which are set out in the document).
9 hHol dingH or delaying consumers from reaching k
1 Any products purchased througha premium rate service must be delivered in a timely fashion,
where it is possible to do so.
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11

1.2

1.3

1.4

15

1.6

1.7

What constitutes undue delay

Once a consumer has chosen to engage with any type of premium rate service, the service should
either offer prompt engagement with the service itself, or the service goods purchased should be
promptly delivered (pay-for-product services), where this is possible.

The following (a-e) is a list of the different waysthat services might find themselves operating
under undue delay:

(a) Queuing (applicable to all live services)

A live service that employs any variation of a queuing system that prevents (either with
intention, or otherwise) a consumer from immediately engaging with that service is likely to be
considered to be operating under undue delay.

While providers may argue that the employment of a call queuing system is of benefit to
consumersg if it spares the consumer the frustration or expense of having to redial a service, for
example g compliance withthe Phone-paidSer vi c e s A u tohRvactice rggtires thato d e
no premium rate service be designed specifically to operate in this way. Thiscludes services

that may have been programmed to inform callers of their position in a queue.

If a temporary queuing sysgem must be employed by a service (i.e. it can be proven by a provider
that there was no other option available at that time), then the queuing should be:

1 Kept to an absolute minimum; and, critically,

T I't shoul d n ogmedniag thatithe sefvicemnushrigt have been designed in
such a way as to allow call queuing as normal practice, but rather, there were
circumstances at a particular point in time that made it absolutely unavoidable (refer to
section 4 below for an explanation and example).

There are some instances of calfjueuing systems being permanently acceptable. The

heavesdropH facility (see section -Blchadndlw) t hat

psychic/tarot services is one, typically promoted on TV and/or on a live internet stream. Please

also refer to the sect i-oostnimSheerrvsitt e(ss eocpteiroant i5n gb eol

services operating on these number ranges also permit catjueuing.
(b) Problems with pre -recorded services

We are aware of some prerecorded services that have been designed with the intention of
keeping the consumer engaged with a service for either as long as possible, or for an
hunreasonableH® | ength of ti me.

For example, a consumer might call a premium rate number in order to gaa key piece of
information as per the service#Hs promoti on,
it for several minutes. During this time, the consumer might hear either vaguely relevant, or
perhaps completely irrelevant, information, before eventually reaching the key piece of
information they had been waiting for, and expecting to hear, much earlier in the call.
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1.8 Some prerecorded services are also known to include lengthy promotions for other services,
before the key service infaomation is heard by the caller.

1.9 Providers should note that, if there is no valid reason to hold back a consumer from gaining the
key service information on a premium rate service, whether intentionally or by design, then any
such service is likely to le considered to be operating under undue delay. Callers should be able
to reach the promoted service, or its key service information, simply and without delay, once
they have chosen to engage with it

(c) Overly long service introductory messages (applicable to all service types)

1.10 Introductory messages are those that are heard by callers immediately upon connection to a
premium rate service. They give information, such as the cost of the service per minute and the
name of the provider providing that service. It should be noted that introductory messages do
not include service hmenusH, which are <<overed
recorded servidasilsitydt, a blememwuH

1.11 Long introductory messages can often lead to consumexbeing unduly delayed in reaching the
service they have chosen to engage with. Examples of this type of delay include:

1 Introductory messages that contain more information than that which is required under
the Phonepai d Ser vi ces oARractiteyifor example, se@ioedngroductory
messages that give out postal addresses and/or customer service telephone numbers, or
perhaps services that choose to give overcomplicated service instructions that
consumers cannot skip through.

1 The recorded humanvoice within the introductory message, taking long pauses in
between sentences, resulting in the message becoming overly long and purposely drawn
out (well over a minute long in many instances).

9 The use of recorded ringing tones on connection (i.e. excess recorded ringing that
charges the caller).

1 The promotion of other services within the introductory message, either relevant or
otherwise, which consumers are not given the option to skip through.

112 Except in hUnavoidable, rexmepainceald dseecemercdgen
not believe that any service introductory messages should need to last longer than 30 seconds in
length for any type of service. Any services currently in operation that have introductory
messages lasting longer tAn 30 seconds should therefore consider altering them so as to fit
within this guidance.

1.13 Providers who believe they have a valid reason for using introductory messages that are longer
than 30 secondsg for example, providers operating payfor -product ser- vices or PIN entry
services§ should contactthe Phone-paid Services Authority to discuss the services on their
individual merits.

1.14 Generally, when a consumer dials a service, they should hear the relevant regulatory messages

required for that service category upon connection, directly followed by either immediate
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connection to the service itself (for example, connection to an operator), or connection to a
service menu (where a service employs such a facility).

(d) Problemswithliveandpre-r ecor ded services using a hmenu#t

1.15 Service menus are often heard by callersfter they have heard the service introductory
message. They typically offer the caller a variety of options within the one service, which can be

selected and engaged withjf or exampl e, Tpress h1l#H for hweathe
updapeeds h3H for hsports updatesHT, etc.

1.16 Services that use a menu facility should ensure that the information and descriptions contained
within each option are kept as brief and relevant as possible. We are aware of instances where
some services offer vey long and drawn-out descriptions at the beginning of each separate
menu option selected by a caller, with the apparent intention of holding the caller on the line for
much longer than is required. Providers are advised that this should be avoided, andahany
service menus currently operating in this way should be altered / shortened in length. We
believe that all menu options should be concise and relevant. Any providers of the opinion that
the menu options within their services that are currently in operation cannot be shortened, for
whatever reason, or are unsure of exactly what is being asked of them, should contattte
Phone-paid Services Authority to discuss.

(e) Products not being delivered in a timely fashion (pay-for -product, including SMS)

1.17 Services that sell goods or products through the use of premium rate services as their payment
mechanism must ensure that those products are delivered promptly where it is possible to do so,
once a consumer has chosen to engage with the service. An exampliewhere this may not be
possible might be a situation where tickets have been purchased for an event and those tickets
were not due to be printed until several months afterwards. We would expect consumers to be
clearly informed within the service promoti onal material of the expected timeframe for delivery.

118 Where digital services are concerned, we woul d
unless there is a staggered delivery system being used. Providers should note that, in the event
of an investigation, we may ask for evidence of delivery dates and times, as well as any other
relevant information.

2. Calls made outside of service hours or to services that may have expired

2.1  This scenario applies either to services that are only available at c&in hours of the day, or to
services that have a sheHife g examples include services that perhaps erploy live operators
who are unavailable 24 hours a day, competition services that have reached their expiry date or
services that are no longer availéle.

2.2 Although not compulsory to do so, providers may wish to add a short message to their service for

callers that call hout of hoursH, which contain
serviceHs unavail abil it yagsarerblevad. It mayype poeferatilefoe a b o v
consumers to be given a reason for their call not being connected, so as to avoid any potential for
confusion.
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3.1

3.2

3.3

3.4

3.5

4.1

4.2

51

Use of an heavesdropf facility

An heavesdrop#® facility i s t htanitytodisteninlontielideo ws t h
call taking place between an operator and another consumer, while waiting to speak live with the

same operator (i.e. listening in on the call(s) taking place in front of them, while they are

effectively waiting in a queue).

Eavesdrop#H® is typicall y-21shatdndpsychic/tarot gewvines that on wi t
operate on TV, the internet via a live stream or via a 3G mobile handset (i.e. services that are

operator -based and allow for the live visuals to be viewe in conjunction with live audio of the
conversation between operator and consumer).

This is something that is permitted, provided that consumers are informed in advance (i.e. a

consumer must not be advised that they are being put through to speak witl live operator, only

to be put through to the heavesdropH facility).
consumer that the on-screen operator is already on a call. The consumer is then able to make the

choice of either staying on the linelistening in, until such time as the orscreen operator is free

to take their call, choosing another menu option (where there is such a facility on the service), or
choosing to hang up and try again later.

We are also aware of thabanlgalldwehe valestd listengriFfbntheer vi c e s
operatorHs side of the conversati on;tionnmanaohkeng t h
heard. This is not permittedg providers should note that callers selecti ng an heavesdr o]
must be able to hear both sides of a conversatiotaking place between an operator and a caller

at all times.

Services using an heavesdrop#f facility should a
conversations may be helarsesdroppedH on by other

Unavoidable, exceptional and emergency circumstances

The Phonepaid Services Authority may allow some flexibility to the consderation of undue

delayincic umst ances that might be deemed as being ei
nature (i.e. an emergency, which had the effect of causing undue delay to consumers). An

example might be the first day of an occurrence of a natural disaster, which has caused an airport

and various helplines operating on live premium rate numbers to receive hndreds, or

thousands, more calls than would have normally been accounted for. In a circumstance such as

this, it is clear that a service is unlikely to have been able to function as normal on that day.

Any separate instanceepti@amafitinacoirdcdamisedncer wi
caused their service to operate with a delay to consumers, would be judged on its own merits,
where brought to the attention of the Phone-paid Services Authority.

Services operating on lower-cost numbers

Many of the requirements are different for lower -cost numbers (including 087/1/2/3) ¢
providers should refer t oLowehoost<@wicesgir d Ibadwcd.iudanc e
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5.2

5.3

54

55

If consumers are held in a queue while they wait for an operator to become available, they must
be given a suitable indication of the likely delg. They will then be in a pogion to make an
informed decision as to whether to remain on the all, or to try again another time. Where
providers believe that a delay is likely to occur, they should consider implementing necessary
processes to ensure that consumers will understand right from the outset how long the delay is
likely to be. This coutl be done in a number of ways, for example:

1 Stating an estimation of the length of the delay (in minutes).
1 Telling the caller they are placed in a queue and where they are in relation to others in
the queue.

Alternatively, providers could offertocallt he consumer back at the
operator becomes available. We understand that, in unique circumstances (for example, an
extreme weather event, or other emergency), providers may experience delays to a service and
will not have had timeto prepare a response. In these cases, it may be sufficient to include a
general pre-call announcement, explaining the delay, but without an accurate estimate of the
wait.

comp

However, we would expect this to beheturdVhiexcept.

we do not intend to specify the exact extent to which the estimate is accurate (e.g. to the nearest
minute), we will certainly expect providers to ensure thatconsumers are able to make an
informed decision as to whether to stay on the lire.

We understand that a number of factors affect t

expectations of different services may vary. Where a service is investigated, it is likely that we
would seek answers to the following questions

1 Might consumers reasonably expect a high level of demand from other callers and,
therefore, be prepared to accept a more lengthy delay? For example, when tickets to a
major concert become available for the first time;

1 Were there extraordinary events that precipitate d a sudden surge in demand? For
example, a flood that prompted a high volume of calls to an insurance claims line;

1 How important is that call to the consumer, and how long would they reasonably be
expected to wait? For example, a local health service progling information and support
to patients;

1 Is there choice in the market? Could consumers choose to look to other provide to
provide a better service?

1 Was there an extraordinary internal event that affected call wait times? For example,
was there a higherthan average number of staff away sick at the time of the call in
guestion?
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PSA

Phone-paid Services Authority

SECTORSPECIFIC GUIDANCE NOTE

Advice services

This Guidance seeks to equip PRS providers offering advice services to comply with the Code and any
relevant requirements set out in Special conditions®. The Guidance is split in to five sections:

Section 1: Introduction to advice services
Section 2: Qualifications to provide advice
Section 3: Professional advice services
Section 4: Legal advice services

Section 5: Counsellingservices

= =4 =4 =4 =4

1. Advice services

1.1. Various forms of advice can be provided via a premium rate service (PRS). No matter what the
nature of the advice, it must be provided in a responsible and appropriate manner.

1.2.  Users must be informed clearly and in an entirely tranparent manner, from the outset, of what
the service offers and any relevant qualifications, skills and/or experience that operators hold
which enables them to provide reliable, trustworthy and accurate advice.

1.3.  For the purposes ofthe Phonepai d Ser vi c es oRRractieay rtihtey FhsC oQloedde) , a
services have been separated into two distinct categories:

(@t hose which can be considered hprofessional
by those who hold required, recognised and ugio-date professional/academic
gualifications; and

(b) other services which offer advice on topics which do not require extenare periods of
study, formal academic qualifications and/or postqualified experience.

1.4. Professional advice services are subject to additional restrictions and controls in the form of
Special conditions applicable to Professional Services, including Counselling

1.5. When determining whether or not an advice service will be subject to Special conditions, it
should be considered whether, in relation to that specific topic or area, theres:

(a) Anindividual regulatory authority that sets a standard which regulated individuals or
entities must meet § for example the Solicitors Regulation Authority (SRA);

(b) A widely acknowledged membership body/bodies which publishes a set of criteria for
practit ioners and/or issues accreditation to recognised academic coursegfor example,
the British Association for Counselling and Psychotherapy (BACP).

38 See the Phonepaid Services Authority website: http://www. psauthority.org.uk/for -business/speciatconditions
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2. Qualifications to provide advice

2.1.  Advice services should be established to offer advice that is reliable, trustworthy and accurate.
Qualifications are sometimes considered necessary to establish sufficient expertise in order that
the advice given may be to a standard expected by consumetrall promotional material should
detail and explain the source of information by which the advice is being giveg be that through
recognised qualifications, relevant experience, or other legitimate and appropriate sources.
Additionally, in the promotional material or at the beginning of the service, the consumer should
be made aware of the following:

a) Any relevant and current professional qualification of a person supplying advice and the
professional body by whom that person is accredited;

b)  Why that qualification is relevant (if not immediately obvious), and the status of that
qualification; and

c) Any relevant experience of the person(s) or organisation supplying the information or
advice.

d) Even where operators have no relevant qualifications, the source athe advice being given
should be made clear to the consumer.

3. Professional advice services

3.1 The Phonepaid Services Authority defines professional advice services as those which involve
the provision of specialist advice to consumers by one or more qualified professionals. These are
persons whose occupations require knowledge and skill obtained through extensive study and
specidised training (e.g. doctors, lawyers, vets, accountants, financial advisers etc.) and who may
be members of a relevant professional body.

3.2 Operators of professional advice services should have relevant, current and appropriate
qualifications. Evidence of sich should be provided upon request. Those giving advice should
have a membership with the relevant professional body, where there is ong for example,
solicitors giving legal advice should hold an unconditional practising certificate from the Law
Society.

3.3 Professional Indemnity Insurance must be in place to cover the service and the operators
providing consumers with advice.

4. Legal advice services

4.1  Aswith all PRS, legal advice servicésmust comply with the Phoneep ai d Ser vi ces Aut h
Code, and in addgtion, the obligations set out within the applicable Special conditions. Whilst we
do not set our own expectations as to the professionalism of how advice is promoted and agreed,
or the quality of the advice or the qualifications of those providing it, wedo draw on such
expectations as set out by relevant professional bodied-urther to this, we have included
Guidance below which mirrors expectations set out by the SRA concerning the provision of legal

advice.
SLegal advice services involve Tthe provision of legal &
law or with any form of resolution of legald i sput esT. This definition is derived

Act 2007 (whichitse | f provides a broader definition of hlegal act
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4.2 It is likely that a legal advice service wilbe considered compliant with the relevant Special
conditions if the following points are met, developed in part with reference to guidance issued by
the SRA:

4.3 Quialifications:
4.3.1 Services staffed by solicitors (for the avoidance of doubt, this provision doesot
relate to services staffed by barristers, trainee solicitors or legal executives).

(a) Solicitors giving advice should hold a valid practicing certificate from the Solicitors
Regulation Authority.
(b) We draw providers' attention to the requirements of the Solicitors Regulation Authority,
in particular that providers can demonstrate that they deliver services competently, that
they have the resources and skills to carry out clients' instructions, and that they have in
place an adequate system of supervision. $gial condition PROF 1 requires providers to
comply with these rules.
(c) Where legal advice is being offered, we recommend that a provider hold sufficient
evidence of the competence (including relevant experience) of its operators. Where a
service is promotedas specialising in a particular area of law for example, employment
or housing law- we would only expect evidence of competence in that specialism.
(dWe recommend that solicitors with | ess than
supervised atalltmes by sol i citors of at | east three

4.3.2 Services staffed by operators other than solicitors:
(a) We recommend that where this type of service is aimed at members of the public,

providers be in possession of a recognised Quality Assuranaeark covering the areas of
practice to which the service relates.
(b) The areas of legal advice being offered should be clearly stated. Please note that the term
hl awyer#H is not sufficiently precise for the
(c) We draw providers' attention to Special conditions PROF 4 and PROF 5 which require
certain operators to hold a formal qualification and be members of an appropriate
professional body, and require an appropriate structure of supervision to be established.

(d) Services staffed by operators other thansolicitors that either (i) do not concern specific
areas of the law in which the operators are competent to advise; and/or (ii) promote to
vulnerable consumers and/or (iii) do not clearly state in promotional material the
gualifications or experience of the operators may be found to breach the Code of
Practice and/or Special conditions fa Professional Advice services.

4.3.3Advice concerning barristers:
(a) The Bar Standards Board states that a barrister (practising or nofpractising) is not

permitted to provide le gal services directly to the public, unless they have a full
practising certificate, have undertaken the required public access training and are
registered with the Bar Council as a public access practitioner. For more information
about the public access ules, please contact the Bar Standards Board.

(b) Practising barristers are permitted to provide the reserved legal activities (as defined in
the Legal Services Act 2007) listed in their practising certificates as issued by the Bar
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5.1

5.2

5.3

(€)

(d)

(@)
(b)

Standards Board. The Bar Stadards Board rules do not restrict nonpractising barristers
from providing certain legal services, however, they are precluded from carrying out any
reserved legal activities and holding themselves out as a practising barrister.
Non-practicing barristers are barristers who have not been issued with a practising
certificate by the Bar Standards Board and/or have not been authorised to carry on
reserved legal activities. For further details on the issuing of practising certificates and
the definition, and undertaking, of reserved legal activities, please contact the Bar
Standards Board.

Providers who wish to employ barristers to staff legal advice services aimed at the
general public or to industry are strongly advised to seek advice from the Bar Standards
Board before beginning the service.

4.3.4 Other requirements:

Providers must show evidence of Professional Indemnity Insurance, which fully covers
the service offered.

Consumers should be made aware of other, free of charge, legal advice that may be
available tothem, either before, or upon using, the legal advice service.

Counselling services

Counselling services must comply with the relevant Special conditions before they can operate,
in addition to the requirements ofthe Phoneepai d Ser vi ces OARractiteor i t y AHs Cc

Counselling services are defined as follows, and are a stdet of professional advice services:

Counselling services involve calls usually made in order to seek advice in relation to a personal
situation; for example, for marital, emotionalationship and other personal problems. These
services may refer callers to a body or organisation specialising in an area most relevant to the
call erHs need.

Such services can involve enfé sessions or involve a programme of therapy offered over a
given period. An ongoing relationship with an individual counsellor is not central to such
services. Services of this nature may involve consumers who are vulnerable, either in terms of
the characteristics of their circumstancgs.

Whilst we do not set ourown expectations as to the professionalism of how advice is promoted
and agreed, or the quality of the advice or the qualifications of those providing it, we do draw on
such expectations as set out by relevant professional bodies:urther to this the Phone-paid
Services Authority has drawn on guidelines published by BACP in order to remain consistent
with the widely accepted approach to the provision of counselling services, when offered via
PRS.

38 Definition of counselling services is taken from the Professional advice and counselling services Notice of
Special conditions fttp://www. psauthority.org.uk/for -business/specialconditions)
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5.4

5.5

5.6

BACP launched and implemented its neviEthical Framework fo€ounselling Profession&lsn 1
July 2016. While this does not result in any changes to our Special conditions framework, we
advise PRS providers to consider these BACP developments for themselves.

The Phonepaid Services Authority has identified two nhew concepts within the new Ethical
Framework as being of relevance to PRS providers:

5.5.1

5.5.2

First, BACP has added a new mandatory duty to take action to protect clients where
exploitation or unsafe practice is observed?® Therefore, where supervision is in place
as required by the Special conditions framework, PRS providers must have a system
in place to respond and take action when any exploitation or unsafe practice is
observed.

Second, there is a new duty of candoug the need to promptly inform clients about
anything important that has gone wrong when the counsellor has been working with
the client.*! This means that a candid discussion needs to be arranged by the PRS
provider with the client, regardless of the level of knowledge or underganding of the
client about what has gone wrongthe Phone-paid Services Authority considers such
discussions ought to be free of charge and facilitated by a call organised by the PRS
provider or, if the matter is dealt with during a call to the PRS numbeby the client,
with a refund being provided for that particular call.

Following on from the BACP guidelines in general, it is likely that a counselling service will
comply with the Special conditions, if the following conditions are met:

One-off counselling services

5.6.1 Qualifications:
(a) Operators should hold a formal qualification, at diploma level or equivalent, and should

be members of an appropriate professional body.

(b) Evidence of any training in relation to counselling over the telephone should benpvided

upon request.

(c) As with other advice services, details of relevant qualifications should be provided in

promotional material.

(d) If operators are to be giving advice on a particular topic (e.g. eating disorders), then such

operators should have approprate and relevant experience. Evidence of such experience
should be made available upon request.

5.6.1 Supervision:
(a) An appropriate structure of supervision should be demonstrated, including supervision

of the standard of the service at management levelpversight of operators; supervision
for operators which is readily available, whether they are working in a call centre or in
isolation; and regular group supervision.

39 This is found on the BACP websitehttp://www.bacp.co.uk/ethical_framework/

40 Found in the Good Practice section (para. 119f the Ethical Framework

41 Found in both the Commitment section (para. 6b) and Good Practice section (para. 47) of tighical Framework
the latter of which stipulates actions to be taken to resolve any identified issues requiring candour from the
counsélor.
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(b) In line with the BACP, we would recommend that supervision occurs for a minimum of
1.5 hours per month.

5.6.3 Repeated/addicted callers:
(@Al l reasonable steps should be taken t*0 prev

(b) Evidence of steps taken by providers may be required bthe Phone-paid Services
Authority, t o evi dence aBdamsiopompliante wighrSpeciald e r H
Condition PROF 6, in the event of investigation into a complaint or other potential issue
or concern relating to a counselling service.

5.6.4 Maximum call duration:
(a) The duration of a call to this type of service should not last longer than 20 minutes, as per

the Notice of Specified Service Charges and Durations of Cafls.

Ongoing counselling services

5.6.5 Qualifications :

(a) Operators should hold a formal qualification, at Diploma level or equivalent, and should
be members of an appropriate professional body.

(b) Evidenceof any training in relation to counselling over the telephone should be provided
upon request.

(c) As with other advice services, details of relevant qualifications should be provided in
promotional material.

(d) If operators are to be giving advice on a particulatopic (e.g. eating disorders), then such
operators should have appropriate and relevant experience. Evidence of such experience
should be made available upon request.

5.6.6 Supervision:
(a) An appropriate structure of supervision should be demonstrated, includingsupervision

of the standard of the service at management level; oversight of operators; supervision
for operators, which is readily available whether they are working in a call centre or in
isolation; and regular group supervision.

5.6.7 Maximum call duration
(a) The duration of a call to this type of service should not last longer than one hour, where a

pre-arranged schedule has been confirmed in writing, in advance.

5.6.8 Number of sessions
(a) Counselling services should be carried out over a limited number of sessions, Wwithe

agreement of the counsellor and the consumer, with a review being carried out at the end
of every four sessions.

“22h A d d i callersrdfét to those that may becomenoticeably dependent on the counselling service in an
unhealthy way. The Phonepaid Services Authority considers providers of counselling services via PRS that are
qualified are in a position to identify such callers and respond in an appropriate way.
43 Found on the Phonepaid Services Authority website: http://www. psauthority.org.uk/~/media/Files/14th -Code-
of-Practice/Notice -of-Specified-Service-Charges-and-Durations -of-Calls-July-2016 -final. pdf
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(b) Arrangements should be made for a norpremium rate means for a potential consumer
to set up an agreement with a counsellor. A writteragreement, to be entered into by the
consumer and the counsellor, should be signed by both parties prior to the
commencement of premium rate counselling sessionsThis agreement should set out:

the cost of the calls;

the length of the sessions;

how many sessions could, or will, be held prior to review;

why this number of sessions is appropriate; and

the benefits that the number of sessions will provide to the consumer.

Following the agreed number of sessions, a review should be carried out and any
further agreements reached should be made in writing. In the event of a disputéhe
Phone-paid Services Authority may generally ask to see such an agreement, while
accepting that the interaction between counsellor and consumer is confidential.

=A =4 =4 -4 4 A

(c) The consumer shouldbe provided with this written information in a durable form.
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Phone-paid Services Authority

SECTORSPECIFIC GUIDANCE NOTE

ChildrenHs services

Who should read this?

Any providers that are planning to offer services that are aimed at, or are likely to appeal to, children.

Under the Phone-p a i d

age of 16.

What is the purpose of the Guidance?

To assist providers by clarifyingthe Phone-p ai d Ser v i c expectétians araundithe yset of

chi

| dr en#Hs

she Phene-pa& Services A utholity defines as those premium rate services

(PRS) which, either wholly, or in part, are aimed at children, or could be reasonably expectaxbe
particularly attractive to children.

What are the key points?

The main issues for providers to consider are:

1.

11

1.2

)l
)l

Children are defined as people under the age of 16.

Promotional material should state that the bill-p ay er Hs

whether any age restrictions apply.
Chil drenHs services should not advertise

money.

Ser vi c Exle ARrdctice childreryaresiefined as people under the

or

Promotional material should not encourage children to use other premium rate services or the
same serviceagain.
ChildrenHs services should not involve competi't
converted to cash.

Requirements

Al promoti onal materi al in relati on thedil-c hi

payer Hs

pseaquitedsarsdistould specify whether any age restrictions apply.

Chil drenHs services should not advertise
donate. Any service found to be doing so could be found to be in breach of paragraph 2.8®the

Phone-p ai d

Ser vi c es oOARractited Similarly, Hremotiboatineaterial should not
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encourage children to use other premium rate services or thesame service again. Providers

should be aware that children can often be considered as vulnetde consumers, and so should

take steps to ensure that they are not taken advantage of. Appropriate promotional material

should be used at all times. For more information on promotions, please see the General
Guidance Note on hPromdteirarmd Hand promoti onal ma

1.3 Providers shouldview and consider the Noticeon caps, thresholds and actions published on our
website in accordance with section 3.12 of the 18 Code**. Services aimed at, or which could be
reasonably expected to be particularly attractive to children, must terminate by forcedrelease
when a maximum of £5(inclusive of VAT), or in the case of a subscription service a maximum of
£5 (inclusive of VAT)per month, has been spent.

1.5 Furthermore, in any given month, such services that are aimedt, or which should have been
expected to be particularly attractive to children, must not charge more that £20 (inclusive of
VAT) over a single monthly billing period. This restriction is placed on individual services and
does not prevent young people acessing different services and making separate purchases
beyond the £20 limit. We encourage service providers operating these types of services to
engage with parents to help communicate the available safeguards available in the market to
protect consumers from unexpected high bills.

1.6 ChildrenHs services should not i nviaesnrailycompet it
converted to cash.

2. Determining whether a service is targeted at children

2.1 In determining whether a PRS has been targeted at chiren, or is likely to be particularly
attractive to them, the Phone-paid Services Authority will consider each incident on a caséoy-
case basis. In doing so, the following factors are likely to be considered:

9 Data which indicates how many readers, viewes, or listeners of a publication, broadcast,
or other media where the service is promoted, are children;

1 The style, content, and composition of the promotional material (i.e. does it contain
factors likely to make it particularly attractive to children, or which would suggest
children had been targeted?).

44 The first such Notice was published on 26 March 2015 ahead of the launch of the ¥3Code g it can be found on
our website here: http://www. psauthority.org.uk/~/media/Files/14th -Code-of-Practice/Notice -of-Specified-
Service-Charges-and-Durations -of-Calls-July-2016 -final.pdf
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PSA

Phone-paid Services Authority

SECTORSPECIFICGGUIDANCE NOTE

Competitions and other games with prizes

Who should read this?

Any providers that are planning to run competition services or games with prizes. Some examples of
competition services would be:

Lotteries;

Other games with prizes;

An entry mechanism into a draw;

Information about prizes and how to claim them;
Reverse-billed auctions.

= =4 =4 =4 =4

What is the purpose of the Guidance?

To assist providers by clarifyingthe Phone-pai d S er v i c e expeétations araundtthe e of
competition services. ThisSector SpecificGuidance Note also alerts providers to other regulatory
and/or legal restrictions that relate to competition services.

What are the key points?

The mainissues for Network operators and providers to consider are:

=

Consumers should be made aware of how the competition operates.

Consumers should be fully aware of all information that is likely to affect their decision to
participate.

Promotional material should not mislead consumers.

Further information should be made available to consumers upon request.

Providers must ensure that the service is conducted in a fair manner.

In the case of competitions, providers must ensure that there is an element of skill aathed to
the entry mechanism.
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2.1

Consumersmust be fully informed

All promotional material should provide clear details as to how the competition operates.
Consumers must be made aware, before entering into the service, of any information that is
likely to affect their decision to participate. Clear terms and conditions shouldrnclude, but are
not limited to:

1
1
1

Information on any restrictions on number of entries or prizes that can be won;

The incremental cost and the full cost of participation, where his is known;

An adequate description, including the quality, of all prizes and other items being offered,
and a clear list of the numbers of each prize on offer;

Information on any restrictions placed on the availability of those prizes being offered;
Where the prize consists of vouchers, either the value of a single voucher, or the total
value, should be stated;

The closing date and time of the competition, except in instances where there are only
instant prize winners. Please note that, if no time is preided, the service is presumed to
close at midnight on the day of the competition.

There are limitations as to the available space for certain promotional mechanics (e.g. SMS/

WAP) and/or other space limited media. For promotional SMS texts (160 charders), we would
expect to see the important terms and condition
decision to participate) included in the body of the text.

As a Binary SMS message, there are usually only 30 character spaces availahle WAP- push

message, restricting still further the amount of information able to be displayed. Reference

should be made to the shortcode in either the body and/or preferably the title of the message

with the words T FREE MSGT .edif themessayb, evled activatdd,i nk a's
should take the end user to the Landing Page where the required consumer information should

be displayed.

Providers should also note that, competition service may need to comply with Special conditions

if it employs a form of subscription service of over £4.50 in any seveway period. Please see the

Sector SpecificGu i d a n c e Sbbectiption eervicdgH and det acohdiions whickpeci a
are available onthe Phone-paid Services Authority website at www.psauthority .org.uk.

Promotional material should not mislead consumers

Any promotionalmaterial in relation to competitionsservicesmust not:

T

Imply that itemsthat canbe claimed by all, or a substantial majority, of participants are
prizes;

Exaggerate the chancesof winning;

Suggest that winningisacertainty; or
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3.
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9 Suggest or imply that consumerscanonly use a premium rate servicein order to
participate,where afree,or significantly cheaper,alternative entryroute is available.

Furtherinformation should be available on request

If the following information is not included in any promotional material, it should,where
applicable, be available to consumers upon request:

1 How and when winnerswill beinformed;

How winner information may be obtained;

Any criteriafor judging entries;

Any alternative prize available;

The details of any intended post-event publicity;
Any supplementaryrules
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Servicesshould be conductedin afair and equitable manner

Providersshould ensure that all corr ect entrieshave the same chancesof winning. Prizesshould
be awarded within 28 calendar days of the closing date, unlessalonger periodisclearly referred
tointhe promotional material.

Providersshould not change the closingdate, or withhold prizes,on the grounds of an
insufficient number of entries, or where entriesare deemedto be of inadequate quality.

If thereisany subjective assessment in the selection of the winning entries(e.g.tie- breakers)
and/or awarding of prizesin acompetitionopentothe public,thenjudging should be by a person
or personsindependent of the provider and any of the intermediariesinvolved,or by ajudging
panel including at least one independent member.For the avoidance of doubt,independenceis
defined here asbeinganindividual who has nocommercialinterest in the competition or
associated premium rate service concerned.

Unless stated, no competition service may off er specific prizesthat are also off ered by other
competitions(also known asfprize poolsht

Consumersshould not be subject to any costs in order to claim prizesonce draws have been
made.For example,those serviceswhich require consumersto pay telephone or postal costs to
claim prizesarelikelyto contravenethe law. Thisremainsthe case whether or not the consumer
hasmadean ealier separate payment to enter the competition. An examplewould be where
consumersarerequiredto payto enter aprize draw, promoted asacompetition service offering
achanceto win,and are subsequently required to call anon-freetelephone number or senda
stampedaddressed envelopeto claim the prizethey are said to have won.

The Unfair Commercial PracticesDirective (astransposedinto UK national law through the
Consumer Protection against Unfair Trading Regulations2008) providesthat where promotional
material createsalfalseimpressonthat the consumerhasalready won, will win, or will on chinga
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