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Chai rmanHAs foreword

In 2020, the PSA launcheda comprehensive review of ourCode of Practice. he market had
changed fundamentallyover the ten years since the previousomprehensive review.
Consumer expectationshad changedand outcomes-based reguldion had not kept pace.

We have developed a new Code on which we are now consulting whichises expectations in
the market by introducing regulatory Standards, focuses on the prevention of harm rather
than cure, andis simpler to implement andcomply with.

We arereplacing outcomes with ten regulatory Standards. These are a clear articulation of
PSAandc onsumer sH expectations of wilr&isestamfandkirethe a n d
way services are offeredand delivered.

By introducing supervisory powers and clearer registration and verification, Code 15 will shift
focus to prevent harm rather than enforcing outcomes after harm has occurred. Consumers
should have confidence that the services they buy will deliver what they expect. For indstry,
we will support you to deliver good services for consumersCode 15 will enable us to use our
limited resources more effectively.

We have also simplified the Code and its structure where we can. The proposed Code is easier
to navigate. The current Code is supported by 22 pieces of guidance, 14 sets agpecial

conditions and six exemptions. Theproposed Codel5 removes much of this complexity. We
have dropped special conditions, incorporating only necessaryrequirements from these into

the Code. As Standardswill reduce regulatory ambiguity, much less guidance will be needed
from the PSA

Enforcement will remain a keypart of our regulatory activity but with a variety of enforcement
tools that will allow us to be more flexible in addressing harm. The draft Codbasnew
engagement powers that will bolster our ability to resolve issues quickly without the lengthy
and often costly investigations.When there isafull investigation, Code 15 is proposing new
powers to prevent unnecessary delays

Code 15will be transformative. It is a newapproach to regulation that will benefit consumers
and industry. It is a Coddor a mature market.

This consultation documentowes much to the contributions we have received during the
review period. There will be many opportunities to engage during the consultation periodand
we look forward to more fruitful discussion, so pleasedo take the time to contact us.

| am proud of the work of the PSA teamwho have delivered this ambitiousdraft Code in a tight
timeframe and inunique circumstances, and | thank them for that. We are a an opportunity to
improve still further on the progress we have made.

David Edmonds CBE
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About the PSA

We are the UK regulator for content, goods and services charged to a phone bill. We act in the
interests of consumers.

Phone-paid services are the goodsind services that can be bought by charging the cosb the
phone bill or pre-pay account. They include charity donations by text, music streaming,
broadcast competitions, directory enquiries, voting on TV talent shows and irapp purchases.
In law, phonepaid services are referred to as premium rate service (PRS).

We build consumer trust in phone-paid services and ensure they are welkerved through
supporting a healthy market that is innovative and competitive.We do this by:

establishing standards for the phone-paid services industry

verifying and supervising organisations and services operating in the market
gathering intelligence about the market and individual services

engaging closely with all stakeholders

enforcing our Code of Practice

delivering organisational excellence.
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Executive summary
Background

This review of the Code ighe first comprehensive one in more than a decade. The current
Code of Practice (14" edition) (Code 14) has been in force since July 2016. However, it has
evolved largely from the 12" Code of Practice (Code 12), which was imoduced after our last
comprehensive review of regulation in 2011.

The market we now regulate is fundamentally different to what it was ten years ago When we
first introduced outcomes-based regulation under Code 12, mobilebased services accounted
for roughly 40% of market revenues. Consumers spent over £200 million on Directory
Enquiries services and smartphone peatration was less than 50% of the populationMobile-
based revenues havenow accounted for more than 80% of revenues for thepast three yearsin
a row.

Consumer expectations have also changed, influenced by experiences in other markets and
changes in legslation. It is time for us to ensure our regulation is up to date and fit for purpose
to regul ate todayHs and tomorrowhHs market.

The newstrategic purposewe published in December 2019signalled our intention to be a
more proactive regulator that seeks to address harmj or potential harm ¢ before it occurs to
build consumer trust and confidence in the marketOur Code is at the heart of how wedo this.

We want to deliver anew Code 15 that:

1 introduces Standards in place of outcomes
9 focuses on the prevention of harm rather than cure



1 is simpler and easier to comply with.
Code 15alsoneeds to be undepinned by efficient and effective enforcemert.

This document is a formal consultation orthe draft Code 15. We want to ensure that our
decisions are based on a sound understanding and accurate assessment of all available
information and evidence and informed by stakeholder input.

This document set out the context to the draft Code and our poposals. For each of our
proposals we explain the rationale for the changes we are proposing, which is based on our
regulatory experience to date and the feedback we have already received from stakeholders.
We also include our assessment of the impact ahe proposed changes against a set of general
principles. These are: effectivenesshalance,fairness, proportionality andtransparency.

Revising our regulatory approach

Our current Code is primarily focussed orthe achievement of outcomes, but with a rang of
more prescriptive rules built in, over time. Thisapproach has served us welh the past butwe
are increasingly finding that it does not always deliver good consumer outcomes

Our current approach canlead to a lack of clarity in terms of ourrequirements and
expectations of industry and it hasresultedin a relatively complex regulatory systemg
because it relies on reactive and responsive regulatory actionRegulation & built up bit by bit
over many yedas, resulting in unnecessary cost and ucertainty. We want to move to a
regulatory regime that is built around establishingmarket standard s.

Currently , entry to the phone-paid services market is relatively open, with limited PSA
registration requirementsand responsibility for delivering compliant servicesheld by various
regulated parties throughout the value chain.It is currently far too easy for nonreputable
firms to enter the market and cause consumer harmWe want to move to a model which hasan
increased focus on verification and ongoing supervision.

We want to ensure that the draft Codeis simpler and clearer for industry to comply with and
that it allowsus to meet the needs of consumers in a changing market, not least by giving us
greater scopeto regulate more flexibly and proactively .

Our proposals
Regulatory Standards andRequirements

Under Code 15, weare proposing to introduce seven consumesfocused Standards and three
organisational Standards. These are:

Consumer-focused:
integrity

transparency

fairness

= =A =4 =
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1 wvulnerable consumers
1 consumer privacy

91 prevention of harm and offence

Organisational:

9 organisation and service registration
1 DDRAC
1 systems

Each Standard sets out the expected level of quality that relevant providers must aclieve in
relation to the provision of phone-paid services. Thesestandards will cover the provision,
content, promotion and marketing of phone-paid services and will be enforceable on their own.
EachStandardis supported by a set of more detailedRequirements.

Supervision

Under Code 15, we propose tacarry out supervisory activities to ensure we haveongoing
oversight of phone-paid services and their providers to achieve and maintain compliance with
the Code to prevent, or reduce, actual and potential harnto consumers and the market

We propose todo this using arange of targeted compliance monitoling methods, including
assessing complaints and other intelligence, audits, periodic reporting of data and information,
targeted information -gathering, thematic reviews,skilled personsreports, engaging with PRS
providers and conducting pre-arranged visits (by consent) to the premises of PRS providers.

Engagement and enforcement

Under Code 15 we propose to carry out engagement and enforcement activities to engre that
PRS providers comply with the Code. This includes engaging with PRS providers to undeastd
issues and trends in specific services, service types, sectors or the market in general. We also
propose to engage with PRS providers wherave have concerrs about compliance matters,
including in relation to the Standards ard/or Requirements.

We are proposing the following key changes to our enforcement powers and procedures:

a new approach to engagement and enforcement

an enhanced settlement process

strengthening the existing interim measures regime

a more efficient adjudicative regime

strengthening the test for prohibiting individuals

strengthening and expanding our information gathering powers.

=A =4 =4 4 4 =9



General Codeconsiderations

There are also some other geneal Code considerations on which we are consulting whiclare
set out in section 8 of this document. These includegeneral fundingrequirements, definitions,
specified service charges and call durationgnd amendment of Code prwisions.
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1. Background

Introduction

1. In December 2019,we published a newstrategic purpose. The newstrategic purpose
sets out how we intend to regulate in the consumer interest. It signalled our intention to

be a more proactive regulator that seeks to address harng or potential harm ¢ before it

occurs to build consumer trust and confidence in the market. While flexible, our existing
regulatory approach focuses on addressing harng either through enforcement or
policy intervention ¢ after the fact.

2. To enable us to meet oustrate gic purpose, we embarked on a review obur regulatory

framework ¢ the Code of Practice. The current Code of Practice (14 edition) (Code 14)

has been in force since July 2016. However, it hasvolved largely from the 12" Code of

Practice (Code 12), which was introduced after our lastcomprehensive review of

regulation in 2011. Thisreview of the Codeis, therefore, the first comprehensiveonein

more than a decade.

3. As we set out in ourdiscussiondocument, the market we regulate has changed
significantly in that period. When we first intr oduced outcomesbased regulation under
Code 12, mobilebased services accounted for roughly 40% of market revenues.
Consumers spent over £200 million on Directory Enquiries services and smartphone
penetration was less than % of the population.

4. The market we now regulate is fundamentally different. Mobile-based revenues have
accounted for more than 80% of revenues for thepast three years in a rowOperator
billing is the largest market segment(including games, entertainment, betting, gambling
and lotteries). Voice-based services have declined over that period.

5. Consumer expectations have also changed, influenced by experiences in other markets
and changes in legislation. Be it through researchengagementor complaints,
consumers tell us that they expect phone payment to be consistent with other payment
mechanics.

6. With this is mind, we feel it is time for us to ensure our regulation isip to date andfit for

purposet o0 r egul atna tt odnamarkielo wH s

Aims and objectives

7. Our aim is to develop anew Code (Code 15)more suited for this new market andwhich

meetsconsumer s expectations. We aim to

1

Introduces Standards in place of outcomes Code 15 will set minimum consumer

facing and organisational Standards for providers operating in the market to meet.

We believe Standards should be clearer and easier for industry to implement and
set minimum requirements for providers to adhere to thatmeet consumer

expectations, while retaining the space for innovation to the benefit of consumers.

11
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Focuses on the prevention of harm rather than cure. Our strategic purpose sets out
our intention to be a more proactive regulator that seeks to address potetial harm
before it emerges. Our current aproach to regulation allocates significant
resources to addressing harm once it has occurred. We believe this approacio
longer benefits consumers, providersor us. We want Code 15 to enable us to work
with provi ders to build in best practice and compliaie in the first place to avoid
harm where possible and deliver services that consumers enjoy.

Is simpler and easier to comply with. We want regulation to be as simple and easy
to implement as possible, thereforeenabling legitimate services to flourish n the
consumer interest. We understand that the current Code of Practice, and
associatedspecial conditions,guidance and exemptions, can be complex and we aim
to address this.

8. While an emphasis on the prevention of harm in the first place should reductihe need
for enforcement, we also recognise that any new Code must be underpinned by efficient
and effective enforcement.

The process

9. Since we embarked on this review of our Code, we have taken a number of steps to
ensure we have developed robust proposa that meet our aims and objectives and
consider the views of all stakeholders. These are:

1

Published a discussion document. We published a discussion document in February
2020, which set out our early thinking and soughtstakeholder input on our analysis
of the market, review objectives and some early proposals. We receiveti8
submissionsin response to the diseission document from a range of stakeholders,
including consumers, consumer advocates and industry

Engaged with stakeholders. We engaged extesively with consumers, industry,
regulators and other interested parties to get stakeholder thoughts and insight and
test our early proposal development. We hosted 12 stakeholder webinars to date
for consumers and industry,held numerousone-to-one meetings with industry,
consumer advocates and fellow regulators, and sought the views of the PSA
Industry Liaison Panel and the PSA Consumer Panel

Published this consultation . We are now seekingstakeholder input on our formal
proposals andthe draft Code.

10. Ofcom will also consult on approving our Code. Under the Communications Act 2003,
Ofcom may only approve our Codewhere it meets certain legal tests Our Code of
Practice must be approved by Ofcomifor it to have legal force.Ofcom will shortly be
publishing a consultation on approvingCode 15. Under the current agreed approach,

I Annex 2 provides a list ofpublished respondents

12



11.

Ofcom consults stakeholdersduring the sameperiod as the PSA issues its consultation
document on proposed changes to the existing Code. This more emrdinat ed approach
to consultation was introduced in 2009 to reflect the close working relationship
between the PSA andOfcom.

Following consultation:

I We aim to publish a statement in autumn . We will consider all responses and
subsequently make any required changes tour proposals and/orthe Code. Our
intention is to publish our final statement on Code 15in autumn 2021.

1  We will give you plenty of time to implement any proposals we proceed with .
Following publication of our final statement, we will allow areasonable
implementation period for proposals we decide to proceed withWe are proposing
aperiod of between three to six months before the draft Code comes into force.
We would welcome stakeholder views onthis. We intend to work with industry
during the implementation period to support the implementation of any necessary
changesfor providers so that they are ready to operate services in compliancewith
the new Code from the implementation date. Once the new Code igublished,we
encourage providers to comply with the new Code before that datewhere possible.

About t his document

12.

13.

14.

15.

This document is a formal consultationon the draft Code. We want to get stakeholder
feedback on our proposals This document, together with feedback wereceive, will
inform our final decisionson Code 15. We want to ensure thatour decisions arebased
on a sound understanding and accurate assessment of all available information and
evidence and informed by stakeholder input.This documentsets out the cantext to the
draft Code and our proposals. For each of ourproposals we explainthe rationale for the
changeswe are proposing which is based on ouregulatory experience to date and the
feedback we havealready received from stakeholders. We also includeour assessment
of the impact of the proposed changes.

We would welcome evidence from stakeholders that will assist us imeciding onour
proposals for Code 15. Ths includesany additional evidence aboutthe impact of our
proposals, includinglikely costs/benefits, so we can factor this into ourfinal decision
andour related assessment of the impacbf these changeson consumers and
businesses.

This consultation document also includes a number of questionglisted in Annex 2to
which we would welcome responses.More details about how to respondcan be found in

Section 10g Next steps.

The closing date for responses i$ July 2021.
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16. Where possible,comments should be submitted in writing and sent by mail to:
consultations@psauthority.org.uk

17. Alternatively, you can send them to:Barbara Limon, Phonepaid Services Authority, 40
Bank Street, Londm, E14 5NR.

A note on terminology

18. For the purposesof Code 14, there arecurrently three categories of defined providers.
These are:network operators, Level 1 providers, and Level 2 providers’. In this
consultation, we are consulting onchanging thenamesof Level 1 and Level 2 providers
to intermediary providers (intermediaries) and merchant providers (merchants),
respectively (see paragrapls 523-539 for further details).

19. Throughout this document we will use these termsinterchangeably but, wherever
possible,when we are referring to Code 14 requirements, we will usethe existing
names(Level 1 and Leel 2 providers) and when we are referring toour Code 15
proposals,we will usethe proposed new namesof intermediariesand merchants. This is
not intended to pre-judge the outcome ofthis consultation ¢ it is simply tofacilitate our
consultation process andto ensure that we are able to explainour proposed changes as
transparently as possibly.

2 See glossary for definitions.

14


mailto:consultations@psauthority.org.uk

2. The regulatory framework and our current regulatory approach
The regulatory framework

200.The Communications Act 2003 (1T tegirefoAct ) estab
telecommunications services, and established Ofcom as the regulatory body for such
services.

21. In respect of phone-paid services (referred to in law as Premium Rate Services (PRS)),
section 121 of the Act provides Ofcom with the power to approvea Code for the
purposes of regulating phonepaid services.The scope of ouregulatory remit is set out
inthe defi Comnt ool oéddT PRST, PERSBrCondiionnemdebywi t hi n t he
Ofcom.

22. Ofcom has designatedus, through approval of the Code, as the body to deliver the day
to-day regulation of the PRS marketWe regulate the content, promotion and overall
operation of Controlled PRS through the imposition of responsibilitiesand
requirementson providers of PRS in the Code.

23. In general terms, the regulatory framework for phone-paid services in the UK consists
of a hierarchy with three components:

9 The Act: the relevant statutory provisions governing the regulation of PRS are set
out under sections 120 to 124 of the Act. These provisions provide Ofcom with the
power to set a PRS Condition that binds the persons to whom it applies, for the
purposes of regulating theprovision, content, promotion and marketing of PRS

1 The PRS Condition: the PRS Condition requires a person to whom the PRS
Condition applies to comply with the PSA Code and with directions given by the PSA
in accordance with the PSA Code for the purposesfanforcing its provisions.

1 The PSA Code the PSA Code is approved by Ofcom under section 121 of the Act
and outlines wide-ranging rules to protect consumers and sets the processes that
the PSA applies when enforcing the Code.

Our regulatory approach

24. We regulate phone-paid services in the UKprimarily through the Code. The Code
currently sets outcomes and rules to protect consumers as well as the processes we
apply when regulating phonepaid services. We have responsibility for enforcing and
administering the Code.

25. As well as broad outcomesthe Code currently includes a range of more prescriptive
rules, includingspecial conditions, as well aguidance, to supportcompliance in line
with consumer expectations and protection requirements. The Code als@nables us to
exempt providers from strict adherence to Code provisions where a Code objective can
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26.

27.

28.

be achieved in other ways. This enables us to support the development of services that
provide value to consumers.

From time to time, we review the Codeto ensure it continues to operateinc ons umer s H
best interests and provides a fair and proportionate regulatory regime for industry.
Ofcom has powers to approve the Codevhere it meets certain legal tests.

Our new strateqgic purpose published in December 2019, states thatve build consumer
trust in phone-paid services and ensure they are welkerved through supporting a
healthy market that is innovative and competitive.

We do this by:.

1 Establishing regulatory standards for the phone-paid services industry. We set
standards, via our Code of Practiceto ensure that consumers who charge a
purchase to their phone bill do so knowingly and willingly and receive good
customer service. TheCode standards are supported byguidance, free compliance
advice, and examples of best practice.

9 Verifying and supervising organisations and services operating in the market. We
require all organisations operating in the phonepaid services market to regster
comprehensive details about themselves and the services they providend we
make this information available to consumers. We require all parties in the phone
paid services industry to check the credentials and behaviour of who they work
with, and to have systems in place to identify and deal quickly with issues affecting
consumers.

9 Gathering intelligence about consumers, the market and individual services. We
invest in research and our expert monitoring capabilities to improve our
understanding of market trends, consumer behaviour, experience and expectations,
and use this to inform and enforce thestandards we set.

1 Engaging closely with all stakeholders.We engage with all stakeholdersj
consumers, industry, government and other regulators, andlie mediag to inform
and facilitate our regulatory approach.

91 Enforcing our Code of Practice. Where apparent breaches of the Coe are
committed, we investigate and enforce, where appropriate, in the most efficient and
effective way possible. We aim to elininate sharp practices, negligent behaviour
and the deliberate use of phonepaid servicesto exploit consumers.

91 Delivering org anisational excellence. As a regulator, we are committed to acting in

a transparent, accountable, proportionate, consistent and targeted manner in
everything we do.
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3. Market and consumer context
Background

29. One of the key motivations for undertaking a comprehensivereview of the Code is the
extent to which the market has evolved and maturedCode 15 needs tobe relevant and
fit for purpose for todayHandfort o mor r owHs mar ket . This requir
market developments andconsumers # e x psamndiexpattatiens. In our discussion
document we set out, in somedetail, how the market has evolved over the past decade
and outlined the consumer research we have conducted during this time.

Market context
Discussion document
W hat we said

30. We noted in the discussion document how the marketas moved from beingheavily
dominated by voice-based services, to one which is now duinated by digital services
consumed via mobile phones, with traditional voice services decliningVhile the phone-
paid market continues to be dominated by SMEs,we have seen anumber of large blue-
chip companiesenter the market.

31. We also noted theincreasing number of purchases are now made online and consumers
increasingly usesmartphones to access the internetWe said that there has been
significant growth in operator billing, largely driven by app stores andver-the-top
(OTT)3 providers. Both gamingand entertainment serviceswere growing and in recent
years radio and television competition serviceshave alsogrown significantly.

32. Over this period the payments market more generally has also changed significantly
with the introduction of the revised Payment Services Directive (PSD2) open banking
and e-wallet services such as Appléay.

33. The discussion document noted that thereare significant opportunities for continued
market growth as consumers become both more aware Qaind confident about, making
purchases using their smartphoneswith an increasing numbe of merchants offering
phone-paid servicesas an option. We also concluded that there is a need to bettalign
the regulation of phone-paid serviceswith broader market issues to support a more
consistent and trusted consumer experience.

Stakeholder responses
Network operators

34. Telecon® saidthat our assessment wagargely derived from outdated research and
guestioned the extent to which it truly represented consumers.It also noted that
nothing was mentioned about how PSD2 limitsboth providers and innovation. It
commented that attracting blue-chip companies should not stifle the small and medium

3 See glossary
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35.

sized businesses whahey felt are often more innovative. It noted there was little
mention of Rich Communication Services RCS. It alsoasserted that growth in operator
billing is driven by operators reducing options for other payment methodsrather than
by conaumers. It noted that revenue from voice was not what it was but that since some
services canonly be provided by voice products there will always be a markebut it

may become more specialised.

Telefonica Ukargued that our market assessmentwasincomplete, one-sided and in
places lacked detailand they urged usto consider evidence directly from industry. It
noted that market growth has stagnated, with no newblue-chip companiesentering the
market and no new serviceseing developed It noted that Covid-19 had led toa
substantial increase in conference calling voice serviceand that this trend is at odds
with the overall decline in voice services observed by Ofcomhe PSA and industry prior
to Covid-19.

Level 1 providers

36.

37.

38.

Trade

39.

40.

Donrassertedthat the market assessment did not take into account changes in the
advertising market (e.g the impact of Facebook/Google) and that Gode 15 needed to
align with the realities of operating within these platforms and also allow charities to
advertise online with confidence.t felt that there was little recognition to competing
payment mechanics sich as ApplePay and felt that market growth would depend on
phone-paid servicesstaying relevant to charities and businesses against the benefits of
these alternatives. It expressed concernthat charities seemed to beconsidered only as
an afterthought.

Fonixagreedthat there has been significant growth in the broadcast and charity sector,
contributing to overall growth within the phone -paid services market

Infomediasaidthat it did not consider that phone-paid servicesare like other payment
methods anddid not agreethat they should not be compared It alsofelt that there was
only limited examination of the market outside of the UKin our market assessmentand
that it was important to consider the competition from e -wallet services.It considered
that Direct Carrier Billing was a very expensive payment mechanisrfor industry and
that it cannot compete with other payment mechanisms, particularly as the frictbnless
nature of phone-paid servicetransactions has been eroded over the years.

associations

Action 4largely agreed with ourmarket assessmentand noted the ever-changingnature
of the industry .

aimmagreedthat operator billing had grown but felt this was dueto operator focus and
not consumer demand.lt noted that in the three months following the introduction of
the subscription servicesspecial conditions, there was a declinein market revenue, and
noted that there was no evidence that app store billing willfill the gap. It noted that
voice was still important for broadcast and felt that charity donations wereunlike other
payments. It noted that their members did not agree that app stores were always god
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growth as some do not look after consumers and causearm. It also raised concerns
about US techcompani elaclidof regard for UKrequirements. It said that SMEs needed
to join the industry to encourage growth and wanted reassurance thatregulation would
not just be tailored to blue-chip companies.

41. UKCTAnNoted that revenue generated by information, connectionand/or signposting
services (ICSSjs declining, but highlighted an observed spike inthe use of ICSS during
the Covid-19 crisis inearly April 2020. They alscexpressed the view that nobody would
choose tospend significant amounts of money on calls whickould be free or at basic
rateunlesst hey had been hmisledH

Consumers and consumer advocates

42. Oneindividual respodentconsidered that there are growth opportunities in phone-paid
servicesbut noted the number of noncompliant services and said that tlis needs to be
stamped out.

43. Anotherindividual respondensaid that there is massive scope fomarket growth but
would not want to see that growth stifled or dragged down by the bad actors and rogue
companies that have damaged consumer confidence in the industrithey felt that large
blue-chip companies will be reluctant to associate themselves with a pagent platform
where it is perceived to be full of scammers.

44. Phonepaid Services Consumer Gro(RsCG}puggested that the networks shouldact in a
similar way to other payment service providers as a disputeettlement mechanism
under PSD2 and that Code 15should take a similar approachlt broadly agreed with
the market assessment and noted that therds an opportunity for phone payments to
thrive, but that operator billing and premium SMS(PSMS have an existential threat
from bad actors in the industry.It alsonoted that consumers are becoming aware of the
consequences of exempting phone payments rm PSD2.It wanted to see networks
accept the same level of responsibility ashe Financial Conduct Authority (FCA)
regulated payment processorsto improve tr ust and confidence in the marketlt also
suggested thatthere has beenlots of technology changein the pastten yearsand
charge to mobile is cumbersome compared to other payment mechanisms such as facial
recognition.

Others

45. Evinaagreed that that PSMSwill continue to migrate to new uses while online payment
will continue to grow and said that if gperator billing was to grow, the customer journey
must be competitive with other forms of digital payments. It noted that in France and
Belgium they had a geeralised, secured and smooth payment experience which has
largely eliminated the problems associaed with purchase awarenesslt said that in
these countries, protection against generalsed fraud, coupled with daily collaboration
between the different mark et players, ensures the markels sustainability.

46. One industry respondemioted that voice-based ®rvices were still an important channel
and that PSMScovers the majority of their traffic and felt that there was little
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recognition of this in the outlined approach. It felt that there was little in the discussion
document on phone-paid servicesfor donations and the obligations that come with a
donation rather than a payment.

Annual Market Review

47. Our latest Annual Market Review 2019/20 4 (AMR) confirmed many of the conclusions
set outin the discussion document and comments we received from respondentsThe
review found that PSMS was the fastestgrowing spending channel, primarily due to the
strong performance of TV and radio competition serviceslt also noted that operator
billing continues to grow, although there have been no new agreements betweemobile
network operators (MNOs) and large OTT players.

48. It alsonoted that there was unexpected growth in spending on voicébased services,
driven in large part by promotional efforts of providers of ICSShut that spend on voice
short codes has continued to fall

PSAH assessmentof inputs received

49. Having considered stakeholder responses,and our latest AMR findings and revenue
data, our provisional assessmenis that the market analysiswe set out inour discussion
document is broadly correct. We have, howevernoted feedback relating to the need to
ensurethat Code 15 works for the whole market § for blue-chips and SMEs and for both
payments and donationsg and that we should aim for a greater degree of consistency
across the whole payment infrastructure.

Consumer behaviour, experience and expectations
Discussion document
What we said

50. In our discussion document we noted that phone-paid services are not as wetknown
as some other forms of digitajpayment,b ut consumer sH expectations
their experience of using other forms of digital payment Generally, consumers are
positive when they are engaging with larger and more wetknown brands who offer
phone-paid servicesbut are less positive or less certain when they are engaging with a
lesser-known service and in circumstances where they may nobhave saight the service
out. Consumers are now more familiar with paying for things online, but they still
sometimes find themselves inadvertently signed up to a phongaid service with a lack
of awareness of how to seek a refund for that service.

51. We notedthat the regulatory and enforcement action we have taken hased to a
significant fall in complaints. While the market is delivering well for consumersthere
are some problem areas and still opportunities to improve the consumer experience.

4 The AMR isdrawn from a nationally representative consumer survey of 9,061 individuals and also in
depth interviews with executives in senior positions from 17 organisations across the value chain
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Stakeholder responses

Network operators

52.

53.

BTlargely agreed that there is an opportunity to improve consumer experiences within
the digital payments sector.It urged the PSA to carefully consider how to balance the
interests of consumers and industry to avoid any negdte unintended consequences for
market innovation.

Telecon? assertedthat not all consumercomplaints are genuineand that there needs
to be more consumer education It consideredthat the research used inthe discussion
document wasdated, hadlimited sample sizeand was qualitative. t alsosaid that the
PSAConsumer Panel does notrepresent consumers. It noted that it would be useful to
understand how other regulators assess and deal with wrongdoing and comglnts. It
said that it would be wrong to damage a sector because of an insignificant level of
complaints, many of whichit felt could be spurious

Level 1 providers

54.

55.

56.

Trade

57.

58.

Donrdrew attention to the age of some ofthe researchused inthe discussion document
and that it was skewed towards problem areas raftier than market growth and
relevance. It noted that consumersoften have stronger relationships with smaller
charities and disagreed with the reasonscited for why consumers are unhappy wih
phone-paid services.It also considered that issues surrounding onsent to charge and
fraud have been largely resolved throughspecial conditionsand that it would like to see
the PSA educates consumersaround lift ing barring facilities or enable MNOs to offer
more granular control.

Fonixsaidit would be prudent to have more consumer feedback regarding all service
types within the market. It did not believe that somefigures usedin the discussion
document could be relied onas some of theconsumer researchincluded in the
discussion document isdated. Its customer care statistics leadit to believe that it isa
small number of services operating within the phonepaid services market which are
causing consumer harm rather than the majority.

Infomediaquestioned the value of the 2014 Jigsaw researchdue to the number of
changes there have beersince then.

associations

Action4 commented that if the PSA andnetwork operators were doing a good job of
educating consumers,then there would be better understanding of services and how to
get redress or help.lt felt that there was potentially a big opportunity with younger
consumers to spend more via thesaervices if they have confidence in them.

aimmcommented that consumer education should beincluded inthe Code review and
that the research qudies quoted in the discussion document weregood butthat there
was a reed to go further and be biggerlt did not feel the PSAshould just rely on
gualitative research. It noted that the PSA nsumer Panelwere not 'industry
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59.

consumers' andsomay be misguided or lacking in knowledgeSome ofts membership
feel that researchis needed into why consumers complain tpbally and how to protect
the industry against fraudulent consumers. It also said the PSAshould use social media
to positively engage with active individuals who spread false information.

UKCTA agreed with our overall assessment and said that there waa need to build on
the research done bythe University of Nottingham to understand consumerviews on
ICSS and whether they meant to call ICSS or not.

Consumers and consumer advocates

60.

61.

62.

Oneindividual respondenagreed with our overall assessment and highlipted concerns
that consumers are not always aware of having provided their consent teharge. They
also noted that vulnerable consumers may noknow if they had been subjectto a scam
or fraudulent transaction and sothis would not be reflected inindustry complaint
figures. They suggested thatthe PSA should usenline social media forumsand Google
searches to gather consumervidence.

Anotherindividual respondentommented that the PSA ha closed avenues of
communication with consumersand it isout of step with consumers.They said the PSA
Consumer Panel is welcome but is no replacemerior real consumers They dso raised
concerns that consumers are not advisedhat they can blockphone-paid services

PSCGaidthat the market is not working well for consumers who do not know how to
contact and negotiate with providers. It alsoraised concerns on consumes level of
understanding of instructions, either failing to read, or being unable to read due to
English not being a primary language or use by childn. It was suggested thatthe PSA
should look at Trustpilot reviews of services which have generated a disproportionate
number of complaints in the past yearlt also expresseddisappointment that PSA daes
not routinely tell consumers that they can ask their network to bar phone-paid services

Others

63.

One industry rgsondentnoted the very low level of complaints it received.

Annual Market Review 2019/20

64.

65.

In our latest published Annual Market Review (AMR) just over half (52%) of UK adults
used at least one phonepaid service in 2019/20 with more consumer spexd on TV and
radio engagement (£146.1 million) than any other ca¢gory, closely followed by games
(£146 million). Half of people report that convenience is the main reason for using
phone-paid services, followed by price (46%) and impulse purchasing (45%)

The industry participants to our latest AMR confirmed both that consumer confidence
in phone-paid services is increasing and that theravas more that could be done to
reduce complaints. This idurther confirmed by the fact that the Net Promoter Score for
the phone-paid services industry §17) sawa significant improvement compared with
the previous year (26). 24% of users over the past year have reported problems with
phone-paid services with the three mostcommonly cited problemsbeing: difficulties in
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66.

67.

68.

69.

accessing or using a service (41%), differees from what was advertised (39%), and the
price (38%).

Other commonly cited problems include undelivered services, charges or subscriptions
without consent and that the service was not as useful as expected.

These problems correspond to the remarks made by industry participants to the
discussion documentaround what they saw as a lack of customer awareness on pricing
and the nature of services, especially with access charge fees for premium rate voice
services.

The largest number of problems were reported when using sexual entertainment
services and personaknd relationship services, while survey respondents reported the
fewest number of issues when making charity donations.

The AMR also notedthat our recent regulatory interventions ¢including special
conditions for subscription services andour enforcement focus ondue diligence, risk
assessmentand control (DDRAC) § have helped to deliver a more compliant market

Consumer vulnerability

70.

71.

In August 2020, we publishedareport on consumer vulnerability. We conducted this
study to help inform both our own work and the development of Coce 15. Thereport
highlighted some of the features of the phonepaid servicesmarket which affect
consumer vulnerability. Examples includethat phone-paid services payments are
usually made on a small screenwhich can be difficult to access for some consurars, and
that consumers may be reluctant to complain or seek redres# they encountered
problems using some phonepaid services, such as adult services.

Thereport alsonoted that it is difficult to quantify with any precision the level of
detriment that vulnerable consumers might experiencebut that the impact could be
significant. For example, a&consumer could be susceptible to feeding a gambling
addiction through phone-paid servicesthat are quick and convenient to use.

PSAH assessmentof inputs received

72.

We note that many of the respondentsto our discussion documentbroadly agreed with
the conclusions we drew Some cautionedus not to rely on some of the older pieces of
research evidence wepresented, but did not offer any newresearch for us to corsider
or any evidenceto support a viewthat the situation is now different or that the
conclusions of previous research are now invalidWe have noted the comments about
the need tobalance the interests of consumers while avoiding stifling market
innovation which is in the interest of consumersThe latestAMR has confirmedthe
overall trend towards a more compliant market and increasing levels of consumer
engagement and confidence. Buit is equally clear that more can be done to improve
C 0 n's u me riente ofdhe phene-paid servicesmarket and there remain intrinsic
features of the market which put some consumers at greater risk of harm
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Future trends
Discussion document
What we said

73. In our discussion documentwe observed that the future was likely to see nore
engagement from blue-chip companiesand that this would bedriven in large part by the
continued growth of app-store purchases We also expected to seeontinued growth of
operator billing and some FSMS(such as radio and broadcast competitias)and the
continued decline of voice-based servicesWe felt that there would be increasesin
consumer awareness, confidence and trust of phongpaid services, particularly as a
result of blue-chip companies offering phonepaid serviceseither as an option or as
default.

Stakeholder responses
Network operators

74. BTstated that the PSA may wish to consider whether Brexit affords any new flexibility
or opportunity to stop harmful practices used by some providers marketing and selling
services to UK customers while located inEU Member States

75. Telecom ighlighted that RCS does not appear to have been considered. Another issue
it felt could impact the market isthe access charges being raised by some consumers'
network operators. These are unregulated and times more expensve than the service
charge. It also highlighted that there was no mention of potential conflicts with other
regulation such &s, for example,with society lotteries.

Level 1 providers

76. Donrnoted that with the advent of e-money services it was important to consider
services outside the scope of digital goods and services, which feature as partmfany
Level 1 provider sfbusiness development plans. Whi it was not an area that they were
currently able to attribute a financial value to, it felt it would continue to grow as the
expectations of blue-chip companies rarely align with the nuances of the currenphone-
paid services sector.

77. Infomediawas concernedthat the development of an immediate payments
infrastructure may have a significant dampening effect onoperator billing . Alongside
the issue of high transaction cost was the processing time anitl noted that e-commerce
was rapidly moving to instant, or & worst seven-day, payments.

Trade assodations

78. Action 4observed that the regulation and laws were now so overcomplicated that it was
prohibiting people wanting to come into the industry.
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79. aimmwas surprised that there is no mention of RCSItalso thought that voice short
codesshould be considered, as well as any restrictions on gabling.

Consumers andconsumer advocates

80. Oneindividual respondenhi g h | i g ht e BandboxehpploaZihdrdthe opportunity
for mobile to further develop.

81. Anotherindividual respondensaid that they felt that phone-paid servicesneed to
moderniseto survive.

82. PSCG&onsideredthat there is enormous scope forthe development of areputable, safe
phone-paid servicessystem. Such a system could be FCA regulated, allowing it to handle
payments for a much wider range of goods and services.

Others

83. Evilmagreed thatlargebluec hi p compani es <c¢an ddeomogcoroad ibzyeTh el
usage but felt that smaller and local merchants should not be sidéned.

84. One industry respondemioted the absence of any discussion about RCS and said that it
should be corsidered as it could change the way the market works. It also observed that
changes to the gambling restrictions could impact on its businesses who use credit as a
form of payment. While it is still a relatively new restriction, it felt that an assessment
should be conducted as to how this may impact the industry.

Annual Market Review

85. Our latest AMR concluded that there is likely to be a continued increase ikonsumer
spend on TV ad radio engagement, games, entertainment, betting, gambling and
lotter y services but noted that some growth may be constrained in 202122 due to the
impact of the pandemic. Charity donations were expected to continue to reflect the
seasonality of telethons. It was also felt that spend on voicebased services and on
services relying on limited marketing and advertising would continue to decline but
noted the small core of loyal users who continue to use these services.

Mobile network operators

86. In light of comments received to our discussion document, welso specifically sought
views from MNOson future market trends. In their responses, they made thdollowing
observations:

9 asteady but rising market for operator billing, it was noted that the lead in time for new
sectors to enter and grow in the marketcan be long

9 asteady but rising market for PSMS
9 the surge in growth of radio and TV competitions is probably not sustainable and a

number of legacy services will see a decline which will temper overall growth
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1
1

demand for voice short codes vasexpected to be either flat orin decline

the emergence ofopportunities from new technologies, such asRCS

PSAH assessmentof inputs received

87.

88.

Our provisional assesament is that the future market and consumertrends which we
identified in the discussion document have beerbroadly confirmed by the latest AMR.
However, we also note responses on thedisruption caused by theCovid- 19 pandemic
and the, asyet unknown, long-term impact this might have.Respondents fom right
across the value chain commented otthe impact of new technologies and deelopment
of other payment mechanismsand the need for phone-paid servicesto retain their
attractiveness as a payment mechanismespecially for the bluechip companies.

However, we note that where goodsare consunmed on a phonethis increases the
potential for payments to be madeusing a phone bill. Several industry respondents
mentioned RCS. We did not mention RC# the discussion documentbut we have been
monitoring the development of RCSTo date, we have not seen RCS deployed to any
significant degree associated with phonepaid servicesg it has largely been used as an
enhanced and improved method of bilk messaging.There has been nothirg to date in
our discussions with industry that suggests that RCS will significantly change our
assessment of marketand consumer trends in the near to medium term.
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4. Proposed regulatory approach

Background

89.

In our discussiondocument, we set out our initial thinking for a new regulatory
approach, taking account of our new strategic purpose, with a view to ensuringur
regulation remains fit for purpose, now and into the future.We highlighted the
following key broad themes in terms of possible change® our regulatory approach:

9 introduces Standards in place of outcomes
9 focuses on the prevention of harm rather thancure

9 is simpler and easier to comply with.

Introduc es Standards in place of outcomes

What we said

90.

91.

92.

In our discussiondocument, we said we currently operate a broad outcomesased
Code which is primarily focussed on theachievement of outcomes, but with a range of
more prescriptive rules built in over time.

While this approach has served us well, we said we were increagjly finding that it does
not always deliver good consumer outcomes as it can lead to a lack of clarity in terms of
our requirements andexpectations of industry. We said that our experience is that this
approach allows for significantly different interpret ations by organisations as to how
best to achieve the desired outcomes, potentially leading to harmful practices and
necessary regulatay action to ensure consumers are protected from harm.

We noted that another common criticism of our current approach is that it results in a
relatively complex regulatory system. This is because it relies on reactive and
responsive regulatory action to clarify expectations, either through policy or
enforcement-based interventions. Consequently, regulation is built up bit by bit over
many years, resulting in unnecessary cost and uncertaintye said that through this
review, we want to consider the meritsof moving to a regulatory regime that is built
around establishing marketstandards. We identified the following benefits:

1 greater clarity as towhat is expected from industry in line with market best practice
in the phone-paid servicesand other relevant adjacent markets

1 amore effective way of meeting consumer expectations, leading to increased trust
and confidence in the market

1 greater flexibility in how regulation is applied, including theability to consider
alternative means to achieve the regulatoly Standards, such as exemptions from
certain Code Requirements, for those organisations who commit to meeting the
agreed Standards.
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Stakeholder responses
Network operators

93. BTsaid it was very supportive of raising marketstandards but was concerned hat this
may mean a return to a more prescriptive regime and that it would, therefore, welcome
clarity on how harmful practices would be better addressed using an alternative
regulatory approach.

94. Telecom Agreed that the current Code is too open to interpretation and that while it
would welcome more clarity around therequirements of the Code, it was not sure that
prescriptive standards were the answer. It noted that outcomesbased regulation
provided flexibility which would be absent from standards.However, it alsosaid it was
difficult to comment further without more detail on the standards.

95. Vodafonesaid it strongly supportedthede t a i | of Mobile UKHs respon
has sight of the consultation document, it will be able to determine how/i the PSA
intends to merge the outcomesbased Code with the detailed rules bound in the
numerous special conditions and slimmed downpart four of the Code.

96. TelefonicaUkve |l comed t he PSA#Hs recognition that the
and difficult to comply with. It agreed that there is merit to moving to a regulatory
approach that offers providers greaterh b e f o r e Htlahitg. H@®veverpittargued
that such anapproach should be treated with caution as an overly prescriptive approach
to regulation could have unintended consequences that might stifle innovation and
undermi ne the PSAHs atantaedmipt s t o rai se mar ket

Level 1 providers

97. Donrsuggestedthat anecdotal evidence from Codel4 such as subscription sigrups
without consent was not a relevant consideration for Code 15. This was because the
special conditions and consent to charge work has resolved these issues and that Code
15 should focus on thefuture.

98.Infomediawas supportive of regulatory hsandboxH pi
i nnovati on. I't did, however, discourage devel
could discourage innovation. It argued the process should be relatively ok, and the
outcomes of sandbox trials could then feed into the more detailed full exemptn
process.

Trade associations

99. aimmsaid that its members suggested that the justification for an outcomesbased
Code was that it was future-proofed. It was concerned that ifraising market standards
resulted in a set of hard and fast rules for various tehnologies, it may not be
appropriate. It noted that its research into regulation in other territories highlighted
other approaches which work elsewhere, in markets whicht considered have parity to
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thosein the UK, including models which have greater céhboration between the
regulator and regulated companies

100. MobileUKwas concerned that there has been a failure of corporate memory and that
the PSA was not recognising why it moved to a principlebased approach in the first
place as part ofthe shift to Code 12.It said that no regulatory system can hope to
anticipate every way in which rogue actors will seek to work round rulesg that is why
the principles-based approach was developed. The regulator found the prescriptive
rules were too inflexible to change when found wanting.

Consumersand consumer advocates

101. CommunicationsgConsumerPanel(CCP)AdvisoryCommitteefor Older andDisabledpeople
(ACOD)elieved the regulator should set clearstandards for providers to comply with ¢
before making purchases, during a sale and afterwardg) putting the onus on providers
to be accountable and to orate under a culture of fairness. It saw the setting of
standards at all stages of the consumer journey as important in empowering consumers
and building trust in this sector g and ultimately providing consumers with an easy and
efficient experience of using telecoms services.

102. PSCG&Gndoneindividual respondenagreed that the regulatory approach needs to
change from the current, outcomesbased approach. They arged the subjective nature
of many of thel o u t c enakessitipossible for providers and aggregators to claim that
a service complies with the Code despite ausing significant consumer harmThey
argued that fundamental reform was long overdue, and that MNOsshould take the lead
on this.

W ebinars

103. A common themethat emerged wasthat while an outcomesbased Codehas benefits,
there have beenmany changes over time which hae resulted in costs, complexities and
uncertainty for industry, and impacted ontheir ability to be flexible in achieving
outcomes. It wasalsonoted that the current approach meantthat the PSAhashad to
become morereactive over time, with lots of service types now havingspecial
conditions in place which set out much more prescriptiverequirements for how a Code
outcome must be met, as wellsguidance.A number of stakeholders considered this
can impact ontheir ability to innovate and can negatively impact compliant companies.

PSAH assessmentof inputs received

104. We note that many stakeholders were supportive of moving to a new approachbased
on regulatory standards as our existing approach isonsideredto be too open to
interpretation . This, itwasargued, has resulted in arelatively complex regulatory
system, built upover time, through the imposition of special conditions and
development of guidance.We note that stakeholders requested further clarity from the
PSAintermsofwh at we metandatds-thbays ead Hh ap pr ocancémmeda nd wer e
about moving to amore prescriptive regime. We intend to provide this clarity through

29



this document. Our view is that moving tostandards is moreabout setting out an
expected level of quality that providers would have to meetg somewhere in between
outcomes and prescriptiverules § and would provide increased certainty to industry
stakeholders in terms of ourrequirements andconsumer expectations. We note the
views expressed on prescriptive rules. We agree that narrowly drawn prescriptive rules
could be overtaken by changes in ayhamic market or simply become obsolete. We
believe the approach we have taken in settingtandards avoids that problem as we set
out in detail in this document.

Focuses on the prevention of harm rather than cure
What we said

105. In our discussiondocument, we saidthat under Code 14 entry to the phonepaid
services market is relatively open, with limited PSA registrationrequirements and
responsibility for enabling, facilitating and delivering compliant services by various
regulated parties throughout the value chain. Our eyerience is that this means it is far
too easy for nonreputable firms to enter the market and cause consumer arm,
resulting in trust and confidence in the market being damaged. This is highlighted by the
fact that a number of parties who have been subjeco enforcement action have simply
liquidated or otherwise exited the market following the imposition of sanctions against
them.

106. Accordingly, we said that through this review we want to explore the benefits of
moving to a model which has an increased fus on verification and ongoing supervision
for the benefit of market health, integrity and reputation and consumer confidence.

Stakeholder responses
Network operators

107. BTsupported an increased focus on preventing, rather than curing, consumer harm
within the market . It said that should the PSA choose to adopt a more proactive
approach to monitoring the market and intelligence gathering, it would welcome a
di scussion about the pros and cons of wusing

108. TelefonicdJK agreed that focusing on prevention rather than cure was the right
approach but, also, that the PSA must recognise the obvious tradeffs. It agreed, and
wel comed, the PSA#Hs recognition that it can
diligence andsecurity checks already undertaken by MNOs in the market. It said that
the PSA needs to consider how it can best align and complement the due diligence
already undertaken by MNOs (and vice versa).

Level 1 providers

109. Fonixsupported the initiative to rais e industry standards based on prevention rather
than retrospective action. It argued that there should be more onus on the MNOs to
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take action at a network level for the small number of bad players operating within the
market.

Trade associations

110. Action 4said that it welcomed a move by the regulator to prevention rather than cure
but that the industry would need to see what this means.

111. aimmexpressed concerns around making a prescriptive set agftandards and then
increasing the amount of verification and supervision around those. It argued that
members would want to be fully included in any process that results in a set of
standards, andany monitoring of those, to ensure they remain future proof,
technologically possible and consumer friendly.

112. Mobile UK noted that the fact that bad behaviour still goes on in the market does not
mean that the rules are wrong, or that the whole regulatory framework needs changing
to deal with a small minority. It argued that proportionate regulatory steps should be
taken to minimise the risk of rogue actors. It noted that some of the steps proposed in
the discussion document, including the proposed focus on prevention rather than cure,
could achieve this.

Others

113. Evinabelieved the increased focus on prevention is absaitely critical.

Webinars

114. There was broad consensu$y stakeholdersthat we should look at what we can do
through Code 15 to ensure that only wellintentioned providers that put consumers at
the forefront of what they do can enter the market. Another key theme related to the
need to review responsibilities across the value chain and th@pportunities to
strengthen due diligencerequirements, alongside considerations about market entry.
The importance ofstriking anappropriate balance between getting the eriry
requirements right, while supporting innovation and enabling new andlifferent
services to enter the market to the benefit of consumers was also raised

PSAH assessmentof inputs received

115. We note there was broad agreement thatbarrier sto entry int o this market are too
low, with many problems associated with bad actoravho are able to enter and exit the
market too easily and without consequence We note that many stakeholders saw Code
15 as an opportunity to introduce greater discipline at the markd entry level, which we
welcome. However, we also note theconcerns raised about striking an appropriate
balance between getting the entryrequirements right, while supporting innovation. We
agreewith these comments so long as innovation ig the interests of consumers
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Is simpler and easier to comply with
What we said

116. In our discussiondocument, we said that we wanted to ensure that the draft Code was
simpler and clearer for industry to comply with. To do this, we said that we considered it
appropriat e to review the role, purpose and structure of the Code. We said that some of
the proposals we are considering would allow us to meet the needs of consumers in a
changing market, not least by giving us greater scope to regulate more flexibly and
proactively. We highlighted the following potential benefits of such an approach:

1 providing increased certainty to industry stakeholders in terms of ourrequirements
and expectations through the establishment of regulatorystandards

1 making it easier to update certin standards in response to market developments and
changes in best practice

91 the potential for more flexible regulation, including the ability for regulated parties to
achieve the regulatory standards through alternative means where regulated parties
commit to meeting the agreedstandards.

Stakeholder responses

Trade associations

117. Adiion 4 agreed with our intent to have aCo d e  w Is simpler ahd clearer for
industry to comply withT.

118. aimmagreed that compliance with the Code should be simpleln particular, it
highlighted research into four other international jurisdictions which was carried out by
Fladgate LLP on itsbehalf. In so doing, aimm stated that it wanted to provide context
around its response, but also to provide strong evidence to denonstrate that there are
other successful frameworks beyond either that which is currently utilised within the
UK for regulating this market, or that which is being proposed. It argued that the
research showedseveral frameworks "which are simpler, more eficient, more
collaborative and on a smaller budget.

119. The report stated that the countries surveyed/considered were carefully chosen to
represent a range of models of regulation against a baseline of beinga(fly) well aligned
with the UK market for PRS It highlighted the following key takeaways from the
research:

1 short and simple Code documents (Sweden)
9 elements of a selfregulating industry (France, Sweden, The Netherlands)

9 collaboration with industry on Code reviews and agreement from industry on ©de
changes (France, Sweden, The Netherlands, and South Africa)
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i clear communication pathways, swift processes, and quick turnaround times
(France, Sweden, The Netherlands and South Africa)

1 a mainly nformal process for dealing with initial issues (The Netlerlands and South
Africa)

1 athoroughregistration process (The Netherlands)
9 aconsiderably lower budget model (Sweden, The Netherlands, and South Africa).

120. aimm's conclusion of the research was ishows that in other territories consumer
outcomes can beimproved by helping them to selfserve in a more efficient way,
removing the requirement for regulatory intervention.

Others

121. Oneindustry respondenagreed that developing best practice templates vould be
helpful to the industry. It would be good to better understand how the exemption
regime may work in practice.

Webinars

122. At our webinars, the importance of clarity and simplicity came through strongly in
discussions including strong agreement about the need tdhink about how we can
develop a Code thatis easier to navigate and simpler to comply with, and one that isot
too prescriptive.

PSAH assessmentof inputs received

123. We note that there was strong stakeholder support in terms of moving to asimpler
and clearer Codefor regulated parties which would aid compliancein the consumer
interest. One stakeholder was also keen to understand more about how our proposed
exemptions processwill work .

124. We have also considered theresearch providedto us by aimm However, while the
research isaninteresting look into the regulatory models which are employedin other
countries, wedo not think this research and the conclusions being drawn from it are
relevant to the UK market, for the following reasons:

9 the research is making comparison with industry sefreg ul at i on model s. The
approach to PRSis governed by the Act, which includes the requirement at section
121(2)(b) that Ofcom should only approve a ©de of Practice for the regulation of the
mar ket i f the organisati on indgpendeatbfiheg t he Cod«
providers of premium rate s erregulat@ysniodeloht i s di
the lines advocated by aimm would be conistent with that requirement .

9 the research provides no real detail about the legal basis for the regulain in the
territories surveyed. It neither details the legal underpinning that allows for self
regulation nor does it provide any detail on the legal/contractual arrangements that
make them work.
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9 as importantly, there is very strong evidence that industry self-regulation is not
appropriate for the UK market. There is a long history of significant harm and specific
incidents or reasons for that harm which have not beeradequately addressed by
industry measures, ranging over time from consumer harm causedybinternet diallers
to internet -based subscription services offering various forms of content. We also note
that the Payforit scheme was originally set up by MNOs with the intention of not
needing regulatory oversight - indeed the MNOs argued for it not tobe included in the
P S A#rs Howewner, it ultimately failed to provide the level of protection that
consumers expected and needed, with exploitation of the weaknesses in the scheme by
unscrupulous industry participants leading to a highly damaging impatcon the brand
and the scheme beng withdrawn. It has taken strong regulatory intervention to deliver
a major reduction in harm

9 the research provides no information about the levels of compliance or harm in the
markets referenced. Arecent research report by an industry monitoring company
placed South Africa last for compliance among all the countries referenced in the
report, for example.

Consultation proposals

125. Basedon our key themesidentified earlier ,we are proposing the following changes to
our regulatory approach.

Regulatory Standards andRequirements

126. Under Code 15, we propose that our regulatory approach is based on setting
overarching regulatory Standards, eah of which is supported bya set of more detailed
Requirements.We are proposing to introduce seven consumeifocused Standards and
three organisational Standards. These are:

Consumer-focused:

integrity

transparency

fairness

customer care

vulnerable consumers
consumer privacy

prevention of harm and offence

=A =8 =4 4 -4 -4 9

Organisational:

9 organisation and service registration
i DDRAC
1 systems

127. We propose that eachStandard sets out the expected level of quality that relevant
providers must achieve in relation to the provision of phone-paid services. These
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Standards will cover the provision, content, promotion and marketing of phone-paid
servicesand will be enforceable on their own.

128. We propose that each Standard should be underpinned by Requirementsthat are
designed to suport providers in achieving the Standard.

129. Further detail as to theseStandardsis set out inChapter 5.

Q1 Do you agree with our proposed regulatory approach relating to regulatory
Standards and Requirement s? Please provide an explanation as to why ya agree or
disagree.

Service-specific requirement s

130. In the current regulatory framework, there are 14 special conditions which apply to
specific categories of service. As we outlined earlier in this document, we are proposing
to remove special conditions in Code 15 and incorporate some of thm into the
proposed Standards.

131. However, we are proposing to retain some elements of currentspecial conditions and
guidance within a servicespecific requirements section of Code 15. This is where we
believe the requirements are so specific to certain types of servicéhat they cannot be
easily applied to all services.

132. We are proposing servicespecific requirements for the following service types:
9 society lottery services
1 professional advice services
9 competition services (including TV and radidoroadcast services and voting services,
and call TV quiz services)
I remote gambling services
live entertainment services
9 services using virtual currency.

=

133. All the proposedrequirements have been adapted from the ctrent special conditions,
except the proposedrequirements for services using virtual currency and some of the
proposed requirements relating to competitions, which have been adapted from
relevant guidance notes.

134. The proposedrequirements havealso been simplified and condensed wheregin our
provisional view, it is appropriate to do so. For example, where a category of service is
dual regulated, such as remote gambling and society lotteries, we have reduced the
number of applicable requirements by not replicating Gambling Commission rules. We
have also removed therequirement for a bond for live entertainment services(g this is
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on the basis that we believe theStandards and increased supervision/compliance
monitoring combined will provide adequate consume protection.

135. We are also proposing to move away from the concept dfhigh riski services which is
the current threshold to be met for the introduction of special conditions. Our
provisional assessment is thathe need for such a threshold is obviatedoy the move to
Standards which apply across the boardThe move away from thelhigh riski threshold
will also provide us with greater flexibility to update or amend these servicespecific
requirements as needed (following consultation) without the need taconsider whether
or not a service isl high-riski. This will mean we are able to respond to issues, or changes
in technology or consumerexpectations, much more swiftly.

Q2 Do you agree with our proposed regulatory approach relating to service -specific
requirement s? Please provide an explanation as to why you agree or disagree.

Guidance and advice to support compliance with the draft Code

136. We propose to continue to providegui dance t o s etpecmtionsatdhe PSAHS
provide more detail on how PRS proiders can comply with theStandards and
Requirements, both generally as well as in relation to specific service types and charging
mechanics.While the guidance will not be binding on providers, wewill take into
account whether or not provider s havefollowed the guidancein considering any alleged
breach of the Gode and/or the imposition of sanctions We will also take into account
the extent to which providers have attempted to comply with the Code by using
methods other than those set out in theguidance, and/or the extent to which providers
have engaged withusas part of developing any such alternative methods.

137. We will consult on guidance following on from the publication of our statement on
Code 15.We would welcome comments from stakeholders on oumproposed approach
to guidance as well as areas wherguidance would be helpful. We have included in
Annex 3 a provisional list of the guidance which weintend to consult on following
publication of our statement.

138. We alsopropose to continue to offer compliance support by issuing nonbinding
compliance advice to providers on request. Our provisional view is that whether or not
providers have sought and/or followed compliance advice will be taken into acount in
considering any alleged breaches of the Codand/or imposing sanctions.

Q3 Do you agree with our proposed regulatory approach relating to guidance? Please
provide an explanation as to why you agree or disagree.

Q4 Are there any areas where you consider that guidance would assist with compliance
with the Standards andRequirements?

36



Q5 Do you agree with our proposed regulatory approach relating to compliance
support? Please provide an explanation as to why you agree or disagree.

Best practice information

139. We propose to publishand update best practice information following appropriate
consultation. This will aim to focus on actions and behaviours that go beyond
compliance with the Standards andRequirements by setting out what we consider to be
the most effective way of meeting consumer expectatons in the provision ofphone-
paid services.

140. We propose to take compliance with best practice information into account when
considering any alleged breach of the Codand/or imposing sanctions.

141. Where aPRS providerhas achieved an expectation set outri the best practice
information, we propose that weare able toreview and vary anycompliance monitoring
requirements in respect of that provider.

Q6 Do you agree with our proposed regulatory approach relating to best practice
information? Please provide an explanation as to why you agree or disagree.

Q7 Are there any areas where you consider that best practice information would be
helpful?

Supervision and verification

142. Under Code 15, we propose to move to a modelwhich has an increased focus on
verification and ongoing supervision, forthe benefit of market health, integrity and
reputation ,and consumer confidence Our provisional view is that this will work as
follows:

Enhanced natification through the registration scheme

143. We proposeto carry out checks on PRS providers through an enhancetkgistration
system, which will enable us to collect and verify essential information about PRS
providers and their services. Weconsider this should include, amongarious other
requirements, information relating to relevant contact details of individuals in the
organisation, relevant numbers and access or other codes as well as the identity of
other providers involved in the provision of the service.

Strengthened DDRACrequirements

144. We propose to put in placemore stringent DDRAC requirements for all PRS providers
in order to ensure that all such providers undertake thorough DDRAC in relation to all
persons with whom they contract.
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Supervision
145. We propose to carry out supervisory activities for the purposesof:
assessing a PRS providerHs | evel of compli a

enabling timely identification and resolution of issues

)l

1

1 proactively addressing any such issues

1 reducing the risk of actual or potential harm to consumers arising from such issues
)l

ensuring that the PSA can take informed decisions in carrying out its regulatory
functions.

146. We proposeto carry out these activities through a range oftargeted compliance
monitoring methods, includingassessing complaints and other intelligenceaudits,
periodic reporting of data and information, targeted information -gathering, thematic
reviews, skilled personsreports, engaging with PRS providersand conducting pre-
arranged visits (by consent) to the premises of PRS providers

147. Our provisional assessment is thabour proposed new approachto supervision and
verification will enable us to havea morecomprehensive understandingof PRS
providers and the services that are ofered to consumers. Thiswill help us better
protect consumers by taking proactive regulatory adion that is proportionate, efficient,
timely, targeted, and effective.

148. Further detail as to our approach to supervision and verification are coveredn
Chapter 6.

Q8 Do you agree with our proposed regulatory approach relating to supervision and
verifi cation ? Please provide an explanation as to why you agree or disagree.

Code compliance: engagement and enforcement

149. We propose to carry out engagement and enforcement activitiesvhich seek to ensure
that PRS providers comply with the Code. This incldes engajing with PRS providers to
understand issues and trends in specific services, service types, sectors or the market in
general. We also propose to engage with PRS providers whekge have concerns about
compliance matters,including in relation to the Standards ard/or Requirements.

150. We propose to do thisbymovingaway from the current model of
2H procedures t o @volveswuse sienquitydetteusr warnimgheitecsh
and formal notification and enforcement notices. Our provisional view is that this will
provide a much cleaer overall structure of the engagement and enforcement routes
openusand provide a clearer framework aroundthe informal resolution of issues or
caseswhich currently sits outside Code 14.
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151. Alth oughit is currently open to usto engage with industry informally, we consider that
it would be beneficial to have clarity within Code 15 and any supporting procedure®n
the use of informal engagementor resolution tools, to help ensure that suchtools are
given due weight by the industry.

152. We also consider that this would provide more flexibility for usin terms of how we
deal with any compliance concerns and allow the opportunity for more cases to be dealt
with through informal resolution rather than fo rmal enforcement action. We consider
this would work as follows:

1 Enquiry letters . This would be a tool through whichwe are able to engage with PRS
providers to better understand Code compliance issues and trends. This
engagement will support and inform ou decisions on appropriate regulatory
priorities and action. Failure to respond to anenquiry letter without good reason
and/or repeated failures to respond would be a relevant factor which we would take
into account as part of our proposed new ceoperation requirements.

1 Warning letters . Where it appears tousthat a breach of the Code has occued or is
likely to have occurred (whether or not an enquiry letter has been sent or a
response received, we would be able to issue awarning letter to the relevant PRS
provider. In awarning letter, we would set out our concerns and require a response
and/or corrective action to be taken within a specified timeframe, rather than
proceeding to place the matter before a Tribunal or a single legally qualified CAP
member (at which point sanctions can be applied).

Q9 Do you agree with our proposed regulatory approach relating to Code compliance:
engagement and enforcement? Please provide an explanation as to why you agree or
disagree.

Tailored approach to regulatio n

153. We propose that Code 15provisions will apply to all PRS providersunless an
alternative approach to achieving compliance is agreed with, or proposed by, the PSA
Thisapproach builds onthe current permissions regimeset out in paragraph 3.10 of
Code 14.

Bespoke permission

154. Where PRSproviders demonstrate to our satisfaction that they are able to achieve any
of the objectivesof the relevant Code provision(s) through meas other than strict
adherence to such provision(s)we propose being able to grahpermission in writing for
the alternative means to be usedGranting of such permission may be subject to
conditions which we would agree with the provider and which might include for
example enhanced reporting requirements. Whenever we grant bespoke pemission,
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we would publish certain information on our website, prior to the permission taking
effect.

General permission

155. Where we consider, following consultation, that anyrequirement or other obligation in
any other part of this Codecan be met by mean®ther than strict adherence to these
requirements or obligations, we propose being able togrant permission to all relevant
PRS providess by issuing a noticewhich sets out certain details relating to this general
permission, includingwho the notice applies to, what the alternative means are, the
relevant provisions of the draft Code and any relevant conditions which we propose to
attach to the use of the alternative means.

156. In terms of general and bespokepermissions, we see tlese aslargely building onour
current permissions regime under Code 14, whichalready provide s permission for
certain servicesto operate without having to comply with specific Code povisions
where we believethey canachieve the relevant outcomes of the Code through other
means.

157. Following on from the publication of our statement on Code 15 we intend to set out
through a published notice the existing permissionsunder Code 14that will continue to
apply under Code 15.We also intend toset out a list of exemptions published under the
current registration provisions of Code 14that will also continue to apply under Code
15 for the purposes ofthe organisation and service registrationStandard and
Requirements.

Q10 Do you agree with our proposal to tailor our approach to regulation, including
introducing bespoke andgeneral permissions as part of the draft Code? Please provide
an explanation as to why you agree or disagree.

Q11 Do you have any commentsabout the existing permissions and exemptions under
Code 14 and/or our proposed approach to ensuring certainty and clarity on their status
under Code 15?

Prior permissions

158. We propose to retain the existing prior permissions regimewithin the draft Code that
will enable us to requireparticular categories of serviceto only be provided with prior
written permission from us. We propose to give r@asonable notice of any such
requirement and the category of service towhich it applies. We would publish a full list
of such service categories orour website from time to time. In deciding whether to
apply prior permissions, we propose to take account of allelevant factors including the
compliance of the relevant PRS provder. We also propase that it should be open to PRS
providers who have applied for prior permission and are not satisfied withour
determination , to apply tothe chair of the Code Adjudication Panel (CAP)for a review
of the determination.
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Q12 Do you agree with our proposed regulatory approach to prior permissions? Please
provide an explanation as to why you agree or disagree.
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5. Regulatory Standards andRequirements
Introduction

153. In this section, we describe the overarchingegulatory Standards,and detailed
supporting Requirements, which we propose will form the basis of our new regulatory
approach. As described in sectio, we are proposingto introduce seven consumer
focused Standards and three organisationalStandards:

Consumer-focused:

integrity

transparency

fairness

customer care

vulnerable consumers
consumer privacy

prevention of harm and offence

=A =4 =4 4 -4 -8 =9

Organisational:

1 organisation and service registration
1 DDRAC
I systems

Integrity Standard

Proposed Standard

Organisations and individuals involved inthe provision of PRS must always act with integrity
and must not, in respect of any part of their provision of PRS, act in a way that brings or
might bring the PRS marketnto disrepute.

Rationale

This Standard aims to ensure that providers act in a maner that supports the integrity and
orderly functioning of the phone-paid services sector, observe propestandards of conduct,
and uphold the reputation of the market at dl times. This helps to build consumer trust in
the phone-paid services sector and asures that consumers are well served by a healthy
market that is innovative and competitive and works in their interests.

Our regulatory approach under Code 14

159. Under Code 14, there are a number of general responsibilities which apply to
providers of phone-paid servicesand which set out various rules and responsibilities
relating to their role in helpingto support PSA regulation. These include, among others,
the following responsibilities:
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1 to ensure that that PSA regulation is satisfactorily maintained by taking all
reasonable steps to meet therequirements of the Code and to carry out their
obligations promptly and effectively, including ensuring that all consumer
complaints are handled quickly and fairly (paragraph 3.1.1)

1 having regard tothe funding provisionsof the Code and to comply with such
provisions where so required(paragraph 3.1.2)

1 not engaging or permitting the involvement of an organisation or individual in the
provision of PRSin respect of whom a sanction has beeimposed and publishel
(paragraph 3.1.5).

Our regulatory experience to date

160. As discussed irsection 3, the phone-paid services market has transforned in recent
years, including moving from a market in transition to a more matureand increasingly
compliant market. These devdopments have resulted inincreased consumer
confidencein the market and animproved Net Promoter Score. Despite these positive
trends, our experience over recent yearsas evidencel by our investigations and
adjudications activity , is that not all of the industry puts the interests of consumers and
the orderly functioning of the market at the heart of its culture . While this is a small part
of the market, it generally resultsin significant consumer harm and negatively impacs
the reputation of the phone-paid services market.

Early stakeholder engagement
Discussion document
What we said

161. While we did not specifically discuss theconcept of integrity in our discussion
document, we didset out our intention to develop a new Code that builds public trust
and confidence in the sector, which provides the right incentives for businesses to
operate responsibly andthe right deterrents fo r those firms that seek to enter the
market to exploit consumers. One of the overarching principle$ we articulated was that
consumers should be able to trust that they are dealing with reputable service providers
and individuals.

PSAH assessmentof inputs received

162. We did not receive stakeholder feedback in relation tothe issue of integrity during our
early stakeholder engagement.

163. However, we did meet with other regulatory bodies, including the FCA, to understand
their regulator y approachto market integrity . The financial services sector provides a
number of helpful insights,as the FCA has alear objectiver e | a t protecting and T
enhancing the integrity of the UK financial systeni. Among other important principles,

5> Thiswas articulated in relation to what we defined as the preoperational regulatory phrase which
relates to setting market entry at an effective level.
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this includes issues relating tosoundness, stability and resilienceprevention of financial
crime, avoidance of market abuse and therderly operation of th e financial markets.

Consultation proposals

164. We are proposing to introduce a newlintegrity Standardto establish a clear
expectation that providers must act with honesty and integrity at all times.We propose
that this Standard will incorporate a number of existing geneil responsibilities from
Code 14, namely paragraphs 3.1.1, 3.1.2 and 3.1.5 (as described above).

165. We propose to include the following new Requirements under thisStandard:

9 that PRS providers must act honestly at all times in all their interactions with
consumers and the PSA (paragraph 3.1.1)

9 that PRS providers and associated individuals must not bring the PRS market into
disrepute by being involved, whether knowingly or recklessly, in arrangements
which breach any of the provisions of this Code (paragrapB.1.2).

Assessment framework

166. We consider that our proposed newlntegrity Standard and Requirements meet the
tests which we set out in ourdiscussiondocument, namely that these proposed changes
are:

1 effective asthey are designed to build consumer trus in the phone-paid services
market and act as a deterrent to more disreputable providers. The changes aim to
ensure that consumers are well served by a healthy market that is innovative and
competitive and works in the interests of consumers.We considerthat improving the
performance of the industry in relation to honesty and integrity will improve the
i ndust ry HsWeralsgnate that ensunng market participants act with integrity
is an important aim in other regulated markets such aghe financial servicesmarket

9 balanced asour provisional view is that acting with honesty and integrity is critical for
efficient, well-functioning markets that deliver good outcomes for consumers. This is
vital to the overall reputation of markets as it drives cansumer confidence and trust in
markets which helps the phonepaid services market by supporting growth. It will
benefit firms through enhancing the reputation of the industry as a whole which in turn
should lead to healthy innovation and consumer choice bgttracting an increasing
number of reputable firmsdelivering good products to enter the market.

9 fair and non-discriminatory asthey do not discriminate unduly against particular
persons or against a particular descriptions of persons. The draft Code Wibe applied
uniformly to all relevant parties engaged in theprovision of controlled PRS as defined
in the PRScondition set by Ofcomunder section 120 of the Act. The draft Code does
not propose to make any changes which will lead to some parties, whaenot currently

6 The FCA, for example, have a ' Senior Managers and Certification Regime (SM&CR)'. The regime aims
to strengthen individual accountability in the regulated firms and raisestandards of professionalism,
conduct and governance.
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subject to any obligations under Code 14, now being subject to obligations set out in
the new Codel5.

1 proportionate asthey should not unnecessarily increase the regulatory burden as we
would expect that all firms operating in this sector should already be acting with
honesty and integrity. For the vast majority of providers, this proposed newStandard
will not impact significantly in terms of how they already operate. In particular, we note
that the majority of Requirements which we are poposing under this Standard are
largely drawn from a number of existing general responsibilities from Code 14The
proposed new Standard and Requirements will simplyset out what is expectedfrom
phone-paid serviceproviders in a way thatcan beeasily understood by both consumers
and providers.

9 transparent asthey clearly set out our expectations and the reasons for the proposals
are clearly explained above, and the effects of the changes are clear on the face of the
proposed new Standard. We, therefore, provisionally consider that the draft Code and
this accompanying consultation document clearly set out to industry theRequirements
that will apply to them, including proposed changes from Code 14, and do so in a
transparent manner.

Q13 Do you agree with our proposed Integrity Standard and Requirement s?Please
provide an explanation as to why you agree or disagree.

Q14 Do you agree with our assessmentagainst the general principles which we set out
in the discussion document?Do you have any further information or evidence which
would inform our view?

Transparency Standard

Proposed Standard

Consumers must receive full and clear information to enable them to make fully informed
decisions when purchasingphone-paid services.

Rationale

This Standard aims to ensure that the entire phonepaid service process from service

promotion to service exit, including service proposition and cost,s clear and transparent, so
that consumers can make fully informed deisions, before any charge is incurred.
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Our regulatory approach under Code 14

167. Under Code 14,the Out ¢ o me r eTtamsparemcgand picinf ( Out come 2. 2)
states:

TThat consumers of PRS are fully and clearly informed of all informatiotikely to
influence the decision to purchase, includinghe cost, before any purchase is
made. T

168. This Outcome is supported by a number of rules. These rules focus time
transparency of all information likely to influence the consumend decision to purchase,
including that pricing information should be prominent and proximate to the means of
access to the service. There are also transparency rules relating to accessibility of
information, including the name of the provider and their contact details.

169. There are various special conditions which set out specificrequirements relating to
transparency dependent on service typeincluding subscription services, online adult
services, online competition services, and ICSShese cover a range of different issues,
including clear information about the service on offer,the purchasing
environment/distinctive points of purchase, pricing andreceipts.

170. In addition, there ispublished guidance on promoting phonepaid services which can
be applied to all service types.

Our regulatory experience to date

171. Our experience is thatthe current regulatory framework can be confusing and difficult
for providers to understand. Currently , requirements relating to transparency are
distributed throughout the regulatory framework ¢ be that the Code,special conditions,
and other notices. Ths introduces additional complexity and often results in providers
having to contact us to clarify what they need to do to complyWe have also found that
Code 14 outcomes can be interpreted in different ways by providers which leadto
inconsistencies inthe consumer experience This is particularly evident when it comes
to pricing information and what constitutes clear, prominent and proximate pricing.
Guidance onfpromotingp r e mi um r a kssistsswithr thisasit@revitlesadditional
clarification in terms of pricing information and prominence.

172. The consumer researchwe havedone showsthat consumer expectaions are formed
from their experiences ofusingother payment methods, particularly digital payments.
The researchhighlighted that there area number of i nstances where
expectations are not being met. These includexpectations that there should be some
final confirmation before a payment is madeand that this purchase decision should be
made basedon full payment information and should be followed up with a receipt
Consumers alsoexpect that the company behind theservice is clearly identified, that
there are clear ways to contact them andhat it should beeasy to find out how to exit a
service. The majority of consumers who contact the PSA complain about unsolicited
charges on their phone bill or phone accountThese complaints alschighlight that the
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company behind the service isot always clearly identified and that there are often no
clear ways to contact them

173. Another concern relates to method of exit. Our experience of the complaints which we
receive from consumersis that it is not always clear and simplgor consumers to exit
from services.For example, we have identified that where the method of exitrequires
the consumerto senda STOP command to a shortcodeit is not always clear what
shortcode to use g often consumerswill re ply to service messages taattempt to exit ,
but this does not always workas theservice message my not havebeen sentfrom the
designated STOP shortcode

Early stakeholder engagement
Discussion document
What we said

174. We highlighted the important principle that all promotional activity, including the cost,
must fully and clearly inform consumers about the service, such that any decision to
purchase is made willingly and knowingly. We said we wanted to raisgandards in this
area to ensure that the market was delivering well for consumers and that our
experience was that it did not always work well for consumers, in this area, including
consumers alleging they have been charged by a service or signed up to a suliston
service without their knowledge.

175. We said we were keen toconsider the following:
1 whether there is additional information that consumers should be made aware of
which would help them make more informed decisions
1 whether there should be more speciftity of location of pricing information
the clarity of the purchasing environment
1 purchasing mechanics used in other sectors

=

Stakeholder responses
Network operators

176. BTagreed there is an opportunity to improve consumer experiences within the digital
payments sector.Although subscription services are historically problematic, it
considered that the special conditions for subscription services had significantly
improved the customer journey. It also agreed that all promotional activity must fully
and clearly inform consumersbut must be balancel. It also believed there is aisk that
too much information may cause 'information overload'g impairing decision-making or
affecting the ability of consumers to engage effectively It observedthat consumersare
generally well engaged with mobile paymentsut there is room for improvement. Italso
stated that it believes there are rules within the PSA Code that inhibit the evolution of
customer experience.

177. Telecomaid not believe additional pre-purchase information will add any value to
consumer decisionmaking and that current information is more than adequate It
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suggested that @nsumers donot read information already provided and additional
information will make little difference. It also suggested that aconsultation on the
placement of information would provide clarity and that awide range of devices and
screens need to be consideredit did not consider that it isappropriate for PSAto
compare phone paymentwith other payment mechanics, adding more friction will
reduce consumer convenience/impulsebuying and will not be in their best interests.

178. Vodafonetook the opportunity to comment that ICSS are a problem and regulation
fails in this area. It stated that ICSS must be required to hag a free precall
announcement with IVR’ acceptance of cost tocontinue.

Level 1 providers

179. Fonixstated that there are already clear prepurchasestandards in place, through the
introduction of recent special conditions and through MNO Codes of Practie. It
suggested that a number othese requirements are open tointerpretation by
merchants and aggregators. It also arguedthat there are already a number of clear
requirements in place for purchasestandards, including the addition of the security
framework and annual penetration testing. It did not believe anything further is
required.

180. Infomediacommented that it is important to define and/or separate 'pre-purchase' and
‘purchase’. It said that promotional material that does not contain a call to action which
instigates an immediate charge is out of scope fathe PSA.It believed that greater
authenti cation of «cust omedutkdtheneed forestict t o be ¢ ha
regulation of promotional activity . It also commented that listing all parties inthe value
chain in promotional material and/or at the point of sde will be confusing for
consumers. Italsosuggested that there should be clearer guidanceabout who the
consumerneeds to contact forhelp. ltal s o suggested t heahoud he hpur
be referred to as 'point of sale', to adequately differentiatei t fr-pmritphras e H
requirements.

181. Donrsuggested thatissues relating tosubscription sign-ups without consent was not a
relevant consideration for Code 15, and thatspecial conditions and consent to charge
work had resolved these issueslt commented that there is little evidence to suggest
charity is a cause for concern and if there are concernshe Fundraising Regulator is
better placed to deal with them. It alsosuggested the PSA should primarily deal with
Level 1 providers and their safeguardingactivities and that post-purchase standards
were not required asLevel 1 providers are able to provideadequate oversight and
control activity. It also suggested that prescriptive regulation would only berequired if
there was noverification and supervision.

" see glossary
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Trade associations

182. Action4 welcomed some of the proposals but noted thatnot all operators in the
industry have the technical capabilities and infrastructure todo this. It also said that
positive affirmation is simple and could be operated on mosif not all services.

183. aimmstated that some of its members supported quite prescriptive rules on pricing
placementif it is evidenced.It alsonoted that there are risks because there are lots of
different approaches to advertising. It alsosought clarityo n  h-p b i taddeswted
that companies should not beheld accountable for the acts of parties they do not
control, where they have undertaken robustdue diligence.

184. UKCTANhighlighted the significant harm they felt ICSS can causand felt that the
review of the Code was an opportunityto remove the risks presented by ICSS. It
expressed the view thatthe only way to protect consumers was to prohibit the use of
premium rate numbers for ICSS.

Consumers and consumer advocates

185. Oneindividual respondenstated that a lot has changed in technology in the paden
years and that charge to mobile is cumbersome compared to other payment
mechanisms Theysuggested that MNOss hou!l d provi de a hcheck out
displays the consumers billing details followal by a text message from the MNO about
the charges Theyalso suggested that MNOs should manage consumer purchases and
subscriptions by allowing consumers toedit subscription preferences via the MNO
website, or over the phone

186.CCP & ACOR r g u e d & rhtap h dgeiessyigatest regulation. They commented
that qualitative research carried out by Ofcom in 2016 found that the limitations of
smartphone screensmake it difficult for users to understand and find out who to
contact.

187. PSCGagreed that consumas should be fully informed that they are entering a
purchase environment. Itraised concerns regarding umsolicited subscription charges,
mentioning AiFramingFand ClickjackingFhs a causelt also had concernsabout
consumersFhbility to fully understand instructions .

Others

188. Evinaargued that the entire consumer journey should be consideredItalso said that
implementation of purchase templates is appropriate but absolutestandardisation
should beavoided as this is detrimental to free competition.

189. One industry responderonsidered current requirements on transparency, pricing and
obligation to pay are sufficient. It expressed concernthat if requirements become more
prescriptive this would remove editorial control.

Webinars
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190. This was not an issuavhich was discussed at length during our webinars. Some of the
points made were as follows:

1 interms of receipting, it is already possible for consumers to sethe charges on
their phone bill which should be sufficient

9 that the PSAshould do more to encourage people to check their phone bills
The PSA ConsumepPanel

191. The PSA ConsumerPanel discussed the subjective nature of transparency and noted
that additional guidance may be needed to support the proposedtandardsand

Requirements. It also noted thatf s omet hi ng i snuathatamxd ear t o con:
vul nerable then it sSshoul dn#t be consi dered cl
omi ssions#® should be .considered in this conte

192. It alsoasked whether there is a way to require thatreceipts linktothec o n s u me r Hs
phone bill to help them understand how they have been charged. HIso suggested that
exiting a service should be as easy as signing up to a serviltealso asked whether it is
possible to differentiate between calls that are on a mobile and tlose that are on a
landline. If the system can distinguish, then isuggestedthat receipts should be required
to be sent to calls made on a mobile.

PSAH assessmentof inputs received

193. We note that stakeholder responses weremixed in relation to transparency. While
some providers and consumers felt that more could be done to improve transparengy
there were also providers who felt that nothing further was required. There were also
different views expressed regarding the beneft of providing more information to
consumers and whether it would aid or hinder decision making.

Consultation proposals

194. We are proposing to introduce aTransparency Standard. Thisproposed Standard will
build on the current Code 14 1Transparency & pricingi Outcome andRules, as well 8 a
number of special conditions, including subscription service, online adult services,
online competition services, recurring donations, society lotteries, directory enquiries
and ICSS.

195. The new Requirementswe propose toinclude under this Standard are:

1 placingresponsibility on merchantsfor ensuring that third parties contracted to
carry out promotional activities comply with the Standards andRequirements

T requirements for the point of purchase to beclearly separate and distinct from
promotional material and other aspects of the service

i receipts to be sent toconsumers who purchase services ovemobile using norn
voice-based services after initial signup and each subsequent transaction
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1 methods of exitto be simple and should include the same methods signup, where
possible.

Promotion - third -party marketing

196.To tackle the issue of nortransparent third -party marketing, we are proposing a new
Requirement for merchantsto have ultimate responsibility for ensuring that any third
parties they contract with to carry out promotional activities on their behalf comply
with the Standards andRequirements.

Point of purchase

197.We are proposing a number of newRequirements relating to the point of purchase
which apply to all phonepaid services. The proposals a& based onspecial conditions
which are currently in place for some services. These include:

9 the point of purchase must be clearly signposted and distinguishable &@m other
aspects of the service

9 the obligation to pay must be clear and consumers must exmlitly acknowledge the
obligation

1 consumers are made aware of the associated costs directly before they commit to
the purchase

1 that the charge will be added to the onsumers phone account.

198. Theserequirements were introduced for subscription services in 2019. Our
commissionedresearchfor the purpose of the subscriptions review found that ensuring
consumers are fullyaware when they are leaving a promotional environment and about
to make a purchase is critical to building consumer awareness of and confidence in
phone-paid services.

199. With regards to voice-based servicesand ICSS in particularwe continue to see a
consistent level of consumer complaintswhereascomplaint levels for other phone-paid
serviceshave been falling The ICSS complaints we receivdemonstrate that consumers
are very often completely unaware that they have purchased a servicelo address this
issue, we are consulting on applying the point of purchasBRequirements listed above to
all services including voicebased servicesCurrent ly, these requirements only apply to
certain service types which are na voice-based This should ensure that consuners are
fully aware when they are entering a purchasing environment and their expectations
are met. Our intention is that, coupled with the proposednew promoti onal
Requirements (above) and sigrup Requirements discussed below), these
Requirements will work together to effectively prevent consumers from unwittingly
purchasing phonepaid services.

Use of service

200. We are proposing two Requirementswhich are basedon current Code 14 provisions
and special conditionswhich address service usage. The proposatye:
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1 consumers to be notified upon connection when calls are recorded or monitored

1 voice-based services that connect consumers to other organisationsust clearly
state the cost of continuing the call plus that it attracts the phone companyaccess
chargeas wellbefore onward connection.

201. Notifying consumers when calls are being recorded or monitoreds a legal
requirement. Wecurrently only explicitly reference the requirement to notify
consumerswithin special conditions for live entertainment services.However, we
recognise that there can be various types of voicebased services that record or monitor
calls. Accordingly, we are proposing taodify this requirement to reinforce its
importance.

202. We are also proposing to require pricing information beforeonward connection. This
is based on currentspecial conditions for ICSS and directory enquiry services. Evidence
from consumer complaints demonstratest hat consumers can often ex
shock#® when using services tThareinfacesthreect t o ot
importance of ensuringconsumersare reminded of the cost of continuing the callso
that they are able to makean informed decision to continue or not

203. We are not proposing, at this stage, tgo further andrequire a free pre-call
announcement for ICSS which states the full cost before any charge is incurred. In light
of feedback received, it is not clear to us that thiss something that would be technically
feasible for all providers to implement.

Receipting for mobile network con sumers

204. We are proposing a newRequirement for receipts to be sent to consumers who have
purchasedany non-voice-based servicesafter the initial charge and after each
subsequent charge We are proposing that receipts include the following information :

service name
name and contact details of provder responsible for customer care

amount charged

=A = =4 =

how to exit if applicable (subscriptionservices).

205. We currently require receipts to be sent for all subscription services, and some other
services such as societyottery services. However, we note that £nding receiptsfor all
purchases would bring phonepaid servicesin line with other payment methods (digital
and otherwise) and ensure that consumers have a record of each purchase made. This
also aligns with feedack received from the PSA Consumer Panels part of the
subscriptions review about the importance of consumers receiving a receipt or payment
notification after any charges.

206. Taking this into account, we are proposing to consult on the following new
Requirements:

52



9 that merchantsensure followinga ¢ on s u me r Hup toithesenviceaahd s i gn
after each subsequent transaction (where the service is recurring), the consumer
promptly receives a receipt, at no additional cost to the consumer

9 that receipts must set out the name of the service, customecare contact details,
the amount chargedand billing frequency (if applicable), and clear instructions on
how to exit (if applicable)

9 that receipts must be either an SMS sent to the consumers phone or an emailrge
to the email address the consumer haspvided as part of the sigrup process
(where applicable) and in a format that can be easily retained.

207. We are not proposing to apply theseRequirements to voice-based services on the
basis that we do not believe i would be practical to send a receipt toa handsetg mobile
or landline ¢ following completion of a call.In this scenario, records of calls made are
more easily obtained and can be more easily verified through call logs and phone bills.

Method of exit

208. We are proposing to update current Code provisions regarding method of exit from a
service.We propose that there are simple methods of permanent exit from services in
place and that this should include the same method used by a consumer to sign up to a
service, or the same method of access to the service, where it is possible to do so.

Assessment framework

209. We consider that our proposed newtransparency Standard and Requirements meet
the tests which we set out in ourdiscussiondocument, namely that theseproposed
changesare:

1 effective as they have been designed to improve overatonsumer awareness of
phone-paid serviceshy enabling them to make fully informed decisions about
purchases before charges are incurred and preventing instances of uninformed
consent. We believe the proposedRequirements will do this by:

0 creating a purchasing experience that is consistent with otler forms of digital
purchases that consumers are more familiar withand trust § for example PayPal,
debit/credit card g where it is clearto a consumer when they have entered a
purchasing environment and where a receipt is received following payment

0 setting clear expectationsregarding the responsibility of merchants to ensure
promotional material is compliant and that third-party marketi ng partners are
satisfying the Standards andRequirements. Holding merchans accountable for the
promotional activities of the parties they contract with should act as a deterrent
and incentivise compliance by enabling more effective enforcement where thigs
go wrong.

9 balanced as they have been largely adapted from current Code 1l4equirements,
special conditions and existing guidance. Accordingly, providers should be familiar with
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the concepts and expectations regarding transparency. Therefore, the regulary
burden is not increased unnecessarily as mangompliant providers will already be
doing what the proposals require In particular:

0 we consider that by consolidating all current rules,special conditions and
guidance relating to transparency into a sirgle Standard will provide a
simplified approach to regulation, making compliance easiefroviders should
be able to understand more easily what they are expected to da/Vhile we
continue to include service-specific requirements for those serviceswhich it
would be disproportionate to apply more widely, these aresignificantly
reduced from Code 14.

0 we consider that clearer requirements about the point of purchase needing to
be clear and distinct regardless of what service is on offer, should enable
competition and consumer choice.This is kecause we consider it removes any
perceived advantage of offering one particular service type over another. For
example, under the current framework we have sen many providers stop
offering subscription services to avod having to comply withspecial conditions.
This approach still enables innovation as providers retain full editorial control
over their promotional material and service content and we do not cosider the
proposals to be overly prescriptive.

fair and non-discriminatory asthey do not discriminate unduly against particular
persons or against a particular descriptions of persons. The draft Code will be applied
uniformly to all relevant parties engaged in theprovision of controlled PRS as defined

in the premium rate services condition %t by Ofcom under section 120 of the Act. The
draft Code does not propose to make any changes which will lead to some parties, who
are not currently subject to any obligations under Code 14, now being subject to
obligations set out in the new Code.

We note there are some differences of approach in the proposals for noivoice-based
services versus voicebased services regarding receiptingHowever, this isbecause we
consider that it would be both impractical and unduly costlyto require voice-based
servicesto do this.

proportionate as weconsider that they would not disproportionately increase the
regulatory burden on providers. Any potential regulatory burden is reduced as many of
the transparency proposals have been adaptedrom existing requirements and
guidance.We expectthat providers will already be meeting the proposed
Requirements. Of particular note:

0 The proposals relating to clear and prominent information including pricing and
clear and distinctive purchase envirorments have been brought across from
subscription special conditions. Since the introduction of thesespecial
conditions, we have seen &ignificant reduction in complaints about
subscription services.In 2019/20 we received 9,492 complaints about
subscription services andin 2020/21 we estimate that the total figure will be
less than 3,000.Despite this reduction, complaints about subscription services
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are still consistently higher than for single payment servicesComplaints for
ICSS are alsalisproportion ately high. While ICSStypically represent around
3.5-4% of the market, they account for approximately 13% of the complaints
we received in2020/21 ¢ this is upfrom about 5% of total complaints in
2019/20 . The most common reason for complainsis that the charges are
unexpected or unsolicited. We believe that the proposednew transparency
Requirements will address the continuing consumer harnassociated to all
service types.

0 We are also proposing to narrow the scope relating to the proposed new
receipting Requirements and, in particular, are proposing not to apply these to
voice-based services (whether landline or mobile). This is because we are
concerned that to extend this Requirement to voice-based services may be
disproportionate as such providers wouldneed to make arrangements for bulk
messaging facilities or obtaining and recording email addresses which they may
not already have in place.

9 transparent asthey clearly set out our expectations and the reasons for the proposals
are clearly explained above and the dfects of the changes are clear on the face of the
proposed new Standard. We, therefore, consider that the draft Code and this
accompanying consultation documentclearly set out to industry the Requirements
that will apply to them, including proposed changs from Code 14, and do soin a
transparent manner.

Q15 Do you agree with our proposal to introduce a new Transparency Standard?
Please provide an explanation as to why you agree or disagree

Q16 Do you agree with our assessment of theTransparency Standard against the
general principles which we set out in the discussion document?Do you have any
further information or evidence which would inform our view?

Fairness Standard

Proposed Standard

Consumers must be treated fairly throughout their experience of PRS including being
charged for PRS only where they have provided informed and robust consent.

Rationale

This Standard aims to ensure that consumers are not misled into using phoneaid services.
It recognises the importance of ensuring hat consumers are treated fairly and equitably
throughout their experience of phone-paid services (including during service promotion,
point of purchase and when providing consent to charges) and have confidence that this is
the case.
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Our regulatory approach under Code 14
210. Code 14 has the followingfairness Outcome:
iIThat consumers of PRS are treated fairly al

211. A number of rules support this fairnessOutcome. The rules focus on fair and equitable
treatment requiring that services do not mislead or are likely to mislead in any way, and
that consumers must not be charged without prior consent. In recent years, tie PSA
has introduced new regulations and guidance relating to the fair treatment of
consumersg from misleading promotions through to authentication and consent.

212. There arealsovarious special conditions which set out specificrequirements relating
to fairness dependent on service type. For example, subscription services, online adult
services, online competition services, and ICSS

Our regulatory experience to date

213. Fairnesshas been a significant regulatory issue for many years. i@ indicator of the
extent to which consumers are treated fairly is the number of complaints received by
the PSA These have reduced over recent yeardrom 20,035 in 2018/19 to 13,914 in
2019/20 and we estimate they will be around 5400 in 2020/21 . In particular we have
seena significant drop in complaints about subscriptions, following the introduction of
new special conditions and guidance on subscrifiion services. Despite this, evidence
from complaints and monitoring demonstrates thatissues regarding fairness remain.
We continue to see misleading promotions and providers using misleading practices
We also continue to see consumer complaints about uimtentional sign-ups due to a lack
of informed consent and lack of friction in signup processesThere are also some
complaints and practiceswe seethat may amount to fraud. We would expect that our
proposed newSystems Standard, and the need to ensure hat payment and consent
verification platforms must be technically robust and secure will helpto tackle
attempted fraud.

214. Our experienceto date is thatintroducing special conditions to specific servicetypes
can encourage providers tomigrate to other serviceswhich are less regulated For
example, following the introduction of specialconditions for online competitions and
online adult services we sawthat a number ofproviders switched to selling other forms
of content that were not subject to specid conditions. This ledto increasedcomplaints
and led to the subscriptions review andthe introduction of specialconditions more
widely. Even then, a few providers switched to high price pointsingle transaction
services.

8 These rules also address undue delay, method of exit, and aspects of vulnerability including age
restrictions and protecting children. We are proposing that under Code 15 these are taken forward
under the Customer care, Transparency and Vulnerable ConsumerStandards respectively.
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215. ICSS remairs an area of focus and concern despite the introduction of updated special
conditionson ICSSin December 2019, which included more prescription in terms of
regulating ICSSOur experience since the introduction of the new ICSSspecial
condition is that complaint levels haveremained disproportionally high despite
reductions in other areas.

216. In the discussion document we considered fairness in éroad context, looking atpre-
purchase, purchase angost-purchase. We said that we wanted to consider how best to
ensure consumerexpectations are being met, including:

9 aligning customer authentication with standards of other payment mechanics
9 the clarity of the purchasing environment.

Stakeholder responses
Network operators

217. BTconsidered that consumers are generally well engagée with mobile payments.
However, it acknowledged there is room for improvement, andit argued current rules
inhibit the evolution of customer experience and engagement tools that deliver efficient
and effective authentication and fraud prevention.

218. It raised concernsregarding considerations for multi-factor authentication (MFA) to
apply to all serviceschargedto a mobile phore. It commented that while MFA seems
appropriate for products such as online servicesthe friction it would introduce for
PSMSwould be too severe. Itsuggested that there is little evidence of harm in this area,
adding the additional friction of MFA may be disproportionate and lead to market
decline.

219. Telecon? commented that authentication is covered by PSD2egislation andso
further PSAregulation is only required for subscription services. It argued that it is not
appropriate to compare phone-paid serviceswith other payment mechanicsas phone
payment is built on convenience, and thatidding more friction will reduce consumer
convenience and impulse buyingwhich will not be in the best interestsof consumers

220. Vodafoneassertedthat the PSA should recognise thaPSMS remains a viable mechanic
which is not alwaystriggered by online activity for example charity donations,
broadcast services andticketing. It suggested that thePSA should prohibitPSMSfor
online services that are subgription based.It also raised concerns aboutCSS and
suggested thatregulation fails in this area

Level 1 providers
221. Fonixstated that incorporating MFA for all services includingPSMS would have a
hugely detrimental impact on the media, broadcast and charity servicedt suggested

that the consideration would be disproportionate as these sectors have demonstrated
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significant growth in the pastten years with little consumer harm andfew complaints. It
commented that it would like to seePSMS broadcast and charity services excluded from
any potential MFA requirements.

222. Donrstated that, in its view, thereis no justification for MFA for PSMS clarity
donations and that issueswith other service types should not be used as evidence for
charities to adopt unnecessary and expensive safeguard#t argued that the emphasis
should be on getting Code 15 right for the market rather than changing the comiant
market to fit the constraints of a streamlined new Code aimed atthe non-compliant
parts of the market.

Trade associations

223. aimmexpressed concerns about MFAdue to technicallimitations and sought clarity on
whether PSMS and voicebased serviceswould be required to have MFA.

Consumersand consumer advocates

224. Oneindividual respondenargued that MNOs must take responsibility for evidencing
consent before charges are applied through their networks They alsoasserted that
industry neededto demonstrate clear consent and provide it to consumers at their
request.

225. PSC&ommented that it is hard for consumers to prove that they did not provide
consent and it is upsetting for themwhen they believe providers accuse them ofmaking
false claims It raised concernsabout double click opt-in, PIN loop and onscreen PIN
authentication methods. It also commented that the20 dayHtule that previously
existed under PayForlt scheme rule$ seemedto be a good option butwas never
enforced. It also said thatwhile it welcomed MFA for subscriptions, it was disappointed
that someproviders moved to operating single transaction services to avoid the new
subscription specialconditions. It commented that it believed requirements should be
more stringent as grong consumer authentication is essentialg noting that consumers
have to opt-in to other payment mechanicssuch asPayPal.lt argued that the two-click
opt-in method currently seen in the marketis too easily abused and consumers doot
understand it and, therefore, this opt-in method should not be allowed.

Others

226. Oneindustry respondentommented that requiring MFA is unnecessary and
commercially prohibitive for broadcast providers.

227. Anotherindustry respondentommented that it would welcome more clarity on MFA
methods and expressed concerns about how MFAvould work for PSMS It said that the
PSA should look to pravide alist of acceptable optin methods for different billing
mechanics.

9 See glossary
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Webinars

228. There was broad consensus at our industry webinars that MFAvould be very difficult
to implement across the board and would prove especially challenging for theharity
and broadcast sectors. It was suggested that charity donations had been negatively
impacted since MFA was introduced for recurring donation services. It was also
suggested that this approach would not work for fixedline/voice services.

229. We also received several comments on this at our consumerbased webinars, including
that 12 months was a reasonable period for requiring an opin requirement where
consumers were using services. However, where they were not, it was felt théit2
months was potentially too long. It was also noted that dawo -stage opt-in processis
standard practice acrossnumerous online purchasing environments.

The PSA ConsumePanel

230. The PSA Consumer Panel supported the option af opt-in requirements but
considered that six months rather than 12 months was a more appropriate timeperiod.

PSAH assessmentof inputs received

231. We note that stakeholder responses were mixed in relationto fairness. In particular,
there was a clear difference of views betweerfeedback from consumers and indistry.
We note that consumers argued that industry must do more and take on greater
responsibility to demonstrate consumer consent and ensure this wagrovided to
consumers on request. In terms of industry, there was broad awsensus about the risks
of incorporating MFA requirements for voice-based services or single transaction
services that are accessed vi#SMSwhich it was argued would have a detrimatal
impact on the media, broadcast and charity servicedVe note that despite the concerns
expressed about the impact on charity donations these have actually increasedin
2018/19 charity donations were £49.6 million, in 2019/20 £40.1 million and our curent
estimate is that they will be £68.8 million in 2020/21 1°.

Consultation proposals

232. We are proposing to introduce a new overarching-airness Standard which builds on
the Code 14fairnessOutcome, rules and variousspecial conditions (including those
relating to subscriptions, online adult services, online competitbn services, recurring
donations, society lotteries and ICS$

233.The newRequirements we are proposing to include under tlis Standard are that:

1 providers must not use any misleading marketing¢chnique, language or imagery
that may mis-represent themselves

10 The level of darity donations tends to vary bi-annually due to the impact of large telethons.
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1 MFA must be used by providers to establish and demonstrate informed and explicit
consumer consent to charges where: the service is accessed fully or in part via an
online gateway; the serviceis asubscription service, including services involving a
recurring donation; andthe service is asociety lottery service. To be clear, we are
not proposing at this stage to applyMFA Requirements for voice-based services or
single transaction services that are accessed vi®®SMS

1 consumer consent is required to be established evert2 months for all subscription
services, including recurring donation services. In making this proposal we are fully
aware that many subscription servicesare valued by consumersand do not cause
harm but we believe that the principle of equal protection for all consumers is of
primary importance. We have considered alternative options, including notification,
automatic opt-outs, introducing a 120-day rule. However, on balance, ou
provisional assessmentjn line with our overarching aim to simplify regulation, is
that a Requirement for consumers to automatically optinto services every12
months is the simplest and clearest way forward. We have also taken accounf the
cross-market principles of good business practicenvhich the government expects
regulators to follow. These include, among others, that

TAuto-renewal should generally beoran A ot basi s upfront, anod
clear and prominent option without auto-r e n e wa | in most mar ket sT

1 where verification of consumer consent to charges is undertaken by thirgarties,
the third party must be independent of themerchant provider.

I to demonstrate consumer consent to charges for @ohone-paid serviceprovided
fully or partly through an online gateway, the need to retain records in compliance
with any relevant time periods specified in thedata retention notice.

Assessment framework

234.We consider that our proposed newfairness Standard and Requirements meet the
tests which we set out in ourdiscussiondocument, namely that these proposed changes
are:

9 effective as they have been designed to improve overaionsumer awaeness o
phone-paid servicesby enabling them to make fully informed decisions about
purchases before charges are incurred and preventing instances of uninformed
consent. Of particular relevance, wewould highlight the following:

0 we are broadeningRequirementsaimed at preventingconsumersfrom being
misled, to all services. Currently, there are very specifilRequirements which
relate to ICSSand are effective in reducing consumerharm and we consider
that these could be usefully exended to other forms of phone-paid services.

o we currently require MFA for subscription services through specialconditions.
This has proved to be highly effective in dealing with consent to charge issues
for subscription services.In 2019/20 we received 9,492 complaints, andin
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2020/21 we estimate the figure will be less than 3,000We consider that MFA
should be extended to all services which are accessed fully or in part via an
online gateway. This will provide enhanced consumer protectiorfrom

unsolicited charges and providea level playing field for online-based services.
We also consider his should prevent the issue ofproviders deliberately

migrating their business models to offerhigher priced one-off transactions to
evade regulation. This will also more strongly align the consumer purchasing
experience of phonepaid services with other digital payment mechanics such
as PayPal, Apple and Google Pay where MFA is widely used, including account
and password, PIN and lmwmetrics.

0 we consider that our proposal to require providers to obtain consumer consent
every 12 months for subscription services will be effective by ensuring
enhanced consumer protection from unsolicited charging. In particular, while
consumer complaintsabout subscription services have fallen, we do continuea
receive consumer complaints aboutthem being unknowingly subscribed to
services.Complaints about subscription services are still consistently higher
than for single-payment services.This was al® an option which was strongly
supported by the PSA Consurer Panel.We alsoconsider our proposalsalign
with the good business prindples set out by the government that Tauto-renewal
should generally beo n  a ni rhid pht a shi aststoaersdmust be sufficiently
informed about the renewal and any price changes (through sufficient
notifications) in good timeT.

1 balanced due to the potential harm to consumers and the industry which we ae
looking to addressthrough this proposal. It will benefit firms through enhancing the
reputation of the industry as a whole which in turn should lad to healthy innovation
and consumer choice bycreating a climatewhich is attract ive to reputable firms with
good products or serviceswho are considering entry to the market. We also consider
that by consolidating all current rules, specialconditions and guidancerelating to
transparency into a singleStandard, this will provide a simplified approach to
regulation, making compliance easierProviders should be able to understand more
easily what they are expected to do.

This is particularly the case with regards to MFA which already exists fosubscription
services but for which we are proposing to extend to all service which are accessed
fully or in part via an online gateway We havelistened to stakeholder feedback and are
not proposing MFA Requirements for voice-based services or singletransaction
services that are acessed via PSMS.

i fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particular descriptions of persons. The draft Code will be applied
uniformly to all relevant parties engaged in theprovision of controlled premium rate
services, as definedin the premium rate servicescondition set by Ofcom under section
120 of the Act. We do not propose to make any changes which will lead to some patrties,
who are not currently subject to any obligations under Code 14, ow being subject to
obligations set out in the new Code.
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There are some differences of approach in the proposals relating to the scope of MFA
but we consider these differences are fair and do not unduly discriminate between
providers. The proposedRequirements will also create a leveplaying field for all
providers of online-based services and subscription services. This will aid healthy
competition as providers will not be able to benefit through avoiding elements of
regulation by offering one form of online-based service over another.

1 proportionate as they will address actual and potential harm relating to unknown sign
ups by introducing friction and authentication at the point of purchase for online-based
services as well as subscriptiongncluding recurring donations, and society lotteries.
The costs of implementing the fairnessRequirements should be minimised as many
providers already have relevant capabilities in place. The PSA is not looking to
introduce any Requirements that are unfamiliar to providers.

We recognise that the proposalof obtaining a valid optin every 12 months may
increase costs forsome providers. However, we believe that these costs will be offset
by reduced costs associated with less consumer complaints and dissatisfactipand
increased levels of consumer satisfation, trust and confidence.

9 transparent asthey clearly set out our expectations and the reasons for the proposals
are clearly explained aboveIn addition, the effects of the changes are clear on the face
of the proposed newStandard. We, therefore, consider that the draft Code and this
accompanying consultation document clearly set out to industry theRequirements
that will apply to them, including proposedchanges from Code 14, and do so in a
transparent manner.

Q17 Do you agree with our proposal to introduce a new Fairness Standard? Please
provide an explanation as to why you agree or disagree

Q18 Do you agree with our assessmentagainst the general principles which we set out
in the discussion document? Do you have any further information or evidence which
would inform our view?

Customer care Standard

Proposed Standard

Consumers must receiwe excellent and timely customer care, including the resolution of
their complaints.

Rationale
This Standard aims to ensure that consumers have a good experience in their dealings with

providers of phone-paid services. Providers should offer a high level of customer care and
when things go wrong, complaints should be resolved promptly and effectively. Consumers
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should have a positive experience of seeking and obtaining a refund.

Our regulatory approach under Code 14

235. Code 14 contains a number oRequirements relating to how providers must deal with
complaints, including a clearly defined outcome faragraph 2.6) andsupporting rules.
Theserulesrequire that consumers have complaints resolved quickly, easily and fairly
and that any redress is also provided quickly and easily.

236. The current complaints handlingOutcome states:

T That consumer s naphisetsrasblVee quickty artd aasily by the
Level 2 provider responsible for the service and that any redress is provided
qguickly and easily. T

237.There are a number of rules which support the complairg-handling Outcome. These
include:

1 the need to have apprgriate and effective complaints processes which are free or
low-cost

9 the need to handle consumer complaints promptly, providing refunds promptly and
in an accessible manner

9 the need tosignpost tothe PSAto escalate complaints where consumers remain
dissatisfied with the handling of their complaint

9 providing relevant information o n the handling of any consumer complaint to the
PSA on request.

238. We have also publishedyuidance oncomplaints handling which clarifies our
expectations by:

1 clearly defining the roles and responsibilities ofall relevant providers in the value
chain

i setting out some desired consumer outcomes, lang with examples of how to
del i v er inimumeStardandof cust omer careH that woul d

Our regulatory experience to date

239.Weknow that c ons umehosehRbaicserpoescan benpooe ad aurf
experience of applying Code 14 is that the market, in relation to customer care, lgnot
always worked well for consumers. We have identifieddeficiencies inboth the scope
and clarity of the rulesand note thevery low awareness among customers of provide s #
complaintsshand!| i ng processes and consumersH rights

240. The evidence we have had regard to includes:
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9 our consumer complaints datg our consumer research conducted by Futuresight
into customer care, complaints handlingand more recently refunds, shows that
many consumersdo not know who to contact when they have a queryor complaint
and/or wish to seek a refund regarding gohone-paid service

1 the research referred to above alsodemonstrates that consumerexpectations are
informed by their experiences in other digital payment markets, and that
improvements are needed in order to meet those expectations

9 this research also shove that customer care in the phonepaid servicesmarket can
be very poor compared tocustomer care experiencesin other markets,
particularly when engaging with lesserknown services and providers CustomersH
experiencesare generally more positive when they engage with larger , well-known
services and providers. This is primariljpecauseconsumers know who to contact
and are more confident that their issues will beresolved satisfactorily.

Refunds guidance consultation

241.In January 2020 we published aconsultation on nhewgeneral guidanceto enable
providers to meet consumer expectations and improve the expemence of receiving
refunds for phone-paid services

242.In our consultation, we said we wanted to:

1 clarify the roles and responsibilities of all providers, confirming that where refunds
are due the responsibility lies with the Level 2 provider in the first irstance and,
therefore, Level 2 providers should have easily accessible refund policies in place

9 setout desired outcomes and what constitutes a quick and easily accessible refund

9 setout that seeking refunds should not unduly cost consumers time and effar
and/or money as a result

1 reiterate the importance of easily accessible customer care details thin all
service material and that providers should clearly communicate to their customers,
managing their customersH expeemtnfoimedons at
throughout the process

1 provide a recommended timeframe of 14 days to process a refuthonce it has been
agreed. This timeframe mirrors the timeframe specified for refunds in the
Consumer Rights Act 2015

9 setout that consumers should ideally be pesented with choice in how they would
like to be refunded to ensure the refund method is the meat appropriate for them
and meets their individual needs

1 acknowledge that Level 2 providers may offer their preferred method of making
refunds to consumers n the first instance.
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Stakeholder responses

243. We received 12 responses to theefunds guidance consultation. These responses
were relatively mixed. The key themes which emerged were:

9 there was broad agreement that guidance would be helpful, particuldy in providing
clarityonwhat constitutes a hquick and easyH ref

91 there was broadagreement relating to the principle that consumers should have
choice in how they receive refunds and that they should be easily accessible. One
respondent, however, disageed, and said that choice is disproportionate and is not
something which happens inother sectors

1 of those who were supportive of consumer choice, most also suggested that
providers should be able to decide what choices are offered and that they should be
able to offer their preferred refund method in the first instance and then offer a
different method if this was not accepted by the consumer

I some stakeholders considered that the research focussed more on customer care
and complaint handling rather thanrefunds

1 some stakeholders said the researcldid not represent the market accurately and
that it was not appropriate to compare to other markets

9 stakeholders were also keen to draw clear distinctions between genuine refunds
(where something has gone wrongjand goodwill gestures. It was argued that the
PSA should not look to reguate goodwill gestures.

244. In March 2020, we announcedthat, due to the Covid-19 pandemic, work onour
consultation on new refunds guidancewould be suspended and that t would be
progressed instead under the Code 15 consultation.

aimm customer care best practice guide

245. In January 2020, duringour refunds guidance consultation,aimm publishedah B e s t
Practice Guide to Customer Servicedadel2 It noted
providers a flexible approach to offering a positive consumer journey and encourage the
publication of a customer complaints handling procedureThe guide addresses
customer service methodsof contact and makes variousrecommendations, including:

1 customer service available hoursg recommendsopening hoursare aligned with
MNO opening hours

1 how to handle enquiries through variouscontact channels, including example €ripts
1 publishing FAQs and complaint procedures

91 the use of Alternative Dispute Resolution(ADR)
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9 the need for merchants to offer a range of refundmethods - one or two easily
accessible methods in the first instance

Early stakeholder engagement
Discussiondocument
What we said

246. We said we were keen to consider how best to raisetandards and whether we should
introduce greater requirements for highstandards of customer service, including in
relation to after -sales support and complaint handlig. We asked:

T whether we should requirguiabibloendtbasire)Y 2ands
1 how can weencourage greater take-up of ADR schemes in the sector?

1 what data we need to be able to better monitor the consumer experiencgsuch as
complaint volumes, custamer referrals to PSA and/or ADR schemes)?

Stakeholder responses
Network operators

247. BTwas supportive of higherstandards of complaint handling and aftersales support.
However, it noted that should the PSA wish to use irdrmation about complaints
handling to monitor consumer experience, it needs to implement a proper framework to
ensure data among industry firms is comparable and tracked appropriately. It also
argued that, given the different methods available to consumergo register a complaint,
there should be a mechanic in place to avoid duplicate reporting across the value chain.
I't also requested further clarity on how the
refund.

248. Telecom Argued the biggest issue lay withielephone service providers who arenot
regulated by the PSA. The customer service call centres of the majdelephone service
providers are all too ready to simply say that a call to a genuineompliant service is a
scam and to contact the PSA. Untithis behaviour is amended complaint levels will be
high. It was also unhappy with compulsorymo quibblefefunds to bank accounts or
phone bills; it did not believe that such a policy was sensible or technically feasible. It
also said it would be concered if any complaints it receivedwere escalated to ADRbut
agreed there may be a place for ADR.

Level 1 providers

249. Donr argued that within charity services it had not seen eERequirement or inclination to
of f equibtileffo r ef unds and weoydhe kbgic supporimgehis.dtal® , q
recognised that ADR can play a role in the case of complex complaints.

250. Fonixagreed that post-purchasestandards need to be improved across the value chain
to ensure that consumers @n easily identify amerchant and seek recourse where
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appropriate. It said that the industry has been asking MNOs for direct to bill refunds for
many yeas so that consumers can have a full refunglia the mechanic they purchased
through, without having to receive a cheque, pasoffice SMS or bank transfer. It also
disagreedwi t h t he s ngg e s tefirdhamddtin pafiicular, that this was
dangerous for the broadcast and media sectors.

251. Infomediaagreed that this was a clear dénition of the Standard expected for a
consumer Hs e xpprehase, eaptariag kgy aspects of communication and
support. It did nomosugpupdbt etthe e¢ amdespt | 0f ah s
concept of making the default refund mecharmsm a refund back to bill. It also expresed
some reservations with bank transfers. It aso felt that MNOs must make bill
descriptions clear, to help consumers reachthe right support.

Trade associations

252. Action 4commented on the issue of refunds and, in particular, noted thadperators do
operate a hno qui bbl e Hnoreinpouanttonpidedatiorcrglated | t ar g u
to how to make sure it is easy for the consumer to contact the relevant operating party
for the service involved. It also noted the consumers were not ahays right.

253. aimmcommented that some of its members questionedvhether further regulation
was necessarygivenits recently publishedguide. It argued that customer care should
include customer education, and thatis members supported the ongoing accurag
publication of advice that consumers can use to establish if tay have cause for
complaint/refund. aimm also said that its members were strongly opposed to the
concept of automatic refunds (on a hno quibbl
phone bill. In terms of ADR, it said that this can still be an expensévoption for Level 2
provider s when the refund amount may only be a few pounds, but that some of its
members felt that it does have an important role to play.

Consumersand consumer advocates

254. Oneindividual respondenargued that MNOs should do more to réfund consumers in
the caseof unauthorised payment transactions. This includes restoring the affected
account to the state in which it would have been had the unauthoged transaction not
taken place.

255. Anotherindividual respondentvelcomed o quibbleftefunds for purchases made
without consent but saidthat consumers should be able to obtain refunds from the
MNO and not have to chase the service provider.

256. PSCGvelcomed the idea of automaticimo quibbleftefunds and believed that such a
system would bebest operated by the MNOs, so that refunds could be paid back into
thec o mp | a iploaera¢ccttiat

Others

257. One industry respondericcepted there was a desire to raise suctandards across the
board and welcomed the considerations to do so for consumersHowever, it expressed
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concern at the possibility of changes to the postpurchasestandards and, specifically,

automatic refundsona hno qui bbl e® basis. It expressed
open the door for some individuals to exploit such a loopole. It arguedthat providers

must always have the right to determine whether any consumer request for a refund is

legitimate and genuine.

258. Anotherindustry respondenagreed that after-sales support and complaints handling
procedures are a key part of tle provision of PRS. However, it did not agree that
refunds should be automatic and on a nguibble basis as it did not consider thathis
worked with the type of service that it provides.

Webinars

259. This was not an issue which was discussed at length dugrour webinars.The main
di scussion point, however, related to our ear
qui bbl e refunds. This was broadly opposed by

PSAH assessmentof inputs received

260. We note that there was broad consensudy the majority of stakeholders that
improvements were needed to the current industry standards relating to complaints
handling and after-sales support. This was particularly the case in relation to helping
consumers easily identify the relevant merchantto approachto seek redresswhere
appropriate.

261. We also note there was a clear difference of views between feedback from consumers
and industry in respect of hno quibble#H refun
largely supportive of this, industry stakeholders opposed tis proposal.We have
carefully considered these responsesand are not, at this stage, proposing to consult on
the option of hWeowilldeaiconsuitihgeotia rangef oldifferent options
which we consider will improve the consimer experience of refunds. We consider that
the issue of hno qui bbl e Hthroughfour prdpssednay be bet t
publication of best practice information.

262. We have also considerecaimmf gustomer service best pracice guide We welcome
the publication of this guide which weconsider is a helpful contribution to raising
standardsaround customer care in the market We do not agree, however, that it
removes the need for regulation d customer careas it is important that standards are
raised across themarket as a whole and thafproviders can be held to account when
things go wrong.

Consultation p roposals

263. We are proposing to introduce a newCustomer care Standardto encompass
Requirements relating to customer care, complaints handling ad refunds.

264. We are proposingto integrate the following provisions from our existing complaints-
handling guidance as supportingRequirements within the proposed new Standard:
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that relevant providers must keep consumers informed about the status of any
complaint and/or associated refund request(paragraph 3.4.3)

that the relevant provider in the value chain with primary responsibility for
customer care must respond to consumers who contact them promptly and in any
event within five working days (paragraph 3.4.4)

that the relevant provider in the value chain with primary responsibility for
customer care must use all reasonable efforts to resolve all PR&lated issues
raised by a consumel(paragraph 3.4.5)

that relevant providers must provide clear information to consumers about how to
contact them, including: name as registered with the PSA and details of the service
the consumer has been charged for; and contact details and hours of operation
(including customer care details and website)(paragraph 3.4.9

265. We are also proposng to introduce the following new Requirements:

General

1

Refunds

T

customer care facilitiesare available to consumers as a minimum during the normal
business hours of 9am to 5pm, Monday to Friday (excluding public holidays)
(paragraph 3.4.2)

taking all reasonable efforts to resolve all PRS related issues raised by a consumer
promptly and in any event within 30 working days of the initial consumer contact
(paragraph 3.4.5)

customer care, complaintshandling, and refund policiesare clearand publicly
available when handling complaints(paragraph 3.4.10)

the need to consider theparticular needs of consumers whaoare vulnerable and
who may be likely to suffer harm or detriment as a resul{paragraph 3.4.11)

where refunds areprovided to consumers, they must be provided promptly and
using a method that is easily accessible for each consumgraragraph 3.4.12)

any decision as to whether a consumer is owed a refunt made promptly and that
the basis for the decisionis clearly communicated to the mnsumer (paragraph
3.4.13)

once agreed,all refunds are processed within 14 working dayqparagraph 3.4.14)

where a refund is duethe merchant must take responsibility for providing it in the
first in stance. Where they are unable to do so, theynay enterinto arrangements
with an intermediary or network operator to provide refunds instead or ontheir
behalf (paragraph 3.4.15)
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1 where consumers pursue a complainnd seek a refundthey are not required to
expend undue time, effort or moneyin doing so(paragraph 3.4.16)

Assessment framework

266. We consider that our proposed newCustomer care Standard and Requirements meet
the tests which we set out in ourdiscussiondocument, namelythat these proposed
changes are:

9 effective as they are designed to address deiencies identified by the PSA in
operating Code 14, and to take account of additional intelligence and insights
obtained through other sources, in the most proportionate way. Thisincludes
consumer complaints consumer research and our recent refunds caosultation.
These have given us a clear understanding of what consumers exgaeghen they
contact providers to complain. As such, we believe theroposed Standard and
Requirementswill deliver consumer benefits regarding customer careand,
therefore, result in increased trust of phone-paid services They will also benefit
vulnerable consumers which, in turn, will benefi industry as non-compliance and
the unfair treatme nt of vulnerable consumers should be reduced thus improving
industry#Hs reputation.

We also consider that it will better meet consumer expectations formed by their
customer care experiences in other markets. As a result of the proposed changes,
we considerthat consumers should know who to contact This shouldreduce the
time and effort spent by consumers identifying the correct contact point as well as
reduce the number of callsthat are fielded bynetwork operators and other parties
(including PSA). Thiill lead to improved consumer experience overall and,
therefore, increased consumer trustand confidence in the sector

9 balanced asthey represent a fair balance between therequirements of fairness,
effectiveness and efficiency,and addressrelevant regulatory needs. Inparticular :

0 by clearly defining the procedural requirements which relevant providers must
comply with, theyf ul f i | our objectives of making pr
procedures more transparent and accessibleimproving the effective and timely
resolution of complaints by providers and ensuring that the process of providig
refunds to consumers is quick and easy

o they provide for a more simplified Code as it seeks to consolidate different
provisions related to complaints handling, which ae currently spread between
Code 14 and our publishedguidance, into the draft Code It will be clearer to
providers what they are expected to do andtherefore, thisshould aid
compliance with the Code

9 fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particular descriptions of persos. The draft Code will be
applied uniformly to all relevant parties engaged in theprovision of controlled
premium rate services, as definedin the premium rate services conditionset by
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Ofcom under section 120 of the Act. The draft Code does not proposed make any
changes which will lead to some parties, who are not currently subject to any
obligations under Code 14, now being sufect to obligations set out in the new
Code.

In addition, all providers in the value chain will continue to have roles and
responsibilities related to customer care in accordance with prescribed minimum
Standards. Where thedraft Code differentiates in terms ofrequirements on providers,
this isbased ona clear understanding of those roles and responsibilities in terms of
where different providers sit within the value chain, and a clear understanding as to
why it is necessary and appropriate to target partcular requirements to particular
groups of providers. Our provisional view, therefore, is that these changes are fair and
do not unduly discriminate in relation to certain providers.

proportionate asthey are important requirements and are theminimum which we
consider necessary to ensure consumerfave apositive experience, including high
levels of customer care, in their deahgs with providers of phone-paid services.They
have been designed to addres&lentified deficienciesin the scope andclarity of the
current rules in the most proportionate way, including on accessibility, transparency,
effectiveness and timeliness Ensuring consumers have a positive experience when
engaging with their provider, including prompt and effective resolution of complaints
and apositive experience of seeking and obtaining a refungis critical for efficient, well -
functioning markets that want to deliver good outcomes for consumers. This is vital to
the overall reputation of markets as it drivesconsumer confidence and trust in markets
which helps the phonepaid services market by supporting growth. Our provisional
view, therefore , is that these proposalsare proportionate measuresand are designed
to address relevant regulatory needs Most of the changes being proposed should
positively impact on the regulatory burden across the industry, insofar as we consider
that they will benefit industry by ensuring clarity and consistencyimproving consumer
outcomes.

transparent asthey clearly set out our expectations and the reasons for the proposals
are clearly explained above Additionally, the effects of the changes are clear on the
face of the proposed newStandard. We, therefore, consider that the draft Code and
this accompanying consultation document clearly set out to industry the requirements
that will apply to them, including proposed changes from Code 14, and do so in a
transparent manner.

Q19 Do you agree with our proposal to introduce a new Customer care Standard?
Please provide an explandion as to why you agree or disagree

Q20 Do you agree with our assessment of the proposed newCustomer care Standard
against the general principles which we set out in the discussion document? Do you
have any further information or evidence which would inform our view?
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Vulnerable consumers Standard

Proposed Standard

Services must be promoted and provided in a way that ensures they are not likely to caa
harm or detriment to consumers who are or may be vulnerable as a result of their particula
circumstances, characteristics or needs.

Rationale

This Standard aims to ensure that measures are adopted for consumers whalue to their
particular circumstances, characteristics, or needsare or may be vulnerablé?, to ensure
that they are protected from harm as far as is reasonably possible, and do not suffer
detriment as a result. It is important that providers considerthe particular needs of
vulnerable consumers, in service provision and promotion, as well as customer care
(including complaints handling).

Our regulatory approach under Code 14

267. Under Code 14, we include a rule relating to vulnerability undemparagraph 2.3.10. This
states:

T PRS mtbs usedmrgprovided in such a way that it results in an unfair
advantage being taken of any vulnerable group or any vulnerability caused to
consumers by their personal circumstances where the risk of such a result could
have been identified with reasonalle foresight.t

268. We have also published accompanyinguidance on the issue of vulnerabilityto
support firms. This guidance points out that the key aspectsf this approach are to
identity the risks of potential harm, monitor those risks and, once an issue has been
identified, take adequate steps to address it.

269. Code 14 also states in relation b children? that:

¢ TPRS must not di r ec purchasespmeuetsortake advantdge of dr e n  t
childrenfHs potenti al credul itVy@239 ack of exp

TPRS aimed at or likely to be particularly attractive to children mustot contain
anything which a reasonable parent would not wish thé child to see or hear in this
way. ([2.5.8)

11 We define a vulnerablec o n s u ma consanser who is less likely to be able to make fully informed or
rational decisions due to a specific characteristic circumstance or need and may tigely to suffer
detri ment .Ehs deéinitionesdelitbetately broad and recognises thatall consumers could
potentially be vulnerable. This approach is consistent with the approach increasingly used by other
regulators to define vulnerability

121n both Code 14 and draft Code 15 a child igefined as people under the age of 16
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270. We have also published accompanyingui dance on c h whicl cleifredts ser vi
what providers who offer services that are aimed at, or are likely to appeal tochildren
should do, especially in relation to the promotion material andcontent of those services.

Consumer vulnerability research

271. Toinform our own approach to consumer vulnerability, in relation to the development
of Code 15as well as changes to our strategic purpose and regulatory frameworkye
commissioned areview on consumer vulnerability. The aim d this review was to assess
best practice across some of thmembltykafldo key r eg
see how our approach comparego ensure we are working in the best interests of
consumers Thereview highlighted a number offeatures of the phonepaid services
market which affect consumer vulnerability, including:

1 the instantaneous nature of phone payment lends itself to impulse purdtases and
although these are typically low value transactionsthey do present a greater
degree ofrisk to some vulnerable consumers

1 paymentsfor phone-paid servicesare usually made on a small screen whictaa be
difficult for some consumersto read and navigate through.

1 the market is potentially accessible to children if they are using a smartphone
which doesnot have spending restrictions set up or thatthey can reset.

272. The conclusions of this review were that wile it is difficult to quantify with any
precision the level of detriment that vulnerable consumers might experiencethe
impact which could be caused to vulnerable consumers includes:

9 aconsumer could be susceptible to feeding a gambling addiction throughhone-
paid services which are quick and convenient to use

9 inadvertently running up an excessively high phone bill from phonepaid services
could contribute to wider debt problems

1 those on low incomes are more likely to rely on a mobile phone for internet aess
and so for consumers whose phone stops working as a result of unexpected bills
(either from running out of PAYG or the contract being terminated), it may severely
impact on their ability to access vital servicese.g. claiming Universal Credit.

Early stakeholder engagement
Discussion document
What we said

273. We only briefly touched on the issue of consumer vulnerability in the discasion
document. We did, however, note that a key principleundem ur prop-osed hpre
p ur c hregeirentiént was that due care and attention must be given towards
vulnerable consumers

73


https://psauthority.org.uk/for-business/-/media/Files/PSA/For-Businesses/Guidance-and-compliance/Explore-our-guidance/Guidance-files/14_Childrens-services.ashx?la=en&hash=F3BE19BB2AB6884457E5132ACDEB07BC19B27A31
https://psauthority.org.uk/research-and-consultations/research/2020/august/report-on-consumer-vulnerability
PSA-work-programme-for-its-review-of-vulnerability-26-08-2020.pdf%20(psauthority.org.uk)
PSA-work-programme-for-its-review-of-vulnerability-26-08-2020.pdf%20(psauthority.org.uk)

Stakeholder responses
Consumers andconsumer advocates

274.CCP and ACOxised the importance of consumer education and thathe PSAHs gui des
must be accessible and usable bgll. It recommended using alternative formats e.g
subtitles on video content, easyread documents, colour and contrast options that cover
a range of needsand documents that can be used with screen reagfs.

275. Oneindividual respondenhighlighted that not everyone complains, and many are
affected in silence, particularly those who are vulnerable and are not even aware that
they may have been affectedThey dso raised concern about lack of action by MNOs on
a number of issues, includinghe lack of safeguarding for vulnerable consumers. They
also suggested thatwhere phone-paid services areoperating through shortcodes, it can
be difficult for consumers to know who to contact, not least vulnerable consumers

276. Anotherindividualrespondentlso expressed concerns about the lack of awareness
relating to blocking phone-paid services particularly for children and vulnerable
consumers.

277.PSCQGaised concernsabart consumersH [ evel of understand
because corsumers do notread them, orare unable to read due to English not being a
primary languageor because ofuse by children. It also highlighted that small regular
charges can go unnoticd, particularly where bills are paid for by relatives ofvulnerable
adults or children. It was disappointed that the PSA desnot routinely tell consumers
that they can ask their network to bar PRS if they wish to avoid thirdparty charges,
particularly an issue where phones are supplied to children and vulnerdke adults.

Webinars
278. This was not an issue which was discussed during our webinars
The Consumer Panel

279. The PSA ConsumerPanel discussed the findings from the vulnerability report and
noted that they would be progressedin Code 15. The Panel highlightedthe risk of
situational vulnerability based on the social isolationbeing experienced due to the
Covid-19 pandemic.

PSAH assessmentof inputs received

280. We welcome the feedback we receivedin this area, which was predominantly from
consumers and consumerdvocates. We agree with many of the comments raised
many of which resonate with the findings from our consumenulnerability report ,
including issues relating to the importance ofconsumer educdion as well as
accessibility and using alternative formats, where appropriate.We also notethe
concerns raisedabout vulnerable consumersandthe needfor them to have a greater
awarenessof the option to bar phone-paid services from their phones We agree that
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barring has an important role to play for all consumers, including vulnerable consumers,
in terms of being able tocontrol their expenditure and reduce the potentialf or hbi | |
shocki

Consultation proposals

281. We are proposing to introduce a newWulnerable consumers Standard. Thisproposed
new Standardincludes the existingrequirements on appropriate age verification (from
both Code 14 andspecialconditions) andch i | dr enHs serviWes (from C
propose to include the following newRequirements under thisStandard:

91 the need to have a nominated persorfor persons) within organisations that has
overall responsibility for ensuring that the organisation andthe serviceit promotes
and provides takes account of vulnerable consumers (paragraph 3.5)

1 the need to have policies and procedures in place for vulnerable consumers and to
provide these tothe PSA on request (paragraph 3.5.2)

1 the needfor relevant providers to ensure that their customer care and complaint
handling policies and procedures ae robust and take account of the neds of all
consumers, including those who are or may évulnerable (paragraph 3.5.3).

Assessment framework

282. We consider that our proposed newVulnerable consumersStandard and
Requirements meet the tests which we set ot in our discussiondocument, namely that
these proposed changesre:

1 effective as they ae designed to improve the performance of the industry in relation
to vulnerable consumersby ensuring that providers take the necessary steps to
protect vulnerable consumers, with an emphasis orpreventing harm before it
occurs. In addition, having to nominate individuals to have overall responsibility
within an organisation will ensure greater accountability within firms. We also
consider that requirements to provide information to the PSA will support our
proposed compliance monitoring activities as well as help us identify and share best
practice as a way of driving upstandards across the industry Bringing all the
Requirements relating to vulnerability into one place will have the following benefits:

o greater simplification, making it easier for consumers tounderstand what
they can expect from the industry

o improved clarity for providers in terms of compliancewith these
Requirements

0 more consistencywith the approach taken by other regulators.

9 balanced as requiring relevant providers to take account of the needs of consumers
who are or may be vulnerable will reduce the risk of potential harm and msure fair
treatment of vulnerable consumers. This will benefitall providers of phone-paid
servicesby enhancing the reputation of the industry as a wholeOur provisional
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assessment is that this newsStandard, by bringing all theRequirements in relation to
vulnerability into one place within the Code, is an improvement on he existing Code
and will provide greater clarity for providers.

9 fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particulardescription of persons. The draft Code will be applied
uniformly to all relevant parties engaged in theprovision of controlled premium rate
services, as definedin the premium rate servicescondition set by Ofcomunder
section 120 of the Act. The draft Code does not propose to make any changes which
will lead to some parties, whoare not currently subject to any obligations under
Code 14, now being subject to obligationset out in the new Code.

9 proportionate asthey should not disproportionately increase the burden on
industry . We would expect providersto already take their obligations towards
vulnerable consumers seriously and s@ur provisional view is that this proposed new
Standard and Requirements should not unnecessarily increase the regulatory burden
as many firms will already have policies and praedures relating to vulnerable
consumers.

9 transparent as they clearly set out our expectationsand the reasons for the
proposals are clearly explained aboveln addition, the effects of the changes are
clear on the face of the proposed newstandard. We therefore consider that the draft
Code and this accompanying consultation document clearly set out to industry the
requirements that will apply to them, including proposed danges from Code 14, and
do so in a transparent manner

Q21 Do you agree with our proposal to introduce a new vulnerable consumers
Standard? Please provide an explanation as to why you agree or disagree

Q22 Do you agree with our assessment of the proposed newvulnerable consumers
Standard against the general principles which we set out in the discussion document?
Do you have any further information or evidence which would inform our view?

Consumer privacy Standard

Proposed Standard

Consumer privacy must be respected and protected

Rationale

This Standard aims to ensure that consumersare able to trust that their privacy is respected,
and their data used lawfully and responsibly. It is essential that consumers have confidence

that phone-paid servicesproviders will respect their privacy in the way in which consumer
data is collected and use.
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Our regulatory approach under Code 14
283. Code 14 has the following privacy Outcome at paragraph 2.4:

T That PRS do not cause the unredsonable inv

284. A number of rules support this privacyOutcome, including paragraph 2.4.1 which
states:

TLevel 2 providers must ensure that PRS do not cause the unreasonable invasion of
consumer siH privacy

Early stakeholder engagement
Discussion document
What we said

285. We did not specifically discusghe issue ofa Consumer privacy Standardin the
discussiondocument.

Stakeholder comments

286. We did not receive stakeholder feedbackin relation to a Consumer privacy Standard
during our early stakeholder engagement.

PSAH assessmentof inputs received

287. We did not receive stakeholder feedbackin relation to our proposed Consumer
privacy Standard during our early stakeholder engagement.

Consultation p roposals

288. Under Code 15, we are proposing to introduce a nevConsumer privacy Standard. In
terms of the detailed Requirements, we are not proposing to introduce any dditional
Requirements over and above the existing rules which are defined under Code 14.
However, the proposed Requirements have beenamendedto:

1 reflect the need for providers to comply with applicable privacy and data
protection laws (paragraph 3.6.1)

1 clarify our expectations in relation to the lawful basisand exemptionsthat canbe
usedby providers (as apprqoriate) when collecting or sharingc o n s u pesoralH
data (paragraph 3.6.2)

1 ensureconsumersare provided with greater transparency as to the purpose for
which their information is to be usedand that a positive acknowledgement and
consentis receivedbefore suchinformation is collected (paragraph 3.6.4).
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Assessment framework

289. We consider that our proposed newConsumer privacy Standard and Requirements
meet the tests which we set out in ourdiscussiondocument, namely that these
proposed changesare:

9 effective as they confirm the levels of protection that consumers are legally obliged
to receive and which they have come to expect iterms of the use of their data and
their provision of consent from their engagement with other markets.

9 balancedasthey requirerelevantpr ovi ders t o respect and prot
privacy and information . This is vital to the overall reputation of markets as it dives
consumer confidence and trust in markets which helps the phongoaid services
market by supporting growth.

9 fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particular descriptions of persons. Therdft Code will be
applied uniformly to all relevant parties engaged in theprovision of controlled
premium rate services, as definedin the premium rate services condition set by
Ofcom under section 120 of the Act. The draft Code does not propose to makerg
changes which will lead to some parties, who are not currently subject to any
obligations under Code 14, nowbeing subject to obligations set out in the new
Code.

9 proportionate as we arenot proposing significant changesto the existing
Requirements of Code 14 but rather simply looking to align more closely with the
current privacy laws andclarify our expectations. Therefore, the proposed changes
should not add to the regulatory burden for provider s. In our provisional view, these
rules remain important and are the minimum which we consider necessary to
ensure consumershH pprotectadcy i s respected and

9 transparent asthey clearly set out our expectationsand the reasons for the
proposals are clearly explained aboveThe effects of the changes are lear on the
face of the proposed newStandard. We therefore consider that the draft Code and
this accompanying consultation document clearly set out to industry the

1 Requirements that will apply to them, including proposed changes from Code 14,
and do so ina transparent manner.

Q23 Do you agree with our proposal to introduce a new consumer privacy Standard?
Please provide an explanation as to why you agree or disagree

Q24 Do you agree with our assessment of the proposed newconsumer privacy
Standard against the general principles which we set out in the discussion document?
Do you have any further information or evidence which would inform our view?
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Prevention of harm and offence Standard

Proposed Standard

Promotions and services must beprovided in a manner that does not cause harm or
unreasonable offence or distress to consumers or to the general public.

Rationale

This Standard aims to ensure that providers act in the consumer interests at all times, and
that phone-paid services do n¢ cause ham or unreasonable offenceor distress to
consumers or the general public.

Our regulatory approach under Code 14

290. Code 14 contains a number oRequirements that providers must take to achieve the
TAvoidance of harni Outcome. In particular, paragraph 25 states the following:

T That PRS do not cause harm or unreasonabl e

gener al publ i c. 1
291. There are a number ofRequirements which support this Outcome, including that

1 PRS must notpromote or incite or be likely to promote or incite hatred in respect of
any group or individual (as specified)

1 PRS must not encourage or be likely to encourage consumers to put themselves or
others at risk

1 PRS must not promote or facilitate prostitution

1 PRS must not induce and must not be likely ttnduce an unreasonable sense of
fear, anxiety, distress or offence.

Early stakeholder engagement
Discussion document

What we said

2922We di d not speci f i chadmlonunrehsosableiaffenceoridistressts sue of
in the discussion document.

Stakeholder comments

293. We did not receive stakeholder feedbackin relation to fharm or unreasonable offence
ordistressf during our early stakehol der engagemen
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PSAH assessmentof inputs received

294. We did not receive stakeholder feedbackin relation to fnarm or unreasonable offence
ordistressf during our early stakehol der engagemen

Consultation proposals
295. We are proposing to introduce a newPrevention of harm and offence Standard.

296. Under this Standard, we are not proposing to introduce any additionaRequirements
over and above the existing rules which areset out under Code 14.This includes rules
relating to:

1 PRS must not promote, incite or be likely tgpromote PRS must not promote, incite
hatred in respect of any group or individual identified by agedisability, sex, gender
identity, race, religion or belief or sexual orientation (paragraph3.7.1)

1 PRS must nbencourage or be likely to encourage consumers to put themselves or
others at risk (paragraph 3.7.2)

1 PRS must not induce and or be likely to indte an unreasonable sense of fear,
anxiety, distress, or offence(paragraph 3.7.3)

297. We arealsoproposing to remove a humber of rules whichwe considerare no longer
necessary,either because we have largely not used these rulesr the rules arecovered
more broadly through our new proposedStandards. These include:

1 PRS must not promote or facilitate prostitution (paragraph 2.5.4)

1 Level 2 providers must ensure that their services are not promoted in an
inappropriate way (paragraph 2.5.6)

1 Level 2 providersmust use all reasonable endeavours to ensure that promotional
material is not targeted at or provided directly to those for whom it, or the service
which it promotes, is likely to be regarded as being offensive or harmfulparagraph
2.5.7)

1 PRS aimed at ofikely to be particularly attractive to children must not contain
anything which a reasonable parentwould not wish their child to see or hear in this
way (paragraph 2.5.8)

1 Where PRS involve the possibility that two or more consumers might be able to
exchange contact details or make arrangements to meet, then clear advice should
be given regarding appropiate safeguards, in line with any generally available police
advice (paragraph 2.5.9
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Assessment framework

298. We consider that our proposed newPrevention of harm and offence Standard and
Requirements meet the tests which we set out inthe discussiondocument, namely that
these proposed changesre:

9 effective as they are designed teensure consumer trust in the phone-paid services
market is maintainedand actas a deterrent to providers who are intent on causing
harm. Theywould alsocontinuetome et consumer sH expectations
with promotional material and services which do not cause harnor unreasonable
offence or distress. Our provisional view s that continuing to ensure high
performance by the industry in relation to reducing harmoffence and distress will
i mprove the industry#Hs reputation.

9 balanced since requiring promotions andphone-paid services to be provided in a
manner which does notcause harmor unreasonable offenceor distress s critical for
efficient, well-functioning markets that deliver good outcomes for consumers. This
is vital to the overall reputation of markets as it drivesconsumer confidence and
trust in markets which helps the phonepaid services market by supporting growth.
Our view is therefore that these proposals can be objectively justified athey will
benefit firms through enhancing the reputation of the industry as a whole which in
turn should lead to healthy innovation and consumer choice.

9 fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particular descriptions of persons. The draft Code will be
applied uniformly to all relevant parties engaged in theprovision of controlled
premium rate services, as definedin the premium rate services condition set by
Ofcom under section 120 of the Act. The draft Code does not propose to make any
changes which will lead tosome parties, who are not currently subject to any
obligations under Code 14, now being subject to obligations set out in the new
Code.

1 proportionate aswe are not introducing anything new, butproposing to retain
someexisting Requirements from Code 14 and removing some othesand so will
not be adding tothe regulatory burden. In ourview, the rules which would remain
are important and are the minimum which we consider necessary to ensure
consumers are well protected from the risks of harmor unreasonable offenceor
distress which the promotion and use ofsome phone-paid services could potentially
give risk to.

i transparent asthey clearly set out our expectationsand the reasons for the
proposals are clearly explained aboveln addition, the effects of the changes are
clear on the face of the proposed newstandard. We consider therefore that the
draft Code and this accompanying consultation document clearly set out to industry
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the requirements that will apply to them, including proposed changes from Code 14,
and do so in a transparent manner

Q25 Do you agee with our proposal to introdu ce a newPrevention of harm and
offence Standard? Please provide an explanation as to why you agree or disagree

Q26 Do you agree with our assessment of the proposed newPrevention of harm and
offence Standard against the general principles which we set out in the discussion
document? Do you have any further information or evidence which would inform our
view?

Organisation and service information Standard

Proposed Standard

Organisations and individuals involved in providng PRSmust provide the PSA with timely,
accurate and detailed information about themselves and the services they offer or intend to
offer.

Rationale

This Standard aims to ensure that the PSA has appropriate oversight of the whole value
chain involvedin the provision of phone-paid services through receiving timely, accurate
and detailed market information about providers of phone-paid services and their services.
This helpsensure consumer confidence in phonepaid services as it provides a greater
degree of ransparency about the market as a whole and means that consumers caecess
and rely on information provided about the services and organisations they engage with.

Background

299. Code 12'3 included specificrequirements for parties in the phonepaid services value
chaintoregistert hei r organi sati ome gliedtari d tsdbjextivich) .s eTT hvd c ¢
behind this were:

1 Increased consumer confidence - consumers should be able to access and rely on
information about th e services they have engaged ith and the organisations that
have provided these services.

9 Effective market analysis - effective regulation needs to be underpinned by timely,
accurate and detailed market information. Registration should support the ability of
the PSA to fully understand and analyse the market it regulates, particularly around
the types of services operating in the market and the number of providers operating
within each sector and enable the PSA to take welinformed regulatory decisions.

13 This came into force September 2011
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1 Intelligent monitoring - registration should support the effective and efficient
targeting of limited monitoring resources, through establishing a comprehensive
database of services provided in the market.

9 Efficient application of Code processes - registration should support and enalle the
timely and accurate application and enforcement of the Code, with clarity and
certainty of participating organisations.

9 Effective due diligence - alongside additional information provided by the PSA (such
as breach hisory), registration should support effective due diligence to assist
relevant providers in their consideration of their contractual relationships, and to
minimise the participation in the market of non-compliant organisations and
individuals.

Our regulatory approach under Code 14

300. Section 3.4 of Code 14 sets outegistration Requirements. Paragraph 3.4.1 of Code 14
states:

T Before providing any PRS al l Net wor k oper a
register with the PSA subjectonlytoparyr aph 3. 4. 3 bel ow. T

301. It iscurrently arequirement that registration needs to be renewed annually and any
breaches of the Code and sanctions imposed will be linked to thehone-paid service
provider Hs r egi st eequeaiendteat Levell2providérdmusts al s o a
provide the PSA, wihin two working days of the service going live, with details to
identify services and theLevel 1 providers involved so that these details can be added
to the register and be made available to consumers.

Review of PSAregistration details

302. Following areview of the information which is required as part ofregistration, the PSA
issued astatement in September 2018 whichset out the additional information we
decided would be required under service registration This is:

1 core service information - service name; service start and end dates; customer
service contact details (telephone, website, email); service delivery method; service
description; other service terms and conditions; service delivery domain; country of
service provision; customer service information (service provider can input text to
enable specific messaging)

9 branding - brand name(s) the service is known by; brand images (if relevant)

1 service type and payment - service category and subtype; specialconditions
declaration; payment frequency; charge; price description

1 consumer bill details - all bill identifiers; all bill identifier types

i service promotion - service promotion description; promotion start and end dates;
methods used to promote a service (from a defined list)
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9 service value chain- name(s) of other providers in the value chain; other providers
service roles.

303. Our review was necessary given changes in the markefor example,the shift to mobile
and internet-based servicesWhile we consider these changes to theegistration
process and associated systems have led to improvements, there are still gaps in terms
of people and services being registered and how well it is updated. Foxample, we still
find many providers only identify one account user. It is also evident that account
maintenance is limited, with accounts often only accessed during annual renewal.

Early stakeholder engagement
Discussion document
What we said

304. We set aut that the overarching principles with regards to 'pre-operational’
requirements are that consumers should be able to trust that they are dealing with
reputable providers and individuals, and that organisations who want to operate in the
market must register comprehensive details about themselves and the services they
provide.We also noted that while we have recently strengthenedrequirements in this
area, we wankd to consider the benefits of more stringent, or alternative, controls, and
consider more effective and practical up-front checks through optimisation of
registration measures, includingrequirements to provide more comprehensive
organisational and service information.

Stakeholder responses
Network operators

305. BTsuggested that the PSA shuld validate registrations, i.e. confirm financial viability
claims are correct.

306. Telecom Zaid that Level 1 providers need information from the PSA to help with on
boarding new clients. It said that the PSA should check the credentials of new providers
through registration.

307. Telefonica Uksaid that stronger due diligence checks made bthe PSA at the point of
registration would prevent organisations from re-entering the market with the
intention of causing harm. It felt that the PSA could carry out its own crdit and director
checks, including character and fitness tests, to ensure that dirgtors and firm owners
have not historically broken the PSA's rules. It said that the PSA could obtain
undertakings from the firm's director(s) that they have read, understoad and intend to
comply with their regulatory obligations. It also highlighted a risk with pre-entry checks
as it was not confident that smallerLevel 2 providers would be able to facilitate 'regular
compliance auditing'. It also expressed concern that a mbationary period could
disincentivise market entry.
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Level 1 providers

308. Donrsaidit would strongly support a verification and supervision model forLevel 1
providers based on t he HO®eHsgiswapop.itarguedhhattif dones
correctly , this would prevent a repeat of Veoo Ltd case In particular, it considered that
verification, supervision and timely service suspension would prevent consumer harm
while enabling charities to grow fundraising activities unhindered.

309. Fonixsaidthat the PSA should sign off individuab g g r e gpoliciesr s H

310. Infomediasaid that the PSA should not align with the FCA authorisation model since it
can take 34 weeks on averagé¢o get authorisation which would not be goodin this
market.

Trade associations

311. Action 4said it was in favour of updated DDRAC guidance and verification checks on
new entrants and said that a checklist approach would be a good staiit argued that
more market entry requirements, together with a Code that is easy to understangd
should reduce investigations and sanctions.

312. aimmagreed that a better registration system was one of the ways to improve
consumer outcomes andspread responsibility across thevalue chain

Consumersand consumer advocates

313. Oneindividual respondensaid there was a need for a prgressive authorisations
process. Theycalledforar egi st er of persons operating as h
maintained.

Others

314. One industry repondentcommented that a basic levelof due diligence should be done
by the PSA, coupled with guidelines and confirmation from providers upon registration.
It felt that this would raise standards. They also raised thedea of probationary periods.

Webinars

315. Stakeholders were broadly supportive ofmore upfront checks at the point of
registration . The need to ensure that all information required was proportionate to the
harm that was being addr es s efiiandvmoperriestssand di scus
reputational checkswas also raised, and was argued that it was important that the
PSA was cleaabout what this involved. Somestakeholders alsocommented about the
need for more clarity as to the roles and responsibilities of different organisations
within the value chain.

316. Theissue of bords (i.e.,having to put up a bond oralternative form of security as a
condition of being allowed to gperate a service)wasalso discussed, with some
stakeholders expressing concern that bondsvould act as a highoarrier to entry and
may be digproportionate.
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The PSA Consumer Panel

317. The PSA Consumer Panatoted that it was important that registration information is
verifiable and kept up to date.lt was also supportive of the proposal to have a
nominated overall contact as well as named persons with specific responsibilities.

PSAH assessmentof inputs received

318. Almost all respondents agreed that more stringent market entry was a good idea if this
does not impact on innovation and were supportive ofus carrying out more upfront
checks at the point of registration. We welcome stakeholder support to our proposals,
and we note the concerns raised about striking an appropriate balance between getting
the entry requirements right, while supporting innovation. Weagreewith these
comments so long as innovation ign the interests of consumers.

319. There was a difference i opinion of the value ofusdeveloping a similar approach to
that used bythe FCA, with some providers being supportive of such a move and others
not. We note that the FCA follows a much morestringent authorisations -based
approach. While weacknowledge that this may have value in ensuring greater discipline
in terms of market entry, this is not something which is legally possible under the
current statutor y framework and, therefore, not something which we are able to
consult on.

320. The idea ofbonds was generally felt to be disproportionatealthough one respondent
was supportive. We are not proposing to take forward the issue of bonds for the
purposes of this consultation § and have also removed therequirement for a bond for
'live entertainment services'g on the basis that we believeour proposals, particularly
relating to verification and supervision, will provide adequate consumer protection.

321. Similarly, we are also not proposing to take forwardhe option of probationary periods
which we also feel may be disproportionate and unnecessary giveather proposals,
particularly relating to verification and supervision.

Consultation proposals

322. We are proposig to introduce a newOrganisation andservice information Standard.
This Standard has been largely adapted from the current Code 14 registration
requirements. We are proposing to include the following newRequirements within this
Standard:

1 phone-paid sewice providers must identify and provide contact details for the
individuals within the organisation with responsibility for DDRAC, platform
security, vulnerable consumers and overall regulatory compliance with phonepaid
services (paragraph 3.8.3)

1 merchantsmust, before making a service accessibl® consumers, provide to the
PSA all information (including any relevant numbers and access or other codes) that
the PSA requires (paragraph 3.8.4 (a))
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1 merchants must provide the identity of any other PRS provides involved in the
provision of the service, as well as information about any other person contracted
for, or otherwise involved in, the promotion and delivery of the service (paragraph
3.8.4 (b))

1 phone-paid serviceproviders must keep all information provided to the PSA as part
of registration up to date. The PSA must be notified of any changes to such
information promptly and in any event within five working days of the change
(paragraph 3.8.6)

Assessment framework

323. We consider that our proposed new Standard and Requirements relating to
organisation and service informationmeet the tests which we set out in ourdiscussion
document, namely that these proposed changeare:

9 effective as they are designed teensure that we haveappropriate oversight of the
whole value chain involved in the provision of phonepaid services through receiving
timely, accurate and detailed market information about providers of phonepaid
service and the services they provideThis will also result in enhanced transparency for
consumers who will be able to make more informed decisionsbout providers and
services.The need for additional upfront checks at the point ofregistration will be a
key aspect of our proposed new regulatory approah in terms of verification.

1 balanced asthe additional information we are requiring seeks to addressdentified
areas of weakness with our currentregistration system and is in our view objectively
justified . We provisionally consider that these proposedchangeswill provide greater
transparency aaoss the value chain, not only for those within the value chain, budlso
for the PSA This should result in a famore effective regulatory regime and encourage
more effective use of systems and alsq reduce our administrative burden in terms of
our engagement with providers. It is also worth noting that some stakeholders have
argued that we should implement a famore rigorous regime based on the FCAt s
approach to authorisations. However, as abovewhile we acknowledge that this may
have value in ensurirg greater discipline in terms of market entry, this is not something
which is legally possible under the current statutory framework.

9 fair and non-discriminatory asthey do not discriminate unduly against particular
persons or againstparticular descripti ons of persons. The draft Code will be applied
uniformly to all relevant parties engaged in theprovision of controlled premium rate
services, as definedin the premium rate services condition set by Ofcormunder section
120 of the Act. The draft Code doesnot propose to make any changes which will lead to
some parties, who are not currently subject to any obligations under Code 14, now
being subject to obligations set out in the new Code.

91 proportionate as they should not disproportionately increase the buden on industry,
as they are relatively limited and, in our view, represent the minimum necessary to be
able to achieve our objective. We note that some of the proposed new changes relating
totheprovisi on of i ndi vi d@arhakisg seveces acaessibletbet ai | s
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consumers before providing information to the PSA providing information about the
identity of any other PRS providers involved in the provision of the serviceand
keeping information up to date including notifying the PSA promptly of any changeg all
build on existing Code 14Requirementsand, in some casesare very minor changes

9 transparent as they clearly set out our expectationsand the reasons for the proposals
are clearly explained above The effects of the changes are clear othe face of the
proposed new Standard. We consider therefore that the draft Code and this
accompanying consultation document clearly set out to industry therequirements that
will apply to them, including proposed changes from Code 14, and do so in a
transparent manner.

Q27 Do you agree with our proposal to introduce a new Organisation and service
information Standard? Please provide an explanation as to why you agree or disagree

Q28 Do you agree with our assessment of the proposed newOrganisation and service
information Standard against the general principles which we set out in the discussion
document? Do you have any further information or evidence which would inform our
view?

Due diligence, risk assessment and control(DDRAC) Standard

Proposed Standard

Organisations and individuals must perform effective due diligence on any person or
organisation with whom they contract in relation to PRSand must conduct a full and
thorough assessment of potential risks arising from the provision, content, pranotion and
marketing of PRS on an ongoing basis.

Rationale

This Standard acknowledges the importance of effective DDRAC processes which are
central to good business practice as it enables all parties in the value chain to operate with
confidence and assirance that the practices of those they contract with in the delivery of
phone-paid services are compliantand effective.

Our regulatory approach under Code 14

324. DDRAC is required to be undertaken by any party that contracts with another party in
the delivery of a phone-paid service. This includes undertaking DDRAC on any party
involved in the promotion, verification, chargingand postpurchase handling of a
service. Effective DDRAC has a positive impact on consumers, the phorgid services
market and the parties operating within it.
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325. Section 33.1 of Code 14states:

TAIl Network operators and Level 1 providers mustperform thorough due diligence
on any party with which they contract in connection with the provision of PRS and
must retain all relevant documentation obtained during that process for a period
that is reasonable in the circumstances T

326. In addition to the Code provision, there is currently DDRAC guidance in place which
was first published alongsideCode 12. The existingguidance:

T

sets out that due diligenae, risk assessment, and control are separate and distinct
processes to be carried out byMNOs and Level 1 providers on any party that they
contract with that forms part of the value chain in the delivery of a phonepaid
service.

expects that DDRAC proces®s should take place both before a contract
commences and throughout its duration

sets out that DDRAC processes are built on the corner®nes of:
o know your client
0 properly identify the risks
0 actions taken to control any risks

o0 responding to incidents.

9 sets out in detailwhat information providers at different parts of the value chain are
expected to collectabout who they are contracting with and whenthey should collect
it, before a commercial contract for the delivery of a phonepaid servicebegins.

1 provides examples of the types of risks that the PSA would expect providers to
identify, assess and take actions to control, to ensure caumer confidence in phone
paid services.

327. DDRAC obligations remain an area of high interest to us as a key method of enabling
providers to adopt and maintain good practices that benefit them and deliver good
outcomes for consumers of phonepaid services Our current enforcement strategy has
a high focus on DDRAC cases

Review of DDRAC guidance

328. We undertook a review of existing DDRACguidancein 2019/2020 .

329. As part of our review we engaged withindustry stakeholders in individual meetings
and workshops © better understand their experiences. We alsodiscussed the
effectiveness of the existingguidance and where there might be opportunities to

strengthen it, clarify our expectations, and to provide greater certainty to providers.
Our initial assessment wagthat the existing guidance was still relevant and in many
areas our expectations have not changedut we identif ied opportunities for greater
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clarity in the guidance. We noted that there are many providers who undertake due
diligence to a highstandard and have effective risk asg@ssment and control processesn
place § but not all companies operateto these highstandards. Through our
investigations and monitoring work we identified the following issues:

1 DDRAC policies and procedures are not always cared out in practice

9 initial due diligence is more likely to be undertaken effectivelythan ongoing risk
assessment and control processes

9 there is not always a single point of contact in an organisation with overall
responsibility and accountability for DDRAC

9 across the value chainroles and responsibilities in relation to DDRAC are not
always clearly defined

1 sometimes risks are identified by providers as part of their DDRAC but no action, or
only limited action, is taken to manage those risks

1 where Level 2 services have migratel from one Level 1 provider to another,
sometimes only limited DDRAC is undertaken by the receiving Level 1 provider

9 if a service is operated across multiple Level 1 providers, not all Level 1 providers
have visibility of the whole service

1 parties who are not directly contracted with each other within the value chain have
poor visibility of the operation of a given service

9 information is not always stored securely, which in the past has led to providers
being unable to provide uswith sufficient due diligence records due to data loss

330. The highprofile case against a Level 1 provider, Veoott in September 2019, further
highlighted the risks and ssues associated with verypoor due diligence.The Tribunal
found that the company had knowingly breached its DDRACequirements and had
provided false or misleading information to the PSA.

331. We intended to consult on revised DDRAC guidance in March 2020 budue to the
pandemic this was put on holdand we indicated that this work would be taken forward
as part of ourCode 15 review.

Early stakeholder engagement
Discussion document
What we said

332. We set out that the overarching principles with regards to 'pre-operational’
requirements are that consumers should be able to trust that they are dealing with
reputable service providers and individuals We said we were concerned that it is
currently too easy for organisations to enter the market without the necessary
protections for consumers always being in placeWe noted that while we have recently
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strengthened requirements in this area, including DDRAC, we waed to consider the
benefits of more stringent, or alternative, controls, to ensure that market entry is
managedat an appropriate and effective level.

Stakeholder responses
Network operators

333. BTsaid that they would be supportive of changes to DDRAC tht would require an
upward or downward exchange of DDRAC information in the contractual chain which
would enable a better understanding of risk and appropriate control.

334. Telecon® stated that providers will perform DDRAC and require compliance with the
Code within their contracts, but outside of this they have no control over whatLevel2s
are doing. It argued that the current categories needed to be expanded to cover all roles
inthevaluechainncl udi ng the consumer s phmodioe company
platform providers because often issues lie with these parties and outside dfevel 1 and
Level 2 control. It also said that if an issue is outside dfevel 1 control then they should
not be penalised.

335.Telefonica UKpposed placing greater responsibility up the value chain.It argued that
Level 2 provider s should be responsibleasMNOs were not equipped to have oversight.
It considered that MNOs should only be responsible fordue diligenceon Level 1
providers.

336. Vodafonecommented that some actors drectly involved in the provision of a service
can be overlookedg such as third-party verifiers and External Lottery Managers (ELMs).
It argued these roles need to be accounted for.

Level 1 providers

337. Fonixstated that current DDRAC guidance only relatesto ongoing due diligence and is
very open to interpretation. It argued for a minimum set ofstandards to be provided for
the whole industry to enable all providers to work to the same DDRACStandards. It
suggested that the P\ should sign off individual@ gr e g at o r.l¢dbo qaled forc i e s
verification providers to be included within the value chain on the basis there needed to
be greater accountability across the entire value chain.

338. Infomediaargued that the current categorisation may not captureevery party and
could also capture merchants too widely where they are not involved directly in
purchase flows or billing. It also said that where customer support is at issue the
reporting of and ultimate responsibility for this could fall to other value chain partners.
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339. Donr expressed concerns the role otevel 1s andLevel 2s are clear but that the role of
T s dévellprovidersi seems to have beeleveldstgsandd t o by
requirements.

Trade associations

340. Action 4was in favour ofupdated DDRACguidance and verification checks on new
entrants.

341. aimmargued that it was important to consider the role of all parties in the value chain,
including ad-placement networks, affiliates, ADR providers, calhandling companies,
compliance houses, subLevel 1s, technical supplies, verification providersand
monitoring businesses.

342. Mobile UKwas concerned by some of the language i.exploring more effective ways of
holding the whole value chain to account and extending liability. They felt tht sanctions
should be targeted at wrongdoers and should not be scattered across the value chain. It
did not feel it was appropriate for providers to be held to account for problem providers
for whom they have no direct knowledge or responsibility. It argled it was not
appropriate for the PSA to consult on shared responsibility/liability across the value
chain for non-compliant services.

Consumers and consumer advocates

343. One individual respondemioted that service providers are too quickto put blame on
third parties. They argued that responsibility should rest with authorised providers and
that more direct accountability is required.

344. Another individual respondertiso argued that networks need to be held
responsible/accountable for the actions of theLevel 2s they contract with.

345. PCGargued that providers typically blamed parties in the value chain who sit outside
regulation. He argued that providers need to be held directly accountable for actions of
those who they contract with.

Others

346. Evinaargued that the Level 2 provider role is important and they take on the largest
part of the risk. It considered that data was key to ensuring all providers are living up to
their responsibilities.

4 A sub-Level 1 provider is a term often used by industry stakeholders when there is more than one
Level 1 provider in the valuechain.
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347. Oneindustry respondengxpressed concern that enhanceddDRAC will be time
consuming.

Webinars

348. A key theme which emerged during our webinars was the importance of gettingight
the barriers to entry. Many stakeholders argued that the current barrier to entry into
this market was too low, with many problems assodcited with bad actors able to enter
and exit the market too easily and without consequence. Many stakeholders also
suggested that we need to look at what we can do through Code 15 to ensure that only
well-intentioned providers that put consumers at the forefront of what they do can
enter the market. We were also asked to think about responsibilities across the value
chain and the opportunities to strengthen due diligence Requirements, alongside
considerations about market entry. In addition, we also heard fom stakeholders who
said we need to strike a balance here between getting the entryequirements right,
while supporting innovation and enabling new and different services to enter the
market to the benefit of consumers.

The PSA Consumer Panel

349. The PSA Cosumer Panel felt that there should begreater risk assessment and control
requirementsfor organisations to ensurethat those they contract with are maintaining
the sameStandards as when they first did the checks.

PSAH assessmentof inputs received

350. We note that the majority of respondents were supportive of the need toraise
standards relating to DDRAC across the industryand the need toensure clarity in terms
of expectations in order to ensurea level playing field.We welcome this.

351. We note that some respondents expres&d concern about extending liability across
the value chainfor non-compliant services and that providers should not be
accountable for providers over whom they have no direct knowledge. While weaccept
these points, we do not agree tlat this would be the result of raising DDRACstandards.
Indeed, it is our view that providers would only be liable for those elements which are
within their control and for which we would expect them to undertakeeffective due
diligence and have in placesffective ongoing risk assessment and control processes
Thisis alsoour current position under Code 14.

352. We note that a number of respondentsargued that we should look to extend
regulation to other parties who are involved in the provision of phonepaid services but
are not currently regulated by it. This includes, for example,affiliate marketers,
verification providers, monitoring bu sinessesand technical suppliers.While we
understand these arguments,this is not something we couldachieve throughan
amendment to the Code. This is becauseve canonly regulate those parties which ae
covered by the definition of TControlled PRS providefi, as definedOf ¢ o PRSs
Condition set under the Act. Our view remains, howeverthat the more effective model
for ensuring compliance with Code requirements should rest with those parties who
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directly contract with these org anisations, whichare typically merchants. We also
consider that upstream providers (both intermediaries and networks) have an
important role to play by ensuring that complianceresponsibilities flow down the value
chain through contractual arrangements with those parties with whom they directly
contract.

Consultation proposals

353. We are proposing to introduce a newDDRAC Standard. This will combine exiging
DDRAC Requirements from Code 14, as well as elements from our existing published
guidance and our updated (unpublished) guidance which was updated following our
review of DDRAC guidance in 2019/2020.

354. The changes we are proposing to make through intnducing a new DDRACStandard
are intended to ensure there is a shared understanding between us and industry that
effective DDRAC is a fundamental and vital aspect of operating a phongaid service.
The Requirements are that:

1

relevant providers must undertake thorough DDRAC on any person with whom
they contract in connection with the provision of a phone-paid service,prior to
entering into any contract and/or rendering any service accessible to consumers
(paragraph 3.9.1)

relevant providers must continually assess the potential risks posed by any person
with whom they contract in respect of the provision, content, promotion, and
marketing of phone-paid services (paragraph (3.2)

relevant providers must comply with the additional DDRAC Requirements set out
at Annex 2of Code 15which sets out a list of the informationthat should be
collected as part of due diligencgparagraph 3.9.3)

providers of phone-paid services must only contract with other providers which are
registered with the PSA, except where arexemption from registration applies
(paragraph 3.9.4)

where services have migrated from onantermediary provider to another, renewed
checksand verification of migrated data must beundertaken. Reliance canrot be
placed onany previous DDRAC undertaken(paragraph 3.9.5)

all DDRAC policies and procedures which are in place, and all DDRAC undertaken in
relation to third parties, must be approved and signed off by the directoior

equivalent person who has overall responsibility for DDRAC compliance

(paragraphs 3.9.6 & 3.9.7)

relevant providers must have contracts in place that allow them in appropriate
circumstances to suspend or terminate their relationships with parties withwhom
they have entered into contracts with for the provision of phone-paid services
where they reasonably suspecthe occurrence of non-compliant activities
(paragraphs 3.9.8 & 3.9.9)
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1 there are provisions in place to make relevant DDRAC information availale to the
PSA, on request, either relating etuesprovide
or those of third parties with whom they have entered into contracts with for the
provision of phone-paid services (paragraphs 3.9.10 & 3.9.15).

Assessment framework

355. We consider that our proposed newDDRAC Standard and Requirements meet the
tests which we set out in ourdiscussiondocument, namely that these proposed changes
are:

i effective as they have been designed to addreater simplification, clarity and
certainty by bringing all the keyRequirements together within a singleStandard.
Our view is that this will be beneficialfor parties both inside and outside of the value
chain interms of improving understanding and awareness 0DDRAC Requirements
and the information necessary to facilitate good DDRAC policies and processes.
This helps not orly those performing DDRAC obligations butalsoensures those
who are subject to DDRAC policies and processes understand what is necessary.
We particular ly note the following:

0 enhanced specific DDRACRequirements are effective in protecting
consumers from the risks of harm at the earliest point in a cotractual
relationship. It provides the contracting party with ample opportunity to
assess the integrity of those they contract with and use the information
established as a basis for ongoing checks throughothe lifetime of the
relationship

0 requirements to enable the passing up of information through the value
chain strengthen oversight byreducing the blind spotsthat typically occur
between network operators and merchants where one ormore
intermediaries enablesthe provision of service. This in turn preides a level
of consumer protection - protecting consumers at the earliest stage should
potential non-compliance be recognised

0 requirements for network operators andintermediaries to contractually
enable the option to suspend or terminate contracts (as ppropriate) with
those they contract with provides an efficient way to ensure that potential
non-compliance can be addressed and controlled appropriately and in such a
way that is pro-active and not reliant onsubsequentregulatory intervention

0 requirements for senior-level accountability/sign-off of DDRAC policies,
processes and activities, ensures oversight that actions are being carried out
to the satisfaction of the organisation as a wholewhile also ensuing that
failures to comply with DDRAC Requirements cannot be apportioned to
transitional or junior staff.

91 balanced asthey represent in our view a fair balance between therequirements of
fairness, effectiveness and efficiency, and the changes proposed @ode 15 are,

95



among other things, obgctively justified and proportionate measures that seek to
addressthe relevant regulatory gaps andneedsset out above. We note that some
providers already have effective DDRAC processes whereas others do not, and that
clarifying our expectations will help ensure that due diligence is carried out
consistently to a high standard, includingeffective risk assessmentand control
processes This will help in terms of creatinga more level playing field as tdow
DDRAC s peformed.

fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particular description of persons. The draft Code will be applied
uniformly to all relevant parties engaged in theprovision of premium rate services,

as definedin the premium rate services condition set by Ofcomunder section 120 of
the Act. The draft Code does not propose to make any changes which will lead to
some parties, who are not currently subject to any obligations under Code 14, now
being subject to obligations set out in the new Code.

proportionate as they should not disproportionately increase the burden on
industry. The majority of changes being proposed shoulih fact have apositive
impact on the regulatory burden across the indwstry, as weconsider that they will
benefit industry by ensuring clarity and consistency in the way DDRAC is carried
out. We note that some providers already have effective DDRAC processes in place
and, in these cases, we would expect any regulatory burdeto be limited. Therefore,
to the extent there is any additional regulatory burden, this would fall on those
providers who currently follow poor DDRAC practices. Ourassessment, therefore,
is that our proposals will be an improvement on the existing Coderad will provide
for enhanced consumer protection, without unnecessarily increasing the regulatory
burden on industry. This will benefit consumers but will also benefiindustry by
increasing consumer confidence in these services, and by enhancing its regiion.

transparent asthey clearly set out our expectations and the reasons for the
proposals are clearly explained aboveln addition, the effects of the changes ae
clear on the face of the proposed newstandard. We consider therefore that the

draft Code and this accompanying consultation document, clearly set out to
industry the requirements that will apply to them, including proposed changes from
Code 14, and dcso in a transparent manner.

96



Q29 Do you agree with our proposal to introduce a new DDRAC Standard? Please
provide an explanation as to why you agree or disagree

Q30 Do you agree with our assessment of the proposed newDDRAC Standard against
the general principles which we set out in the discussion document? Do you have any
further informatio n or evidence which would inform our view?

Systems Standard

Proposed Standard

All systems, including payment and consent verification platforms, used for the provision of
and exit from PRS must be technically robust and secure.

Rationale

This Standard aims to ensure that payment platforms are operated to a higlstandard and
consumers are not charged for phonepaid services without their informed and robust
consent. The principle of consumer consent is essential to any business and is at the heairt
our regulation. If service providers areable to charge consumers without clear, robust and
verifiable consent in exchange for phonepaid services, then this is a serious concern, not
only in terms of consumer protection, but also for the wider reputation of phone-paid
services.

Our regulatory approach under Code 14

356. Code 12 and subsequent editions, including Code 14, have all containetthe following
rule:

TConsumers must not be charged for PRS without their consent. Level 2 providers
must be ableto provide evidence which establishes that conserit!®.

357. There isalsopublishedguidancei n pl ace which sets out
how to meet the provision.

358. In Partthree of Code 14,there areseveral provisions which are relevant to the
technical quality of systems and the oversight of risk posed by providers and/or
services'®. These Code provisions are relatively broad and lacketail in terms of clearly
setting out our expectations on the steps which we consider are necessary tensure
that payment and verification platforms are technically soundsuch that they cannot be
used to charge consumers without their consent

15 Under Code 14, this is set out at paragaph 2.3.3 under the Fairness Outcome.
16 These include paragraphs 3.1.1, 3.1.3, 3.1.6 and 371.
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Review of consent to charge guidance

359. Over recent years, we have seen an increase in consumers reporting that they did not
provide their consent to be charged and that they did not sign up to the service in
guestion. This was particularly prevalent in 2017/18 and 2018/19 in relation to
subscription services, which at that time made up over 90% of total complaints to the
PSA, and which led tespecialconditions being put in placein 2019.

360. During PSA investigations, we have seen consent records (presented by either Lehvl
or 2 providers, or third-party consent/verification providers) which are not
tamperproof.

361. There were also a number of changes that have occurred over recent years which
supported the need for revisedguidance on consent to charge:

1 the MNOs mandated that an increasing number of service and content types must
use payment platforms accredited by them

9 there has been an increase in the number of companies offering thirgharty
verification services, not all of whom sought advice from the PSA before
commencing operation (as is recommended)

1 the PSA saw a general rise in complaints about services using direct carrier billing.

362. In light of these developments,we consulted on draft revisedguidance onconsent to
charge and payment platform security in August 2019. Our review of theguidance was
aimed at ensuring that Level 1 aggregator payment platforms are operated to high
standards, that any consent platform weaknesses that could lead to consumer consent
issues are addessed, and hat providers ensure they have and can supply robust and
auditable records of informed consumer consent for every charge to a phone bill.

363. We issued our statementand published updatedguidancein February 2020 which
provided:
1 cleardefinitions of informe d and robust consent and how this should be obtained
1 the types of platform security measures that the PSA would expect providers to
have in place
1 recommendations and examples of the types of skills and experience that security
staff working in this area stould have.

364. To inform this revision of guidance we worked with MNOs and an independent
security consultancy!’ to test the security of platforms. This testing resulted in detailed
recommendations being made to MNOsfor improving platfo rm security as well as

17 Specifically, we worked closely with Copper Horse who made specific recommendations to the
providers of each of the platforms tested, as well as making gemal recommendations in the form of
technical Standards and general best practice recommendations. @ne of these recommendations were
implemented through updated MNO Requirements, and others formed the basis of our revised
published guidance.
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assisting the PSA in developing the gdance.The MNOs have continued to require
annual penetration testing of their platforms.

Early stakeholder engagement
Discussion document
What we said

365. We noted that while there were a numberof requirements relating to the purchase
environment, including that consumer consent must be auditableand that providers
must be able to demonstrate consent, our experience of applying Code 14 is that the
market has not always worked well for consumers in this arealVe noted that we
continued to receive a high volume of consumer complaints about being chargedr
phone-paid services without giving informed consent.

366. We said we were keen to raisestandards in this area and we welcomed views on a
number of related areas, including whether there should be increasedrequirements
relating to technical protections, such as:

1 proof of established technicalstandards for networks/Level 1 providers and third-
party verifiers

9 the ability to require data to be stored and reported in required formats

9 aligning customer authentication with standards of other payment mechanics
Stakeholder responses
Network operators

367. Telecom Zxpressed concerns about the enforcement of technicastandards on the
basis it did not consider that the PSA had gglified staff and resourcesto design and
implement technical standards and that hiring qualified people would have a budgetary
impact.

Level 1 providers

368. Fonixnoted there were already a number of clearequirements for purchasestandards
and as a resti they did not believe anything further was required.

369. Infomediaconsidered that pre-operational requirements should have the same, or
more, weight than operational requirements. It also argued that the PSA should model
its approach to that of the FCA§ so that where providers are registered, this should
represent proof that those providers are able to meet thestandards. It also argued that
ISO 27001 certification could be used as evidence that providers are able to meet
security/technology standards.
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Trade associations

370. Action 4welcomed a greater focus with regard to platform security but was concerned
that not all operators in the industry would have the technical capabilities and
infrastructure to be able to do this.

371. aimmargued that technical standards were already coveredby the security framework
project. It was also concerned that some operators had argued that there were technical
limitations to the implementation of two -factor authentication. It was also concerned
that to mandate this would remove the convenience and irpulse nature of phonepaid
services.

Consumersand consumer adrocates

372. One individual responderigreed with the proposals to increase technicastandards.
They considered that provisions in PSD2/PSRs could be worked intohone-paid
services.

373. Another individual respondermjuestioned whether it was possible to improvestandards
until vulnerabilities are fixed. They also argued that onrscreen PINs do not work.

374. PSC@greed with the technical proposals set outlt argued that innovation had
enabled increased fraud. It also considered that the PSA could learn from FCA
regulation and, in particular, the need to make equirements more stringent.It argued
that strong consumer authentication was essential. It also argad that MSISDN!®
passthrough needs to be reviewed. It was noted that in Germany it is possible for
consumers to opt-out of having their MSISDNs exposed and the PSA should consider
something similar.

Others

375. Evinaargued that Google and Apple have existingtandards and that studying these
frameworks should be a priority. It considered that it was vital independent verification
is carried out to authenticate payments.

Webinars

376. This was not an issue which was spdigally raised during our webinars. Qhe Level 2
provider, however, argued that it was important to avoid inconsistenciepetween the
regulatory standards, MNOrequirements and the network operator Codes of Practice.

18 Seeglossary
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PSAH assessmentof inputs received

377. We note there was amixed view from stakeholders about the need to increase the
requirementson providers in relation to systems. Some respondents felt that the
existing provisions were sufficient and that no further action was required $me
respondents doubted whether all providers had sufficient technical capability to do
more. The consumer respondents were generally supportive ohcreasedrequirements
in technical protections. We welcome these commentsalbeit would stress in response
to concerns raisedabout further action, that the majority of what we will be consulting
on already exists inour recently updated guidance which was extensively consulted on
and so should beactivities which relevant providers are already doing.

Consultatio n proposals

378. We are proposing to introduce a newSystems Standard. This new Standard will
incorporate many of the changes which we included in our updateduidance relating to
consent to charge andpayment platform security. Theseare that:

1 there must be one or more suitably qualified or experienced person(s) with overal
responsibility for security and fraud (paragraph 3.10.1)

9 intermediary providers must have a Single Point of Contact (SPoC) who acts as the
point of contact for the PSA regarding systens issues and security (paragraph
3.10.2)

1 allintermediary provider (except where they are providing voice-based services)
must comply with the technical Standards set out at Annex 3 of the Code (paragraph
3.10.3)

1 intermediary providers (except where they are providing voice-based services)
must have their platform security-tested on an annual basis by a thirgbarty which
appears on the NCSC Approved List (paragraph 3.10.4)

9 allintermediary providers must act upon any security alerts or flags, whether
received from their own monitoring or from information shared by others, ina
timely manner (paragraph 3.105)

1 network operators andintermediary providers must provide the results of all
intermediary provider platform security tests to the PSA in accordance wih any
request madeundert he PSAHS supervi sor yorigoonvaon s or an
made under Code 15 (paragraph 3.10.7)

1 network operators andintermediary providers must have contracts in place that
allow them in appropriate circumstances to suspend oterminate their relationships
with parties with whom they have entered into contracts with for the provision of
phone-paid services(paragraphs 3.10.8 & 3.10.9)
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1 any evidence created and stored in relation to theRequirements for obtaining
consent to charge must be independently auditable and provided to the PSA upon
request (paragraph 3.10.10)

1 where aphone-paid serviceprovider engages any thirdparty to undertake activities
to obtain or verify consumer consent to charges on its behalf, it must require that
third party by contract to supply the PSA with any relevant data o information
upon request, to the extent permitted by law (paragraph 3.10.11)

1 network operators must have in place contracts withintermediary providers which
allow for the randomised testing of platforms, including third-party platforms, at
any time. (paagraph 3.10.12)

379. In addition, we are proposing to include the following newRequirements:

(i) network operators must ensure that any platform security test results submitted to
them are assessed by suitably qualified or experienced staff with the requisite
technical expertise to analyse the results and make appropriate recommendations
(paragraph 3.10.6)

(ii) all network operators and intermediary providers must implement acoordinated
vulnerability disclosure scheme!® and act upon any issues reported (paragraph
3.10.13)

Assessment framework

380. We provisionally consider that our proposed new Systems Standard and Requirements
meet the tests which we set out in ourdiscussiondocument, namely that these
proposed changesare:

9 effective becausebringing these provisionsinto the draft Code will benefit
providers by providing additional clarity as to the necessary steps which must be
taken to ensure that their payment and verification platforms are technically
sound.Consumersshould expect phone-paid payment mechanismsto be &
technically robust as other paymentmechanisms and in our view these changes
will help to achieve this.We expect that this will result in the establishment of
more secure technical and risk control procedures which will enable providers to
demonstrate that any records of charging cannot have been initiated in any other
way than through the informed consent of consumers.

9 balanced as theyhave been largely adapted from currentpublished guidance
under Code 14 which has only been recently consulted oanAacordingly, providers
should be familiar with the concepts and expectations regardingonsent to charge
and payment platform security. Therefore, our provisional view is tha these
proposals represent asensble balancebetween setting out clearly the
circumstances in which, and the purposes for which, they apply; and the need to

19 Seeglossary
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reflect the fast-moving and dynamicphone-paid servicesindustry which delivers
servicesacross various different platforms.

9 fair and non-discriminato ry as they do not discrirminate unduly against particular
persons or against a particular description of persons. The draft Code will be
applied uniformly to all relevant parties engaged in theprovision of controlled
premium rate services, as definedin the premium rate services ondition set by
Ofcom under section 120 of the Act, with one exception. The exception appliesto
those providing voice-based serviceswho will not be required to comply with
paragraphs 3.10.3and 3.10.5 of the Code as it would be impractical for them to do
so. The draft Code does not propose to make any changes which will lead to some
parties, who are not currently subject to any obligations under Code 14, now being
subject to obligations set out in thenew Code.

91 proportionate asthey do not result in new burdens being placed on industry ad
are simply aimed atcodifying our expectations which were contained in our
recently updated guidance. We note that the MNOs have already updated their
accreditation standards to include most of the recommendations madédy Copper
Horse?°. We also note that ourupdated guidance onconsent to charge and
payment platform security carefully considered all inputsreceived, both through
formal consultation responses and informal mechanisms (such as industry
engagement). It alsotook account of the findings and recommendations from the
Copper Horse report which, in our view, made a number of important, and
necessary,recommendations. Moreover, the two new Requirements we have
added g relating to ensuring platform security test re sults are assessed buitably
gualified or experienced staff, and that dl netw ork operators and intermediary
providers must implement acoordinated vulnerability disclosure schemeg were
both recommendations from the Copper Horse report.

1 transparent asthey clearly set out our expectations and the reasons for the
proposals are clearlyexplained above In addition, the effects of the changes are
clear on the face of the proposed newstandard. We consider therefore that the
draft Code and this accompanyingconsultation document clearly set out to
industry the requirements that will apply to them, including proposed changes
from Code 14, anddo so in aransparent manner.

20 The recommendations from the Copper Horse report are discussed in our consultation on revised
consent the charge guidanceConsultation on revised guidance on Consent to Charge 14 August 2019
ccc (psauthority.org.uk)
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Q31 Do you agree with our proposal to introduce a new Systems Standard? Please
provid e an explanation as to why you agree or disagree

Q32 Do you agree with our assessment of the proposed newSystems Standard against
the general principles which we set out in the discussion document? Do you have any
further information or evidence which wo uld inform our view?
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6. Supervision
Introduction

382. In this section, we describe how we propose to carry out our supervisory rolé e see
supervision as involving ongoing oversight ophone-paid services and theirproviders to
achieve and maintain compilance with the Codein order to prevent, or reduce, actual
and potential harm to consumers and the market. We propose that this oversight will be
effected through supporting and monitoring compliance with all the obligations set out
in the Code.

Background

383. One of the primary objectives is to develop anew Code that will enable us to engage
with industry in a more supervisory capacity, to place greateremphasis on prevention
rather than cure.

384. We see our proposed new supervisory functions as building onwr recent changes to
our regulatory stakeholder managerapproachwhich we introduced in Spring2020. This
was a deliberatestrategic change in how we engage withindustry stakeholders and was
driven by a desire to bemore co-ordinated, be able torecord engagementmore
consistently and have clear ownership of relationships and related actions

Early stakeholder engagement
Discussion document

What we said

385. We said that, under our outcomesbased framework, we have emplogd a number of
ex-post fixes through policy interventions which has resulted in a complex regulatory
system. Where breaches have occurred, we have engaged in, often lengthprmal
enforcement activity after consumer harm has already happened.

386. We said thatwe had also found that while sane providers are cooperative and
forthcoming about their priorities, business models and approaches to ensuring
regulatory compliance, others are not and we have had difficulties obtaining good
information about providers and their services, both as parif, and outside of, formal
investigations.

387.In light of this we said that we wanted to introduce a new supervisory function through
which we will be better able to monitor compliance and engage more proactively with
industry, including having access to be&er and more targeted data, and be able to
prevent harm occurring.
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Stakeholder responses

Network operators

388. BTsupported an increased focus on preventing, rather than curing, consumer harm
within the market. It agreed that smarter engagement with key parts of the value chain,
as well as providing advice and education, is critical to achieving this result.also said
that should the PSA choose to adopt a more proactive approach to monitoring the
market and intelligence gathering,it would welcome a dscussion about the pros and
cons of wusing the |l evy to fund the PSAHAs effo

389. Telecom Zommented that standards could take more resource and cost more to
monitor and enforce than outcomes, causing an increase in the PSévy and an increase
in operating costs for Level 1 and Level 2 providers, making some valued services no
longer viable. It expressed concern thathe greater powers and higher levels of
supervision sought bythe PSA may deter new entrants to the market and cause existing
companies to leave the market dueto the financial and resource cost of compliance. It
said it was difficult to comment further without more detail on the Standards.

390. Telefonica UKonsidered that focusing on prevention rather than cure is the right
approach, but the PSAmust recognise the obvious tradeoffs and how it can best
support the due diligence and security checks already undertaken by th&NOs in the
market.

Level 1 providers

391. Fonixsupported the initiative to raise industry standards based on prevention raher
than retrospective action. It argued it was not reasonableto allow non-compliant
services to continue to run, increasing consumer harm, whiithe PSA investigateslt
proposed an additional step within the regulatory assessment should beo introduce a
more informal route to allow compliance issues to be addressed rather than allowing
more consumers to be impacted over a prolonged period of timdt also noted that it
had a good relationship with the PSA and hd openly shared information around
technical issues or compliance concerns to help protect the market and promote good
business.It said it would like to see thePSA adopting a similar stance back to
aggregatorsasal ear | ygsysteninisno any i ssues can be cut

392. Infomediaadvocated the move towards a more supervisory style of regulation but
commented that outcomes should not be abandoned in favour of a more prescriptive
approach. It considered that the supervisory approach would promote innovation
within the market whil e simultaneously simplifying the rules that are currently
challenging to apply to increasingly complex value chains. It also noted that this would
align phone-paid services more closely with the payments industry and consequentially
drive-up quality given the more stringent requirements. It also noted that this would
lead to a necessary increase in the work the PSA may be required to do in terms of
supervision, audits and similar activities.
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Trade associations

393. Action 4welcomed the proposed move to prevention mther than cure but commented
that the industry would need clarity as to what this means.

394. Mobile UKagreed that proportionate regulatory steps should be taken to minimise the
risk of rogue actors in the market It argued that some of the stepgroposed inthe
discussiondocument could achieve this including the proposed increased focus on
prevention rather th an cure.

395. UKCTAargued thatwhileit welcomedt he PSAHs proposal sntheo
sector by moving to a model of verification and superision and a stronger enforcement
regime, it did not think those measures were sufficient to protect consumers from harm
caused by ICSS.

Others
396. Evinabelieved the increased focus on prevention is absolutely critical.

397. One industry respondersid that it broadly supported the aims and objectives, as set
out in the discussiondocument.

Webinars

398. This was a keyarea ofdiscussion during our webinars, with many stakeholders
supportive of our proposed new supervisory approach which was considereds helping
to facilitate greater collaboration between the regulator and regulated parties. A
number of stakeholdersindicated that more detail on our proposed new supervisory
regime would be helpful.

PSAHs assesssmeeived of i nput

399. We note that there was broad consensus by the majority of stakeholders relating to
our proposal to increaseour focus on preventing, rather than curing, consumer harm
within the market. We also notethere were some concerns that this may require
additional resource and cost more tomonitor and enforce than our current outcomes-
based approach.

400. We have carefully considered these comments and welcome the broad support behind
our proposed new preventative approac. We consider that our proposed new
supervisory function will be a critical part of how we achievethis. We believe this is a
necessary shift in our regulatory approachif regulation is to remainfit for purpose and
capable of effectively regulatingtodayH s  m aForlkhe rreasons set out &ove, we do
not consider that our current outcomes-based framework isworking in the best
interests of consumerso r i nd u st rhyodrsview, thetpmposed ghift to a
supervisory model represents the mosteffective and least burdensome route to
achieving this objective. In particular, we believe it will enable us tobetter monitor
compliance and engage more proactively with industry, including having access to
better and more targeted data, and be able to pevent harm occurring.
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401. We recognise concerns relating to the potential for increased costs. However, we
remain committed to keeping costs down and our proposed supervisory regime is
intended to enable flexibility so we can target our supervisory role whee it is most
needed.We are proposing dight touch supervisory model compared to other models
which we have considereds uch as t he FCA#HsSWeslsomaethat si on r eg
other regulators who engage in supervisory activities (including the=CA) have
identified supervision as a more costeffective approach as issues areble to be dealt
with informally rather than thro ugh formal enforcement. Formal enforcement action
incurs costs for both the regulator and the party being investigated.

Consultation proposals
General approach to supervision

402. We are proposing tointroduce a new broad power that enables us to undertake a
range of supervisory activities for the purposeof monitoring compliance with Code 15.

403. In carrying out our supervisory activities, we will consider evidence, undertake
analysis of information we receive and may us risk or other frameworks, to prioritise
and support compliance withall of the obligationsset out in the Code

404. We propose that our supervisory model will include the following types of activity:

1 proactive ¢ pre-emptive identification of harm through a review and assessment of
providers and the services they offer

1 reactive g dealing with issues that are emerging or have happened to prevent harm
growing

1 thematic g wider diagnostic or remedy work where there is actual or potential
harm arising in relation to a number of providers and/or services

405. In performing our supervisory activities, we propose to have regard to the following
principles:

1 evidence-basedjudgement g making supervisory judgements based on evidence
and analysis and considering the apypriate course of action based on a clear
assessment of regulated service®r service types, individuals, organisations or
industry sectors, including any risk posed

i forward -looking - in assessing any risk, we will consider the likelihood of any
potential future consumer harm and the need for any early intervention to prevent
such harm occurring

1 focused on risk of consumer harmg we will apply greater focus on issues and
providers that pose a greater risk of harm to consumers. To this end, the extent and
frequency of supervision applied by us may increase in line with the risk of
consumer harm or detriment posed
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1 co-operation gwe will work in an open and ceoperative way when carrying out
our supervisory activities. We will expect providers to co-operate and engage fully
to enable effective supervision.

The purpose ofsupervision
406. We propose to supervise by monitoring compliance with the Codeto:

1 assess levels of compliance with the Code bpyhone-paid serviceproviders and/or
particular sectors of the phonepaid servicesmarket

1 enable the prompt identification of any actual or potential non-compliancewit h the
Code

9 proactively address any actual ompotential non-compliance with the Code

1 prevent or reduce the risk of actual or potential harm to consumers fromnon-
compliance with the Code, and/or

1 ensurethat the PSAhas sufficient information to take informed decisions enabling
it to carry out its regulatory functions effectively.

Q33 Do you agree with our proposed general approach to supervision? Please provde
an explanation as to why you agree or disagree.

Compliance monitoring methods

407.We propose that monitor ing compliance with Code 15 will include information -
gathering activities that are reasonable and proportionate. Theways in whichwe may
look to gather information includes:

9 assessing complains and otherintelligence - we currently receive intelligence about
compliance issues from various sources, incl:
own monitoring and other regulators or public bodies. Wepropose that this will
continue to form a critical part of how we monitor compliance with the Code.

9 audits - for the purposes of supervision, we also propose to requirgphone-paid service
providers to submit an audit report annually or periodically as thePSA may specify.
This may include the need for regulatory returns which nay include workforce, staff
employed, complaints and disputes, financial information, and the arrangements in
place to ensure compliance.

1 the periodic reporting of data and informati on g we want to be able to require
information to be provided from a range of sources, tchelp us to understand the
ongoing compliance of a regulated party, and any risks or issues and to be able to take a
range of actions based on what that information igelling us.This relates toparagraph
4.5 of the draft Code in terms of reporting and natifications requirements.
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1 targeted information -gathering g we want to be able tohave flexibility in terms of the
information we require through careful targeting of particular information from
individual providers, relating to compliance issuesincluding issuing directions for
information in accordance with paragraph 6.1 of thedraft Code. This is intended to
support our compliance monitoring aims as sebut in paragraph 4.2.4 of the draft Code

1 thematic reviews -if we suspect or become aware of an issue occurring in the market,
we want to be able to obtain the information required to understand the issue and to
enable us to take appropriate supervisoryor regulatory action aimed at the relevant
sector or part of the market.

9 skilled personsreports -in certain defined circumstances,we may require askilled
persons report where providers may be required to undergo an independent review of
their activities which are/or risk causingconsumer detriment and agree to undertake
any remedial actions that the report may require.Thiswill be suitable for matters that
require specific expertise, including (but not limited to) technical issues related to
platform security and payment platforms.

1 engaging with PRS providers- we may engage with providers where we consider it
appropriate to do so to understand conpliance issues and trends relating to phone
paid services, whether in relation to specific services or service types,rahe market in
general to inform decisions on appropriate action.

9 conducting pre-arranged visits (by consent) to the premises of PRS preiders - we do
not propose to usethis in a mandatory fashion but, rather, asa mutually beneficial
process and an oppatunity for us to give practical adviceto providers on how to
achieve compliance throughanimpper son r evi e wbusinessandpr ovi der Hs
processes

Q34 Do you agree with our proposed compliance monitoring methods? Please provide
an explanation as to why you agree or disagree.

Reporting and notification requirements

408. To support our supervision function, we propose to requirerelevant providers to
periodically report data and information. We propose to set out in our published
procedures a non-exhaustive range of data and information that the PSA may require in
such periodic reports and notifications. This may include the following types of
information:

From network operators

1 reports setting out PRS contacts and complaints from consumers, and the sengc
and provider responsibleto which the consumer was signpostedn relation to that
service.
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1 a notification when a newintermediary is onboarded to anew network operator

1 a notification when anetwork operator has identified an issue and what steps they
have taken to rectify this, e.g,where a service is terminated, a provider suspended,
or there are security or data issues

From intermediaries

91 the number of contacts and complaints received monthly, by service and provider,
and the outcome

1 monthly report s setting out new services taken on and those which have ceased

9 timely reporting of any platform, security or other DDRAC risks or issuesand any
steps taken to rectify them.

Q35 Do you agree with our proposals on reporting and notification requirement s? Please
provide an explanation as to why you agree or disagree.
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Assessment framework

409. We provisionally consider that our proposed newapproach to supervision neetsthe
tests which we set out inthe discussiondocument, namely thatthese proposed changes
are:

1 effective asthey are akey element of our proposed new preventative approachWe
believe this is a necessary shiftfiour regulation is to remain fit for purpose and
capable of effecti vel.Yhroughthesé mapdsaisgwetwit d ay Hs
be able to engage more proactively with industry, including havinggreater insight
and intelligencein relation to providers ftompliance strategies, and this will help
prevent harm occurring. This will ensure consumers areprotected from harm,
leading to improved consumer trust and confidencein the market andsupport the
growth of phone-paid services.

1 balanced asthey will enable us to have a more comprehensive understanding of
providers of phone-paid servicesand the services that are offered to consumes.
This will help us better protect consumersas we will be better able to takeproactive
regulatory action that is proportionate, efficient, timely, targeted and effective . We
consider that this will support ongoing compliance monitoring with Code15 and
enable us to prevent, reduce or otherwise effectively respond to actual or potential
harm to consumers.

We also notethat verification and supervision is something that larger firms who
operate in other markets are used to, and that this approacls consstent with
regulatory approaches adopted by other regulators, includingthe FCAandthe
Pensions Reqgulator

9 fair and non-discriminatory as they do not discriminate unduly against particular
persons or against a particular descriptions of persons. Specificlgl, we note that our
proposed newsupervision regimewill be applied uniformly to all relevant parties
engaged in the provision of controlled premium rate sector, as definedin the
premium rate services condition set by Ofcomunder section 120 of the Act. The
draft Code does not propose to make any changes which will lead to some parties,
who are not currently subject to any obligations under Code 14, now being subject
to obligations set out in the new Code.

9 proportionate as they will not disproportionately increase the burden on industry.
Indeed, the majority of changes being proposed should positively impact on the
regulatory burden as they are designed to deal with compliance concerns earlier
and more speedily, and without moving to formal enforcement. This should,
therefore, reduce the potential for costs and other resources for both industry and
the PSA.In addition, the proposalsinclude a number of safeguardgor industry
including advancewritten notification and provision of reasonsand proportionality
considerations where certain compliance methods areused.
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i transparent as our expectationsare clear inrelati on to the proposed new
supervision function and the reasons for the proposals are clearly explained above
In addition, the effect of the changes are clear on the facef the provision set out in
Section 4 ofthe draft Code 15.We consider therefore that the draft Code and this
accompanying consultation document, clearly set out to industry therequirements
that will apply to them, including proposed changes from the Cod 14, and do so in a
transparent manner.

Q36 Do you agree with our assessment ofour proposed new supervisory function
against the general principles which we set out in the discussion document? Do you
have any further information or evidence which would inform our view?
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7. Engagement and enforcement (including additional powers,
responsibilities and obligations)

Background

410. In this section, we describe our proposed approach to engagement and enforcement
(as set out inPart five of the draft Code) ard additional powers, respmsibilities, and
obligations (as set out in Partsix of the draft Code).

411. The central objective ofthe regulation of phone-paid services is to protect consumers
from the harm that may arise from their use of such services. In psuing this objective,
our overarching principles with regards to enforcement arethat:

1 enforcement processes are effective and capable of producing a proportionate
consistent andfair outcomes, and are clearly understood by industry

9 parties associated with services underinvestigation must fully co-operate with us,
including complying with requests for information

91 regulated parties must comply with all sanctions imposed by us.

412. Under Code 14, investigations, procedures and sanctionare dealt with in Part four.
This part of the Code was the primary focus of our review of Code 13 in 2015, leading to
the introduction of Code 14. The key changes from this reviewvere:

9 bringing forward the consideration of interim measures, i.e.,withholds and/or
suspensions to an earlier stage in all Track 2 investigations. This removed the need
for the emergency procedure, whichexisted under Code 12 and 13 but whichwas
abolished by Code 14

1 replacement of the Code Compliance Panel (CCP) with a new body, the Code
Adjudication Panel (CAP)which no longer contained members of the PSA Board.
This provided a separationbetween those involved in makingthe Code, the PSA
Board, and those who enforce it

1 an internal mechanism to review the recommendations of the Investigations team
before breaches and sanctions are outlined to the provider in aarning notice

1 enhanced potential for providers to settle cases once they have received the
warning notice, and prior to a hearing

1 amore flexible hearing, which allowed for different levels of oral and legal
representation

1 amore streamlined, simplified process with significantly reduced the complexity of
the existing Part four by removing post adjudication reviews and the Independent
Appeals Body (IAB) stage.
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Early stakeholder engagement
Discussion document

What we said

413. We saidwe wanted to consider how bed we can uphold the reputation of the market
by intervening earlier and more robustly to prevent consumer detriment before it
occurs, and to penalise and deter wrongdoing when it does occur. We identified the
following early considerations:

Investigations

9 further reaching and more flexible information-gathering powers

1 exploring more effective ways to hold the whole value chain to account, such as
expectations on DDRAC of contracted parties, the level of publication of wider
information about investigations and the role of parties in the value chain in
supporting the implementation of relevant sanctions

1 greater flexibility in terms of investigative decision-making models, including
possible fasttracked, more streamlined, proesses for breaches which are ma
administrative in nature (such as introducing anexecutive decision-making model
to allow for the PSAExecutive to sanction directly).

Sanctions

1 looking at the appropriateness, where merited, of more effective means to ha
non-compliant providers to account, such as through the issuing of penalty
notices/fines, publishing wider information about investigations and extending
liability to other parties in the value chain Level 1s andnetwork operator s)

1 considering how to increase the range of effective déerrents, including developing
an equivalent range of sanctions that other regulators have. This may include
acquiring the ability to hold individuals (directors and or persons of significant
control) to account and having greater flexibility in fine amourts

9 improving the process for universal refunds, possibly giving us a consumer refunds
function for adjudicated refunds.

Stakeholder responses
Network operators

414.BTsaid it wassupportive of streamlining the procedural elements of the investigation.
However, it woul d welcome clarity on how the

accountT and extend LUlevedproviders y t o net wor ks and
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415. Telecom Zonsidered that the most important ways ofimproving the investigations
and enforcement procedures would be to speed them up and communicate more,
particularly where the perceived breaches are
proposal to act against the whole of the value chain would only be appropriate where
there had been a clear significat failure within the chain. It argued that Level 1
provider s performed due diligence prior to contracting with a provider and will
normally include compliance withregulation in their contract but , other than this, they
have no control over the actions ofproviders.

416. Telefonica UKlid not feel that the case for urther reaching information gathering
powers and greater fines had been made. While sicknowledged that reliable and
accurate data plays a vital role enn t he PSAHS
activities, it did not feel that the PSA was using its existing information gathering
powers to great effect. It argued that more detail aboutthese powers would be helpful,
and, in particular, how they will be used and why they would be proportionatelt also
said that where the PSA intends to increase the number of information requests sent to
industry, it should clearly set this out, giving arindication as to the type of information
they are likely to require and in what timeframes. In terms of fines, it said that it would
not support the notion of hlarger valueH fine
larger fines, the PSA should focusn methods to collect fines more effectively. It
considered there were more simple and pragmatic sanction opbns available to the
PSA, such as through theegistration scheme, where the PSA could look to revoke
licences temporarily while an investigation was in progress.

417. Vodafoneargued that the key is to recover fines from the bad actors in the value chain
and not introduce fines on easier targets (level 1 providers and networks). It said that
regulation needs to demonstrate to Level 2 provider s that malpractice is financially
painful and fines are swiftlyimposed. On the matter of reporting responsibilities, it said
the function of the networks in the provision of information gathering should be to
validate information provided by the value chain.

Level 1 providers

418. Fonixbelieved there needed to be clear reciprocal responsibilities for the PSA in terms
of investigations and sanctions. I't al so note
its ability to recoup fines from companies who dissolve the business and then pop up
under a new entity. It argued that if the PSA can improve their investigation speg and
deliver sanctions in atimelier manner, this would increase the success rate in terms of
the settlement of fines. It also argued that repeat offenders need to be named and
shamed and that the introduction of penalty notices to merchants for continuednon-
compliance could be a significant deterrentparticularly if the amount increased for
each recurrence.
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419. Infomediabelieved that the current enforcement processes may not match a more
robust supervisory regime going forward.ltar gued t hantal tfhe nfvlesftorgat i «
somet hing of a misnomer and that aadviinsporroyvie d
stage.This cauld then identify an issue and an associated risk grading and provide the
regulated party an opportunity to respond or request more time to respond.It argued
that failure to respond at the advisory stageshould result in suspension notices being
issued, particularlywhere the issueor case is medium or high riskit also argued that the
current Track 1 and Track 2processes take too lorg and permit harm to continue and
that the above suspension would mitigatethis, but that the PSA must also commit to
firm timescales for managing those cases teonclusion.

Trade associations

420. Action 4was fully supportive of sanctionsfor network operators, Level 1 and Level 2
providers who breach the Code and noted that the process should be enforceable and
realistic. It argued that there should be greater focus on earlier informal support for
those who seek to work within boundaries. It also believed hat making the Code easier
to understand as well as pait of entry obligations should have an effect on reducing
investigations and sanctions. It also argued that once an issue has been identified, there
should be quick processes to resolve it.

421. aimmmade a number of observations relating toinvestigations, including:

9 that some of its members would welcome a more streamlineghrocess with better
communication channels

1 that the PSAshould give particular attention to its research on enforcement
processes ugd in Sweden and The Netherlandsyhere the process is
run swiftly and decisions are made in weeks

§ thatsome of its memberswerend c onv i n chaildinglagasé har g ument . |t
noted that the PSA had stated in the past that a breach can be formally athed in the
absenceofc omp|l ai nts andcldsihgait a shecefbcecohsumer
does not i mpede t he wWhErédaBliscareglve valilable/closuietor egul a
the consumer and to themerchant

1 that itsmembers wanted more transparencyin general around therequest for
information (RFI) process, including what triggers an RFI

f concern about pr bopiogtte wiwle vakié chdinitoragcounto. T1 t
did not feel that the value chainshould be responsible for elenents which are
outside of their remit and reach.

422. aimmalso made a number of comments relating to sanctionsncluding:

1 consumer education would enhance the reputation of the market
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9 stopping rogue businesses being able to register would help achieve better outcomes
for consumers and uphold the reputation of the market.It noted this works well in The
Netherlands as shown in its research

1 its research into other countries had shown thatoutcomes for consumers can be
improved by helping them toself-servein a more efficiert way, removing the
requirement for regulatory intervention.

1 members wanted to understand more detail about possible changes to sanctions

9 how universal refunds would work in practice, including when appropriate, how they
would operate and the role of the \alue chain in making payments

1 whileitis important to hold businesses to account for wrongdoing, details of cases
should not be publicised until it is proved.

423. Mobile UKconsidered that a £250,000 fining power was adequate and that the issue
was not the level of the fine but that companes are able to easily evade fines by
liquidating their companies without paying. It also indicated that the industry would like
to discuss further whether a more sophisticated variant of the 3Gday rule could be
developed f or hpr obat i orgaed hatthecPSAnghauld foausan wdys of a
improving the collection rates for fines. It also expressed concermbout Tmore flexible
information gatheringT and requested clarification as to what was intended here.

Consumers and consumer advocates

424. Oneindividual respondensaid that the PSA must sebut its supervisory and
enforcement priorities. They argued it was imperativethat investigations are conducted
correctly to ensure that if criminal proceedings result, evidence is admissible They
advocated that consumersshould bekept up to date on investigations.They also argued
that the PSA must consider all the methods at its disposal similar to other regulatory
authorities. This includes supervision warning, action ircluding redress schemesearly
settlement discounts, monetary penalties, suspension, and revocation of licenses.

425. BothPSCGnd anotherindividual respondentade a number of similar pointso those
detailed above.They argued that the publication of Tribunal judgements can be useful
as this would help consumers, particularly in those cases where an investigation makes a
breach finding and there is agreement that affected consumers should be refunded.
They argued tha close monitoring of services and consmer complaints is essential.
They argued that the speed of investigationgs important. They also wanted the PSA to
be able to suspend services generating a disproportionate number of complaints,
pending investigation. They believed the outcome of investigtions should be
communicated to consumers who make a complaint. They wanted directors of
companies to be held personally liable.

Webinars
426. The importance of clarity and simplicity was a major theme during our webiars.
Stakeholders encouraged us to lookat opportunities to streamline enforcement

through Code 15, and to be clearer about the process and timeframes.
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PSAHs assesssmeeivéd of i nput

427. We welcome comments receivedon the issue ofour investigations and sanctions
processes and proceduresWe note that responses were largely mixedin terms of the
issuesraisedin the discussion document.The responsesbroadly fall into the following
categories:

Streamlining our enforcement activity

428. There was strong support for streamlining the procedural elenents of investigations
and, in particular, speeding them up and communicating more, particularly where the
perceived breaches are minor. We welcome these comments. As we set out in the
discussion document, we are keen to consider decisiemaking models whth allow fast-
tracked, more streamlined processes for breaches which are more administrative in
nature. We set out below proposals which weconsider will enable us to do this under
the draft Code. We alsoconsider that our proposed new approach to engagemet and
enforcement, including a new framework for informal resolution and an enhanced
settlement process, will enable better communications throughout.

Concern about proposals relating to Tholding the whole value chain to accounti

429. We note that there was a mixed response to ouearly consideration of extending
liability to other parties in the value chain, with the majority of respondents arguing that
providers should not be responsible for elements which are outside of their remit and
reach. On balance we agree with these comments. Our proposals focus on those arsa
where we consider providers do have control on the action of others, such as DDRAC,
where we would expect that providers should, as a matter of good business practice,
require compliance with our rules within their contractual agreements with third
parties.

Information gathering

430. While there was broad acknowledgment of the importance ofreliable and accurate
data in the context of investigations, some respondents welcomed further clarity
regarding proposalsto strengthen our information gathering powers. Other
respondents questioned whether this was necessary

431. We note that while we cancollect a range of different information under Code 14, our
experience to date has beerthat:

1 while someproviders are willing to share information with us, this is on arfas
requestedfbasis and we do not receive regular information from providers about
their activities, performance, complaints or issues

1 we have difficulty obtaining information from some providers on a voluntary basis,
or securing adequate engagement, including at alevels of the value chain
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1 even when requesting information under formal direction (as part of enforcement
action), some providers supply partial information or supply it in arunacceptable
format.

432. Thisleads to inefficient outcomes as it means we are p@hntially opening investigations
on the basis of limited or unreliable information.So, our provisional view is thatis aclear
need for usto strengthen our information gatheri ng powers.

Penalty powers

433. We note that some respondentswere not supportive of the possibility of flarger valuert
fines andextending our penalty powers beyond our current maximum of £25Q000 per
breach. It was argued that the focus should be on methodsto collect fines more
effectively and, in particular,from companies whoevade fines byliquidating . Having
consideredresponses,we are not proposing to consulton strengthening our penalty
powers as part of this consultation The proposals which we set at in this document,
andwhich are described in earlier sections andelow, are focussed orensuring the
integrity of providers in the market andimproving the scope andeffectiveness of our
enforcement powers and procedures which we consider will help interms of fine
collection rates.

Publicity

434. We received anumber of suggestions with regards topublicity . Somerespondents sdd
that there should be greaterh n a mi n g a Kphrticularly for repeat offenders.
Other respondents did not think it was appropriate to publish details of casesbefore
they were proven. We have considered these responsesis set out below, our
provisional view is that we should move to a more flexibleengagement and
enforcement framework, including setting out a more explicit position on publication of
warning letters (including action plans).

Revoking licences

435. We also note some respondents suggested that amoption could include revoking
licences on a temporary basis, such as during investigationg/hile we sympathise with
the views expressed this would effectively amount to a licensing regime. This is not
something which is legally possible under the current statutoryframework and,
therefore, not something which we are able to consult on

Other considerations

436. We have ako considered the research provided to us by aimrand, in particular, its
conclusions that this research had identifiedthat outcomes for consumers can be
improved by helpingconsumers toself-serve in a more efficient way removing theneed
for regulatory intervention. As we discuss irdetail in paragraph 124, while the research
isaninteresting look into other regulatory models, we question its relevance to theUK
market. We note, for example, that aimm refers to theSwedishand Dutch enforcement
modelswhere decisions are made in weeksThis is likely tocontravene public law
principles that apply to public authorities in the UK context, particularly in terms of
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fairnessrequirementsfor relevant parties under investigation. Nevertheless, and as set
out above,we consider that both our proposed informal engagement processegwhich
will enable swifter resolution of issueg and ourformal enforcement tools (including use
of an enhanced settlement proces$should lead to moreefficient and streamlined
outcomes.

Consultation proposals

437. We are proposing the followingkey changes to our enforcement powers and
procedures:

a new approach to engagement and enforcement

an enhanced settlement process

strengthening the existing interim measures regime

a more efficient adjudicative regime

strengthening the test for prohibiting individuals

strengthening and expandingour information gathering powers.

=A =4 =4 -4 4 A

438. The main changes we are proposing to consutin under Code 15 to achieve this
include the following:

Engagement and enforcement

Newapproach to engagement and enforcement

439. Under Code 15, we propose to moe away from the current model of Track 1 and
Track 2 procedures to a new structure which is based oenquiry letters, warning letters
andformal notification and enfor cement notices. Our provisional view is that this will
provide a much cleaer overall structure of the engagement and enforcement routes
open tousand provide both usand industry with a clearer framework around informal
resolution which currently sits outside Code 14.

440. The key changes we are proposing here are:
A clearer framework around informal resolution
Background

441. Under Code 14, wherewe identif y matters of concern in respect of services, we send
an enquiry to the relevant provider, to notify them. Engagement vith the enquiry by the
provider is voluntary and information cannot be directed at this stage. If we do get a
response, we review it, and make an assessment as to whether the matter should
proceed to the next stage- a decisionas to whether or not to formally investigate.
Relevant matters which we take into account at this stage, include how serious the harm
is, whether it is ongoing and whether the provider has taken any steps to address the
issues identified. The overall purpse of the enquiry stage is to give providers an
opportunity to respond to our concerns and to make changes at an early stage.
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Issues identified
442. In terms of our current approach to informal resolution under Code 14there is:

1 no formal framework in placeto require that providers take corrective steps, what
those corrective steps should be and by when they should be taken

1 no formal requirement that providers should report back to usin respect of any
steps they have taken and when they were taken

1 no clearframework for communicating to a provider the consequences of failing to
find solutions/take corrective steps

1 not always good visibility of precisely what steps a provider has taken and when, nor
isthere a clear consequence formallycommunicated for failing to remedyissues

443. What this means inpractice is that there isan unduereliance onissuesbeing escalated
to formal investigations rather than being resolved informally.

Proposed changes

444. Under our proposed new enforcement structure, wewant to bring our informal
resolution framework within scope of Code 15, through the use ofenquiry letters and
warning letters.

445, Although it is currently open to usto engagewith industry informally, we consider that
it will be beneficial to have clarity within the draft Code and/or any published
procedures regarding the use of informal engagement/resolution tools to help ensure
that such communications are given due consideration and weight by thendustry.

446. We consider that this will provide us with more flexibility in how we deal with any
compliance concerns andallow the opportunity for more cases to be dealt with through
informal resolution rather than formal enforcement action. Thiswill work as follows:

1 enquiry letters §thesewill enable us to engage withphone-paid service providers
to better understand Code-compliance issues and trends. This engagement will
support and inform our decisions on appropriate regulatory priorities and action.
Failure to respond to anenquiry letter without good reason and/or repeated
failures to respond will be a relevant factor which we will take into account as part
of our proposed new ceoperation Requirements (seeparagraph 405 above).

1 warning letters g where it appears tousthat a breach of the Code has occurred or is
likely to have occured, and whether or not anenquiry letter has been sent or a
response received,we may issue avarning letter to the relevant phone-paid
servicesprovider. In awarning letter, we will set out our concerns and require a
response and/or corrective action to be taken within a specified timeframe, rather
than proceeding to place the matter before a Tribunal or a single legally qualified
CAP member(at which point sanctions can beapplied).
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A more flexible engagement and enforcement framework

Background

447. Under Code 14, our regulatory frameworkis focussed on two optionsg informal
resolution or formal investigation/enforcement. While action can be taken which
effectively sits between these two options, it is not well-defined as a tool.

Issues identified

448. We have identified the following issues in terms of our current enfecement structure
under Code 14:

1

T

informal engagement and formal investigation may not always be the most
appropriate tools g sometimes greater flexibility may be beneficial, particularly
where available evidence shows very clear breaches of the Code (witlut the need
for further investigation) and where we may wish for specified corrective action to
be taken. Examples are registration breaches or where comprehensive monitoring
has capturedclear breaches. In these circumstancesve may want to rely on a t@l
which is more definitive than informal dialogue, but where we may not necessarily
want to proceed via formal investigation/enforcement or to impose broader
sanctions.

Track 1 action plars currently offer the ability to agree corrective action to be taken
with a provider, including the provision of refunds, but these are only available after
a decision to investigatehas been taken.

Track 1 action plans are dependent upon provider agreemat.

Proposed changes

449. We are proposing that, where corrective action is required, through avarning letter,

and before issues go to thdormal naotification stage, we may specify the action to be
taken in the form of anaction plan to be agreedwith the provider. Anaction plan will
specify a set of actions which we consider are necessary to remedy the breach and
prevent any repetition, together with a deadline for implementation. We are also
proposing that we may publishwarning letters (including action plans) where we
considerit would be necessary and proportionate to do so to prevent or reduce
potential or actual harm to consumers.

450. Our provisional view is that the proposed action plans havethe following benefits:

1 they canbe usedmore flexibly, including where clear evidence of breaches exists
without the need for further investigation

1 they canbe proposed/agreed at an earlier stagahan is currently the caseg
including agreement as to issuing refunds
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T

T

we are able tobe much clearer upfront in terms of the consequences of non
compliance with action plans (i.e. proceeding to enforcement)

the more flexible use ofaction plans could be effective with a cooperative provider
and where swiftly agreeing remedial steps and obtaining refunds for consumers is a
priority (rather than the imposition of a broader suite of available sanctions).

451. Theincreased flexibility in agreeing action plans would be a particularly effective tool
in supporting our proposed new supervision regime under Code 15. For example, in
those cases where matters emerge as a result of supervision, but we do rtbtnk formal
investigation is necessary.

Broadening the circumstances under whicformal notificationcan be issued

Background

452. Under Code 14,once aninvestigation has been contuded, we will provide the relevant
party with a formal notification of our conclusionsand all necessaryinformation and
evidence concerning the alleged breah(es) of the CodeThis is in the form of avarning
notice which includesthe specific breach(es)we are alleging the relevant caseevidence,
and any proposed sanctions which we will be recommending tthe CAP.The relevant
party is then given a reasonablegeriod of time in which to respond before the caseis
placed in front of a Tribunal for determination.

Issues identified

453. Under Code 14,an enforcement notice can be only issuednce a case has been
allocated to aTrack 2 procedure, and upon conclusion of the investigationOur
experience is that this is relatively late in the process and has rested in the following
issues:

1

providers have, on occasion provided additionakvidence only on receipt of the
warning notice. This means the executivanay havespent time and resource
investigating and building a case on incomplete informationWhile the party under
investigation could have provided this information sooner, it would have been in
both partiesHAnterests for this disclosure and representations to have been made
earlier in the process to enable a more informed decision to be made about the
progression ofthe case and thepotential breach(es)

it may be beneficial for parties under investigation to be made aware of the alleged
breaches formally earlier in the process so formal settlement and adjudication by
consent discussions can beonsidered earlier in the process.For example, we have a
number of ongoing investigations which we considerwould have been concluded far
earlier if we were ableto communicate our concerns much earlier in theprocess.
Thisis likely to become a more significant isse given some of the changes in the
market and, inparticular, an increasing number of largeblue-chip companies
entering the market.
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1 some remedial actions may take time and resource to implemeng if a provider is
keen and willing to remediate potentallbar m it woul d be i n consume
fairest to the providers that they are informed of these as early as possible so
mitigation can be adequately shown if needed

1 potentially we could make moreinformed decisions on the most appropriate course
of action with enhanced engagement (or lack thereof) earlier in the proces§ e.g,
which cases may be suited fono further action (NFA) etc.

Proposed changes

454, Under Code 15, weare proposing to notify r elevant parties in writing (through formal
notification) much earlier in the processthat a caseor matter is now at a pointwhich
could lead to an enforcementnotice and determination by a Tribunalor a legally
gualified CAP member. In particular, we propose tha formal notifications could be
issued following either engagement with the provider, for examplewhere the
recommended corrective action has not been taken, or without the need for prior
engagement In either casethis would be where an issue isufficiently seriousto
warrant enforcement action.

455. Following receipt of a formal notification, the relevant party will then have an
opportunity to provide us with any information it considers relevant to the case or
matter. Once we haveconcluded our further enquiries and investigations, we will then
notify th e relevant party of our conclusions in writing in the form of an enforcement
notice where we still consider that a Tribunal or a legally qualified CAP member
determination is necessary. The proposed enforcement notice will be broadly similar to
the warning notice under Code 14 andwill contain similar information. The relevant
party will then have an opportunity to respond to the enforcement notice before the
case or matteris placed before a Tribunal to determine

456. Figure 1 highlightsour proposed new appgoach to engagement and enforcement.
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Figurel: Engagement & enforcemeipflow diagram
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Q37 Do you agree with our proposed approach on engagement and enforcement? Please
provide an explanation as to why you agree or disagree.

Enhanced settlement press
Background

457. Currently, settlement is an option within the context of an investigation, but only after
the service ofthe warning notice. There is no option for settlement discussions to be
entered into in advance of awarning notice being served. Orte awarning notice has
been received by a provider, it has the option to accept the breaches and/or the
recommended sanctions in whole o in part.

458. The current settlement process through the paperbased route is largely untested as it
has been very infrequently utilised.

Issues identified
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459. We have identified the following issues relating to the current settlement process:

1 while it has the benefit of being broad and flexible, it arguably lacks
clarity/certainty in terms of the potential benefits to provi ders of settlement

9 it does not provide a clear enough financial incentive to settl@as no specific
discount for early settlement is specified. The only quantifiable benefit to providers
is a saving on the ExecutiveHtstaadapar-ni str ati
based hearing

9 itis also arguably too restrictive,asit comes late in the investigative process, when
any administrative/resource savings may be limited.

Proposed changes

460. Under Code 15, we want to create an enhanced settlement proces®r the paper-
based routethat provides much clearer and more quantifiable incentives for early
settlement. In particular, we are proposing the following:

1 to allow settlement as a potential option earlier in the lifecycle of the investigation
(once the case has reached the enforcenent notice stage)

9 once an investigation is sufficiently advanced, the ability to communicate
preliminary findings and preliminary sanctions recommendationsto providers and
to invite settlement discussions on that basis

9 to provide adefined system of setiement discounts, namely a percentage discount
for fines in the event of settlement.

461. We consider that these proposals would provide enhanced clarity and visibility
regarding the benefits of settlement. It is also anticipated that maing to adefined
percentage discount may serve as a greater incentive to settlement through the paper
based route. We envisage that any discount would need to be applied after the removal
of the financial benefit (to ensure that providers are unable toprofit from any non
compliant actions).

462. We also anticipate that any discount would be on a sliding scale from 3@to 10%. The
earlier the settlement, the greater the discount available, as the resource savingse
could achieve would be greaterThis approach is consistent with other regulatorsH
approaches to setiement, including Ofcom.

Q38 Do you agree with our proposed changes to settlement? Please provide an
explanation as to why you agree or disagree.
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Srengthening the existing interim measureginee
Background

463. Interim measures enable us to directnetwork operators or Level 1 providers to
withhold revenue outpayments where we anticipate a provider may be unable to pay a
fine or costs. Interim measures can be applied for at any stage of an invésation where
the Code criteria are met. Interim measures applications are made to the Tribunal who
can accordingly direct that a service be suspended and/or that service revenues be
withheld, pending the outcome of the investigation. Generally, applicatias for interim
measures are made on notice and there is also a mechanism for review of any interim
measures imposedwhere certain Code criteria are met.

464. Under Code 14, funds which are withheld following an interim measures direction are
held by either the network operator or Level 1 provider, as directed,pending the
conclusion of the case, at which stageve can direct that monies are paid over to satisfy
any fine imposed.

Issues identified

465. Under Code 14, we have identified a number of issues relatinp non-compliance with
sanctions, including a failure to pay fines imposed-rom 2017/18 to 2020/21 to date,
we have adjudicated against 4providers, of which 38 have failed to comply with the
sanctions imposed. Most have sought to avoid the financial sections imposed through
going into liquidation.

466. The main issues we have identified are as follows:

Limited range of circumstances under which we put interim measures in place

467. Under Code 14, there is no power for interim measures to be imposetefore a service
is allocated for investigation. We can only put interim measures in place oncease has
been allocated toa Track 2 investigation. This is often too late in the process to ensure
that funds are available for the payment of fines and costs.

Notification of outpayment dates

468. When the interim measures regime was first devised and implemented, the
established model for paying out revenues was on a set date, usually on a monthly basis.
This enabled us to request contractual payment out dates fothe service atinitial
enquiry stage and gave us a clear date to work to at an early stage for aimgerim
measureswithhold application. Since the introduction of the interim measures regime,
contractual arrangements for payment-out dates have been alteed in respect of some
non-compliant providers, resulting in sporadic payment-out dates and alterations at
short notice.
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469. In response to this development, we introduced a process of writing to the Level 1
provider and asking them to notify us on a voluntay basis of any invoices received and
any changes to expected paymenbut dates. Most of the time this request was
complied with, but not always, and there was no positive obligation on the Level 1
provider to do so.

Difficulties obtaining withheld funds where providers have entered voluntary liquidation

470. Our experience under Code 14 has been that some providers enteroluntary
liquidation before cases have been concluded. A recent example of this w&gebdata
Ltd and IT Zone ltd, who when investigated by the PSA in 2019 both voluntarily
liquidated which resulted in our inability to enforce any subsequentfines imposed.
Where this happens, there are no funds available for the payment of fines and costs.
This trend has been compunded by the combination of theinterim measureswithhold
limitations with the imposition of much higher fines following the sanctions review. This
seriously undermines the effectiveness of the withhold provisions and thé designed
purpose.In essence, he effectiveness of the withhold provisions, which exist to ensure
that funds are available in the eventof financial penalties being imposed, are dependent
upon there being a solvent company in existence at the point of final adjudication.

Proposed charges

471. Under Code 15 we are proposing the following:
Broadening the circumstances in which we can put interim measures in place

472. We are proposing to widen the circumstances in which we can put interim measures in
place. We propose to be able to require tis at any stage during enquiries or
engagement witha relevant party (which includes prior to formal notification ) where it
appears to us that a breach of the Code has taken pla@md we considerthat :

91 the apparent breach iseither causingor presents a ®rious risk of harm to
consumers or the general public and requires urgent corrective action; and/or

1 the relevant party cannot or will not comply with any sanction that may be imposed
by a Tribunal, or anadministrative chargeimposed by the FSA.

A requirement on relevant parties to notify the PSA of all future outpayment dates promptly

473. We are proposing to introduce a new Code provision thaenables us to directa
relevant party to notify usof all future outpayment dates, wherewe intend to seeka
with hold direction . This will help ensure that wecanadequately assess the urgency of
any withhold application and plan resources accordingly to maximiseur ability to put
any withhold direction into effect before the next payment out date.
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Arequirement on relevant parties to pay over to the PSA any moras subject to awithhold
direction

474. We are also proposing to introduce a new Code provision thaénables us torequire a
relevant party to pay over monies subject to avithhold direction to usas security
against afine or administrative charge that may be imposedor the relevant case, rather
than being heldby the network operator or intermediary . We consider this will improve
the efficacy of the interim measures regime as it wilenable us tosecure withheld
revenueswhether or not a provider entersliquidation. We consider that this will have a
positive impact on our ability to recover costs and fines. This would increase the
effectiveness of the withhold provisions and would introduce a considerable pradical
disincentive to useof the insolvencyrules to avoid sanctions.

Q39 Do you agree with our proposals to strengthen the existing interim measures
regime? Please provide an explanation as to why you agree or disagree.

Proceedings before the CAP amibiinals

Introducing a new singlelegally qualified decision maker (fromthe Code Adjudication Panel) as
an alternative to the full Tribunal for more straightforward cases

Background

475. Currently matters can only be adjudicated by a Code Adjudication Tribual consisting
of three CAP members, following a formal investigation andhe issuing of a warning
notice.

Issues identified

476. While there are no concerns about the efficiency, timeliness or quality of the Tribundft s
decision making,we consider thatusinga single CAP member decisiormaker model for
some casesvould enable greater efficiencies andspeedin resolving such caseswithout
comprising on the quality and independence of decision making.

Proposed changes

477. Under Code 15, we are proposing to makeise of singlelegally qualified decision-
makers in lessserious cases.So,instead of requiring a full Tribunal (of three CAP
members) to sit to consider a case brought by the PSA, the casmuld be heard by one
legally qualified CAP member. The types dbreaches we would use this new aproach
for include those that are more administrative in nature, such as a failure to keep
registration information up to date, or a failure to comply with a sanction.

478. As part of this change, we will look to design a sti@mlined processfor placing cases
before the single decisionmaker, so that we can pursue these without creating a burden
on our already limited resource and strike a balance between proactive supervisory
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work and casework that will enable us tohave the most significant impact in the
consumer interest.

Q40 Do you agree with our proposals to introducing a new Tsingle decision makeri as
an alternative to the full Tribunal for more straightforward cases? Please provide an
explanation as to why you agree or disagree.

Introducing a threshold for oral hearings
Background

479. Under Code 14, a provider has a right to an oral hearing this was implemented in
previous codes and enables providers to have a full hearing with the provision afral
witness evidence and legal submissions In practice, we receive relatively few requests
for oral hearingsbut eachone that is pursuedrequires significant PSAresourceto
resolve.

Issues identified

480. Our experience is thatwhile there are providers who choosethe oral hearing route in
order to more effectively argue their case and present their evidence otherschooseit
primarily with a view to securing more favourable terms of settlementprior to the
hearing than would have been achieved through the papetbased route. In such cases
we believe that providers are taking advantage of the unfettered ability to request an
oral hearing.

481. If industry were to choose to routinely (or more frequently) request oral hearings in
the future in order to leverage better settlement ter ms, we could experience very
significant operational and budgetary difficulties due to the increased number of oral
hearings pursued for such reasons

Proposed changes

482. Under Code 15, we are proposing to reduce the range of circumstances in which a
provider can request an oral hearing through introducing threshold for requesting one.
We propose that oral hearings can be requested wherdhere are serious and complex
issuesto be determinedin a caseand a fair hearing wouldnot be possible without such a
hearing. In addition, we propose thatthe request for an oral hearingshould be
considered by the Chairof the constituted Tribunal or CAPwho will then determine
whether or not to grant an oral hearing.

483. Our provisional assessment is thait is appropriate for usto introduce a threshold to
restrict the circumstances in which oral hearings may be requestedvhile ensuring that
fair determination of casesis always achieved We consider thatour proposalstrikes
the right balance betweenreducing abuse of tre oral hearing process anansuring that
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the Requirement for fairnessis met. We also consider that this position is strengthened

by our proposal to include a general abilityfor the relevant party or the PSAto request

or al r e pr etschanftaaytmatenfes thd Tribunali where the case is
determined on the papers

Q41 Do you agree with our proposal to limit the circumstances in which a provider can
request an oral hearing? Pleaseprovide an explanation as to why you agree or
disagree.

Srengthening the test for prohibiting individuals
Background

484. Under Code 14, the only sanctions which may currently be applied against individuals
areto:

§ Tprohibit a relevant party and/or an associated individual found to have been
knowingly involved in a serious breach or a series of breaches of the Code from
providing, or having any involvement in, specified types of service or promotion for
adefinedperiodi ; (paja 4.8. 3(f

§ Tprohibit a relevant party and/or an associated individual found to have been
knowingly involved in a serious breach or series of breacheof the Code from
providing, or having any involvement in, any PRS or promotion for a defined peridd;
(para 4.8.3 (9))

Issues identified

485. Under Code 14, a prohibition is dependent upon us beingble to prove that the
i ndi vi du aknowinghsinvilved n i In a s e orsedesaf brdach@s) af h
the Code. This is a high evidential bar. Where an individual is a sole director of a small
company, itwould be possible to prove knowing involvement in breachesrelatively
easily. However, we encounter more difficulty where there are more individu alsthat
occupy senior roleswithin a companyand it is not clearwhich of them hasdirect
knowledge of breachesthat may beoccurring as a result of thecompanyt activities or
practices.

486. The evidential baris evenharder to reach where an individual is a directoror other
senior officer or employee of a much larger organisation in respect of which theynay,
by the nature of their positions, have little or no direct involvement in service operation
and/or compliance matters. An example of this was th&eoo Ltd DDRAC casén which
the company directors wer enowibglingolvenentis uicrc etsisé u |
breaches on the basis that they did not have personal knowledge of the compliance
activities of the company. This case was demonsative of aworr ying general lack of
emphasis within the industry on management accountability, internal governance and
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oversight.

Proposed changes

487. Under Code 15, we are proposing to expand the test for prohibiting a relevat
individual so that they can be prohibited either frominvolvement in the industry as a
whole or from involvement in specified types of services, where it is demonstrated that
they were either Tknowingly involvedi  serious breach(es)a n d / failed toltake
reasonable steps to preventsuchbreaches We consider that good management
accountability and strong internal governance and oversight arecrucial to enabling
effective regulatory compliance, which in turnworks in the bestsinterests of consumers
and thereby the industry as a whole.

488. This is consistent with powers other regulatorshave including, for example, the
I nformati on CaffitefliCO®)sFromspring 257 and following amendments
to the Privacy and Electronic Communications Regulations legislationit is now possible
for the ICO to hold directors personally liable for data protection breaches.

489. We alsoconsider that this proposal would dovetail with other provisions relating to
verification/supervision and our proposed new registrations, DDRAC andSystems
Standards (to the extent that it sets expectations around the need for senior oversight)

490. We will provide further detail as to how this would work within our published
procedures, including providing greater clarity and certainty on the following:

T identification of the functions/roles that

9 obtaining from providers at the outset a clear definition of their roles and areas of
responsibility/accountability

f wh areasdnablestep§ t o prevent breaches might consi
clear expectationsfor industry and against whichsanctions canbe imposedwhere
appropriate and proportionate.

Q42 Do you agree with our proposal to expand the test for prohibiting a relevant
individual from the industry or specified services? Please provide an explanation as to
why you agree or disagree.

Additional powers, responsibilities and obligations

Strengthening and expanding our informatiortrgaing powers (including for the purpose of
supervision/engagemeiaind enforcement)
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Background

491. Under Code 14,we do not currently have any powers that allow us to formally request
information prior to a case being formally investigated. Any engagement wth usor
provision of information prior to a case being formally allocated is voluntary.

Issues identified

492. Our experience, as detailed in paragraph30 to 432, has been thatproviders do not
always giwe us the information we request. Thisis because ve cannot direct information
outside of a formal investigation.

493. Our powers for directing information are also limited to the parties who fall within the
scope of the Communications Act PRS condition andhe Code and the consequences
for non-compliance are limited to raising a breach of the Code.

494, This has contributed to us being reactive and limited in our ability to take swift and
proactive steps to prevent, stop, or reduce harm. It has also prevented usdm directing
information for the purpose of market or thematic reviews that would allow us to
examine potential market issues or understand compliance levels more generally.

495. It is not uncommon for providers to claim that they no longer hold certain infemation
which could be relevant to an ongoingrivestigation. Our enforcement options for
dealing with this scenario are currently limited, as we cannot raise a breach against a
provider for failing to provide information where it was not required to hold that
information and/or directed to provide itto us

Proposed changes

496. Under Code 15, we are proposing the following
Information gathering directions outside formal investigations

497. We want to broaden the range of information that we can require of providers, to
enable us to develop a full picturemore quickly, target our resources and require
providers to take swift corrective action, whether or not we choose to formally
investigate. Thiswill enable us to formally requestinformation from providers about
any aspect of a service or value chain, tbugh the sending of a formal direction,
including for the purpose of market reviews, and irrespective of whether or not a formal
notification of aninvestigation has beengiven.

498. This proposal will also be critical in supporting our proposed new supervizry function
under Code 15 as this will require early and effective engagement with industry and the
gathering of information outside the context of a formal investigation. For exanple,
thematic market reviews would require the ability to obtain detailed and accurate
information relating to industry -wide issues about the phonepaid services market.
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Request information held by parties who are not in the value chain

499. We want to be able to ensure that we canrequest information which is held by third
parties who potentially sit outside the value chain but who may hold information which
would assist our engagement and enforcement activities. We propose to do this by
including new obligationsin the DDRAC Standard which requires that network
operators andintermediary providers ensure that any persons with whom they contract
enable information gathered in the course of conducting DDRAC to be shared with the
PSA upon request

Codify data retention requirements

500. In 2018, we publishedguidance setting out our expectations to industry in respect of
data retention, both in terms of personal data (to assist industry in setting its own data
retention polices to comply with GDPR) and in terms ofthe information we would
expect to be retained and available in the egnt of an investigation.

501. Under Code 15, we propose to make it mandatory that providers retain all information
that is potentially relevant to an investigation by bringing this within the scope of Code
15. This would give us the ability to impose a penaltif a provider fails to retain any
relevant data as required. Codifying the guidance would also provide clarity in relation
to our expectations in respect of the retention of personal data, whileenabling
providers to comply with their own personal data retention obligations under the UK
GDPR.

502. The current guidance contains a norexhaustive list of relevant data that should be
retained. As the market evolves, we expect the types of data that should be retained will
also evolve.To futureproof any new Code Requirement and to maintain flexibility, we
propose that this new obligation would require the retention of the data listed in a
separate data retention notice.

Q43 Do you agree with our proposal to strengthen and expand our information
gathering powers (including for the pu rpose of supervision/engagement and
enforcement)? Please provide an explanation as to why you agree or disagree.

We highlight the key differences betweenthe existing Code 14 procedures andour proposed
Code 15proceduresin Figure 2below:
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Figure 2: Keydifferencedetweenthe existingCode 14proceduresand our proposed Codé

procedures

Enforcement

approach

Information
gathering
powers

While an investigation is ongoingwe
have a power to direct all PRSproviders
to discloserelevant information or
copies of documents(paragraph 4.2.1)
Where a party failsto provide the
information requ ested, we can raisea
further breach (paragraph4.2.3).1f a
party provides false or misleading
information, either deliberately or
recklessly, this can also lead to a further
breach being raised (paragrapt4.2.2)

We will direct PRSproviders to disclose
information or documents for the purposes of
enabling us to superviseby monitoring
compliance with the Code(paragraph4.2.4)or
for the purpose of our engagement and
enforcement activities (section 5). If a party
provides false or misleading information, either
knowingly or recklessly, thiswill be a breachof
the Code

Engagement

Informal resolution is not currently
codified within Code 14

We are introducing a newinformal resolution
framewor k, through the use of enquiry letters
and warning letters. This is tohelp ensure that
such communications are given due
consideration and weight by the industry
(paragraph 5.1)

This will work as follows:

- enquiry letterswill enable us to engage withPRS
providers to better understand Code-compliance
issues and trends. This engagement will support
and inform our decisions on appropriate
regulatory priorities and action (paragraph5.2)

- warningletterswill be used wtere it appears to
us that a breach of the Code has occurred or is
likely to have occurred, and whether or not an
enquiry letter has been sent or a response
received, we may issue a warning letterin a
warning letter, we will set out our concerns and
require a response and/or corrective action to be
taken within a specified timeframe, rather than
proceeding to place the matter before a Tribunal
or a single legally qualified CAP member (at
which point sanctions can be applied)paragraph
5.3)

Enforcement

Cases are allocatedo an enforcement
I t r detthleriTrack 1 or Track 2)in
light of relevant factors:

- Track 1 procedurés an investigation of
potential breaches where there is an
apparent breach but this has caused
little or no consumer harm oroffence,
and may be resolved between the PSA
and the relevant PRS providevia an
agreedaction plan. The Track 1
procedure does notrequire an
adjudication by the CAP (paragraph
4.4).

We will notify relevant parties in writing

(through formal notification) following
engagement with the provider where the
recommended corrective action has not been
taken, or without the need for prior engagement,
where an issue isufficiently seriousto take to a
Tribunal or single legally qualifiedCAP member
(paragraph 5.4)

Following receipt of a formal notification, the
relevant party will then have an opportunity to
provide us with any information it considers
relevant to the case or mater. Once we have
concluded our further enquiries and
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- Track 2 procedurés an investigation
into potential breaches ofthe Codethat
appear to have caused more significant
harm, whichmay require more
extensive efforts to gather information
and

evidence relating to the potential
breaches of the Code(paragraph 4.5)

Once aninvestigation has been
concluded, we will provide the relevant
party with a formal notification of our
conclusions and all necessary
information and evidence concerning
the alleged breach(es) of the Code. This
is in the form of a warning notice which
includes the specific breachés) we are
alleging, therelevant case evidence, and
any proposed sanctions which we will
be recommending to the CAP. The
relevant party is then given a
reasonable period of time in which to
respond before the case is placed in
front of a Tribunal for determination

investigations, we will then notify the relevant
party of our conclusions in writing in the form of
an enforcement notice where we still consider
that a determination is necessary. The relevant
party will then have an opmrtunity to respond to
the enforcement notice before the case or matter
is placed before a Tribunabr single legally
qualified CAP memberto determine the case.

Available once the case has reached the

Settlement Available from the point at which a
provider receives formal notification of enforcement notice stage (paragraph 5.5).
alleged breaches and sanctions in a -we will communicate preliminary findings and
Warning Notice preliminary sanctions recommendations to
providers and engage insettlement discussions
on that basis
-we will codify a defined system of settlement
discounts, namely a percentage discount for fines
in the event of settlement.
Interim Interim measures can be appliecat any | Interim measures can be applied at ay time
measures point during the course ofa h T r a c| during our enquiries or engagementwith

procedure where the PSAis satisfied
that a breach of the Code has taken
placeand that:

-the apparent breachis causing serious
harm and requiresurgent corrective
action; and/or

-arelevant party cannot or will not
comply with any sanctionthat may be
imposedby a Tribunal

When directed to do so, the relevant
party must retain any outstanding
payments or proportion of payment
relating to the service in questionwhich
is subject to the Withhold Direction.

relevant PRS providerswhen it appearsto us that
a breach of theCode hastaken placeand that:

-the apparent breach is causing serious harm and
requires urgent corrective action; and/or

-a relevant party cannot or will not comply with
any sanction that may be imposed by a Tribunal

When directed to do so, the relevant partymust
withhold the specified amount of moneyand pay
over to usany amounts of money which are
subject to the Withhold Direction.

(paragraph 5.6)

Adjudications

A Tribunal consists of three members
comprising:

-the Chair of the CAPor such of thetwo
legally qualified CAP members

Two persons drawn froma pool
comprising legal and lay members

Where a referral or notification is madeby us, a
Tribunal of three membersincluding at least one
legally qualified member, or a singlelegally
qualified CAP member, will be appointed from
the CAP to considerthe matter. The legally
qualified Tribunal member will be appointed as
the Chair of the Tribunal (paragraph 5.7)

Oral hearings

The relevant party or the PSA can
require that matters are dealt with
through an oral hearingwhere:

Therelevant party or the PSAmay, by notice in
writing:
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-awarning notice has been issuedy the
PSA and a decision has notey been
madeby a Tribunal; and/or

-the party wishes to seeka review of a
Tribunal decisionand a reviewhas not
previously been caried out.

-request an oral hearingin cases where there are
serious or complex issues to beletermined and a
fair determination would not be possible without
an oral hearing; and/or

-require an oral hearingwhere the Tribunal
intends toimpose a sanction including the
prohibition of an associated individual from
involvement in or promotion of any or all PRSor
a defined period.

The Chair of the Tribunalwill determine whether
or not to grant the requested oral hearingin
accordancewith the criteria outlined in
paragraph 5.76.

Sanctions The Tribunal can apply a range of If a Tribunal or single legallyqualified CAP
sanctionsdepending upon the member concludes that the Code has been
seriousnesswith which it regards the breached, it will determine the appropriate
breaches(es) upheldThis includes sanctions, taking account of relevant factas. This
prohibiting a relevant party or includes prohibiting a relevant party or
associated individualfound to have associated individual found to have been
been knowingly involved in serious knowingly involved in serious breach(es) of the
breach(es) of the Cale from providing, Code, orfailing to take reasonable stepgo
or having any involvement in,specified prevent such breachesfrom providing, or having
types of service or pronotion (including | any involvement in, speified types of service or
any PRSor promotion) for a defined promotion (including any PRS or promotion) for a
period defined period (paragraph5.8.5)

Publication All Tribunal decisionswill be published | We may publish warning letters (including action

by us and mayidentify any party.
Tribunal decisions will be published on
our website and in anyother way that
we determine.

plans) where we consider itis necessary and
proportionate to do so to prevent or reduce
potential or actual harm to consumers
(paragraph5.3.5). We will also publish all
Tribunal decisionswhether reached on the
papers or through an oral hearing and whether it
is an interim or final decision The decisions will
be publishedon our website and in any other way
that we consider appropriate and proportionate.

Assessment framework

503. We consider that our proposals relating toengagement andenforcement meet the
tests which we set out inthe discussiondocument, namely that these proposed changes

are:

1 effective asthey are designed to address issues we have encountered underoGe
14 which we consider have adversely impacted on the effectiveness of our current
approach to engagement and enforcement. These challenges, in particular, as
already identified, are as folbws:

o0 the speed of investigations

0 no clear framework around informal resolution

o a lackof flexibility for dealing with potential breaches of the Codeoutside of
formal action (and, in particular, where we maywish for specified corrective
action to be takenwithout proceeding to formal investigation/enforcement
or imposing broader sanctions)
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o limited circumstances under which we can issuenforcement notices
a lack of clarity and visibility regarding the benefits of settlement
o the effectiveness of our interim measures regime and, in particular, our
ability to recover costs and fines
0 our ability to prohibit individuals due to difficulties in proving under Code 14
t hat t hey krowinglginvohecdin iTn a serious breach(
o alack of powers to formally request information prior to a case being
formally investigated.

o

1 balanced as they are designed to ensure that our approach to enforcement is
effective, efficient and actsas a credible deterrent to providers. In terms of our
proposal to provide an enhanced settlement process, we consider that this will
provide greater certainty, and has the potential to reduce costs and other resources
for both industry and us.

9 fair and non-discriminatory asthey do not discriminate unduly against particular
persons or against a particular description of persons. Specificall we note that our
proposed new enforcement powers and procedures will be applied uniformly to all
relevant parties engaged in theprovision of controlled premium rate services, as
defined in the premium rate services condition set by Ofcomunder section 120 of
the Act. The draft Code does not propose to make any changes which will lead to
some parties, who are not currently subject to any obljations under Code 14, now
being subject to obligations set out in the new Code.

1 proportionate asthey are rational andwill not disproportionately increase the
burden on industry. Indeed, the majority of changes being proposed shoulidnpact
positively on the regulatory burden as they are designed to deal with compliance
concerns earlier andquicker, and without moving to formal enforcement. This
should reduce the potential for costs and other resources for both industry andus.
In particular, our provisional assessment is that the following measures, in
particular, are proportionate to the issues we want to address tlough Code 15:

0 deficiencies in our existing information gathering powers meaning we are
unable to obtain information relevant to an investigation in an effective and
timely manner, including outside of formal investigations

0 deficiencies in our existing irterim measures regime, meaning that any
monies 'withheld' at interim stage are unlikely to be recoverable byusin the
event that the provider enters liquidation before the final hearing

0 reduced effectiveness and deterrent effect of sanctions thatare meart to
adequately address consumer harm and serve as a credible deterrent to
non-compliant providers and the broader industry

0 apotential inefficient adjudicative regime, meaning that there is no
streamlining of decision-makingin respect of more straightforward,
administrative type breaches, such as registration breaches and that,
consequently, more minor butpotentially widespread market non-
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compliance cannot be dealt with in a swift and less resource intensive
manner.

9 transparent asthey clearly set outour expectations relating to and the reasons for
the proposals are clearly explained aboveln addition, the effects of the changes are
clear on the face ofthe relevant provisions of Code 15. Therefore, we consider that
the draft Code and this accompanyig consultation document, clearly set out to
industry the Requirements that will apply to them, including proposed changes from
the Code 14, and do so in a transparent manner.

Q44 Do you agree with our assessment of our proposals relating to: (i) engagement and
enforcement ; and (ii) additional powers, responsibilities and obligations ¢ against the
general principles which we set out in the discussion document?Do you have any further
information or evidence which would inform our view?
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8. Other general Code considerations
General funding Requirements
Introduction

504. We are curently funded through a levy funding model. The levy is applied to the actual
size of the phonepaid services market, defined as total phonepaid services
outpayments from network operators to their PRS industry clients i.e.,after retaining
their network charges from total revenues received.

505. To date, a theoretical unadjusted levy has been set, which is the rate that would be
required to recover the full cost of our budget as a proportion of phonepaid services
outpayments.

506. In practice, an adjusted levy has been applied as the rate required to recover the full
cost of our budget after the following adjustments:

1 Deductions made in respect of:
0 estimated over recovery of lew in previous year

o0 retained funds available, based on estimated fines and administrative
charges collected in the previous year.

1 Additions made in respect of:
0 estimated under recovery of levy in previous year
0 exceptional need to increase our contingency reerves.
Early stakeholder engagement

What we said

507. In our discussion document, we said that agze move to Code 15, we think it is
appropriate to review the current funding model and consider whether alternative
funding models may be more sustainable. Tére are a range of factors to be bilt into
any discussions about future alternative funding models. These include:

9 fair apportionment of the levy
9 ease of levy calculation and collection
1 transparency of the levy across the value chain.

508. We asked the following question:

T Q18 What views @ ow existing funding model? Does it remain an
effective model? Or do you think alternative funding models may provide a more
sustainabl e approach going forward?f7
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Stakeholder responses
Network operators

509. BTexpressed supportfor the existing funding model.It also statedit would welcome
engagement to discuss benefits relative to risk of malfeasance should PSA consider an
alternative approach that would create a more direct relationship with merchants. It
gave the example of a registration fee that is proportionate to turnover.

510. Telecom Zommented that the PSAshould look at other regulators and overseas
funding models whichthey consider to bemuch lower. It consideredthat the levy is
already high, andincreases are a great cause for concern as some services do not
generate sufficient revenue to absorbadditional increases. It also suggested thatievy
increases have a detrimental impact on consumers as prices would have to increase and
this would result in someservicesno longer bang viable.

511. Telefonta UK expressed concern that the existing PSA funding model is increasing the
levy on providers to offset failure to collect fines.It also commented that the PSA is
significantly increasing the levy on providers targeting mostly the larger network
providers. It argued this approachas effectively penalisingcompliant operators.

Level 1 providers

512. Fonixdisagreed with the proposed increase in the levylt also commented that
regulatory changes have reduced consmer complaints and an increase in levy will have
a commercial impact on the industry It noted that the discussion document revolves
wholly around improving regulatory Standards,and that areview of the PSA budget
should be included to enableproactive discussion with industry to identify an approach
to reduce costs.

513. Donralsocommented that the current levy issustainable. It suggested that f Code 15
results in alower budget, there would need to be adiscussion about loweringthe levy or
how best to use surplus fundslt also said that ifCode 15 results inanincreased levy
then a revised approach might be necessarwith a substantial justification of the
benefits.

514. Infomediasaid that it considered that the current funding model appears to work well.
It requested more detail on current challenges withthe existing model.

Trade associations

515. Action 4commented that the current funding model appears to work However, it was
happy to hear alternative funding models.

516. aimmsuggested that PSAshould look at other regulatory funding models, or overseas
funding models, which it argued were much lower. It also expressed oncerns with the
funding proposal andasserted that the fpolluter paysFapproach is not working.
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Consumers and consumer advocates

517. Anindividual respondensaw no issues withthe current funding model. It argued
increased sanctions and early settlement is an alternative way of ensuring sufficient
funding.

518. PSCG and anothéndividual respondentommented that a fpolluter paysHnodel would
be best.They argued that those who cause more complaints and harrshould pay more.

PSAHs assesssmeeivéd of i nput

519. We welcome comments receivedin relation to our general funding Requirements.We
note that there was a mixed reponse, with some providers supporting our existing
funding model as one which worls wellbut others arguing that we should consider
alternative funding models (particularly overseasfunding models) whichresult in much
lower levies on providers. We also note there were some nxed views in relation to the
efficacy of theh p o | | u tasapingpiey s H

520. We alsonote a number of responses commented omotential levy increasesin terms
of the proposed PSA budget for 2021/22. This ishowever, not an issue which is within
scope d the Code 15 reviewas this review i focussed on more general funding
arrangements. Thespecificissuesrelating to the proposed PSA budget and business
plan for 2021/22 have been fully addressed separately as part of our statement oaur
Business Plan and Budgefor 2021/2 .

Consultation proposals

521. Having considered responses received, ware currently minded to retain the existing
levy model. Thismodel isfundamentally based on arunadjusted levy, where our budget
is recovered in full through a levy on outpayments However,under our existing model,
we also use ctlected fines and admin charges to adjust this levy downwards.

522. Our reasons for thisposition are asfollows:

1 we are aware that any change in where the levy is collected from (e,from Level 1
providers) will impact on commercial arrangements within the value chainAt the
same time, it will also undermine ouradministrative effectivene ss and efficiencyin
terms of levy collection.

1 we are concerned that moving to an alternative funding model, such as one that
looks to move away from the current levy model, may result in less certaiy of
funding for the PSA This may leave usvulnerable to changes in the market and/or
the number of providers.

1 we believe significant changes to ouregistration scheme fees may have an adverse
effect on companies entering or remaining in thephone-paid servicesmarket, at a
time when we are actively pursuinga regulatory approach that supports growth,
stimulates competition and encourages market entry
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9 alongside this, more work would have had to be done to identify and agree how
collected fines and adminstrative charges would be disbursed, if not part of our
funding model.

Q45 Do you agree with our proposals ongeneral funding arrangements?Do you have any
further information or evidence which would inform our assessment of our proposals on
general funding arrangements?

Definitions
Introduction

523. In the context of our Code, there are three categories of defined providers. These are:

1 network operators
1 Level 1 providers
1 Level 2 providers

524. Level 2 providers have responsibility for achieving the Code outcomes by complying
with the rules in respect of the provision of the relevant phone-paid service. Allnetwork
operators and Level 1 providers involved in providing phonepaid services must tale all
reasonable steps in the context of their roles to ensure the rules are complied with
(including suitable due diilgence and risk control on parties they contract with).

Early stakeholder engagement

What we said

525. In our discussion document, we saithat as we move to Code 15, we think it is
appropriate to review the current categories of defined providers of phone-paid
services and whether the current definitions capture all relevant parties involved in the
provision of phone-paid services and apprriately spread regulatory responsibility
throughout the value chain.

526. We asked the following question:

T Q19 D mnsiger the carrent categories of defined providers capture all
relevant providers involved in the provision of phone-paid services and
appropriately spreads regulatory responsibility throughout the value chain? Please
provide an explanation as to why youagree or disagreel

Stakeholder responses
Network operators

527. BTadvised that they have no issues with the currenprovider definitions and would
also be happy for them to be reviewed as the market changes.
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528. Telecom Zommented that the current definiti onsneed to be expanded to cover all
roles in the value chain including affiliatesand other platform providers as issueften
lie with these parties that in their view sit outside of Level 1 and Level 2 providers#
control.

529. Vodafonewas concerned thatsome actors directly involved inthe value chain are
overlooked, such asthird -party verifiers, ELMsand sub Level 1 provider s. It argued that
these roles need to be accounted for fairly.

Level 1 providers

530. Fonixstated that third -party PIN verification providers should bedefined andincluded
within the value chain.

531. Donrcommented that the roles of Level 1 and Level 2 providers are clearHowever, it
noted that the concept of afSub level 1 p r cseemsite ave been created to bypass
full Level 1 status andRequirements. It argued that the role ofh L e v e | 1Hs provi de
not required as these were largelyfully -fledged Level 1 providers along with all the
safeguardingRequirements, security, compliance and capital spending that entails.

532. Infomediacommented that current categorisation may not capture all parties.It also
commented that current definitions could potentially capture merchants too widely
where they are not involved directly in purchase flows or billing.

Trade associations

533. aimmcommented that ad placement networks, affiliates, ADR providers, cathandling
companies,compliance houses, sulhevel 1s, technical supplie's, third-party verifiers
and monitoring businessesshould all be defined It suggested thatregistration could be
tail ored based onthese categories.

534. Mobile UKexpressed mncern over the languageused inthe discussion documentsuch
asl exploring more effective ways of holding ¢t}
ext endi n gltafguedibwas nottagpDpriate for the PSA to consult on shared
responsibility/liability across the value chain for non-compliant services.

Others

535. Evinacommented that the current definitions are clear, however, responsibilities need
to be clarified.

536. Oneindustry respondenadvisedthat it was happy with the current provider definitions
but that it would alsobe happy for them to be reviewed asamove into a more dynamic
market.
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PSAHs assessment of inputs received

537. We received awide range of comments relating to thecurrent definitio nsof providers
under Code 14.The majority of these responses were concerned that the current
definitions used may rot capture all partieswithin the value chain.We acknowledge
these responses ad agree that the currentdefinitions need to be reviewed.

538. Over recent years, we have identifiedincreasing challenges in terms of our current
definitions and what appears to bedeliberate attempts to blur the boundaries of
responsibility between different parties. For example we have hadnumerous
enforcement cases where there is a dispute as to which company is performing which
role in the service provisionand whether providers area fsub Level 1fprovider as
opposed to afievel 1Fprovider. We do not agree with this distinction which is wholly
irrelevant from a regulatory position. Under Code 15, we are proposing to moveaway
from the current Level 1 and Level 2 terminology to new terminology of intermediary
providers and merchant providers which we consider would provide abetter
description of the part they play inthe value chainin support of the codified definitions .

Consultation proposals

539. Having considered responses received, we arproposing to amend the current
terminol ogy used forthe two categories of providers to better reflect their roles in the
provision of phone-paid services We propose to do this through introducing new
terminology of intermediary providers and merchant providers.

Q46 Do you agree with our proposals onamending our current terminol ogy to better
reflect the current phone -paid services value chain?Please provide an explanation as to
why you agree or disagree.

Specified service charges and call durations

540. We are also proposing toretain the rules of the current notice of specific service
charges and durations of callsvithin Annex 1 ofdraft Code 15.0ur assessment is that
these rules remain fit for purpose and effective in preventing consumer harm
particularly relating to fbill shockias they enable consumer spend control.

541. We propose one minor change regarding the cost point at which spend reminders are
required to be sent toHcerswiners . notcdiigahfevicut w
Requirement that spend reminders must be sent as soon as is reasonably possible after
the user has spent £10.22 inclusive of VAT. For the sake of consistency with the other
specified charges in the annex which ar@ot described in pounds and pencewe are
proposing that spend remindsare sent as soon as is reasonably possible after the
consumer has spent £10 inclusive of VAT. We believe that this proposal should have
little to no impact on providers operating virtu al chat services as they should already
have the necessary infrastructure in place to comply with theRequirement.
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Q47 Do you agree with our proposal to retain the rules of the current Notice of specific
service charges and durations of calls within Annex 1 of Code 157Please provide an
explanation as to why you agree or disagree.

Amendment of Code provisions

542. Under Code 15, to facilitate more efficientamendments to specific Code provisions,
we are proposing to include a amendment power to enable the PSA to consult on
amendmentsto a single or small number of provision®f the Codewithout the need for
aconsultation on the full Code.

543. This represents a shift from Code 14, and one that would enable PSA pyopose
amendmentsto discreet provisions of the Code more efficiently and enable
stakeholders to respond to such consiltations more speedilyand effectively. We would
still seek Ofcom's comment and approval on anyroposed changes (similar to the
process for Ofcom approving the PSA budget and business plan under Code 14).

Q48 Do you agree with our proposal to include an amendment power in Code 15 to
facilitate more efficient ame ndments to single or small numbers of specific Code
provisions? Please provide an explanation as to why you agree or disagree.
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9. Impact assessment
Introduction

544. In this section, weset out our provisional assessment ofthe impact of the changes
which we have proposed in this document. In doing so, we have sought to assess costs
and benefitsfrom the following perspectives:

9 the impact on industry and the wider market
9 the impact on corsumers
9 the impact onthe PSA

545. Giventhat a number ofthe proposals we are consulting on have not been tested, we
consider it is more appropriate toprovide a qualitative assessment of the potential
costsand savingsat this stage. We have sought to identify he key impacts (both costs
and benefits) in this section. We would welcome comments from stakeholders on our
assessment and, in particular, any additional information from them in relation to
possible impacts. Tlis is so we can take account of any feedbacakceived to inform our
final decisions on Code 15. We want to ensure that oufinal decisionis based on a
sound understanding and accurate assessment of all available information and evidence
and informed by siakeholder input.

546. We also include an Equality Impact Assessment(EIA) toassist us in making sure that
we are meeting our responsibilities in fully taking account of the interests of consumers
regardless of their background or identity. We also welcomeany stakeholder comments
and input on this.

Proposed main changes

547. The main changes we are consulting as part of our proposed development thfe new
draft Code is that we want to deliver a Code that:

introduces Standards in place of outcomes
focuses on the prevention of harm rather than cure
is smpler and easier to comply with

enables gnarter enforcement

=A =4 =8 =4

548. We discuss these further below:
Introduces Standards in place of outcomes

549. Code 15 will set minimum consumetfacing and organisationalStandards for providers
operating in the market to meet.
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Benefits

550. We believe Standards should be clearer and easier for industry to implement and set
minimum Requirements for providers to adhere to that meet consumer expectations,
while retaining the space for innovationin the interests of consumers.

551. Our assessment of the key benefits is thaStandards will provide:

1 greater clarity of what is expected from industry in line with best practice in the
phone-paid services marketand other relevant adjacent markets

1 a more effective way of meeting consumer gpectations, leading to increased trust
and confidence in the market

1 greater flexibility in how regulation is applied, including the ability to consider
alternative means to achieve the regulatoryStandards, such as exemptions from
certain Code Requirements, for those organisations who commit to meeting the
agreed Standards.

552. Our assessment, therefore, is thatStandards will benefit industry , consumersand the
PSA as follows:

T industry will benefit from more clarity and certainty about what they need to do as
the regulatory system will become morepredictable. A stable regulatory
environment should enable cost savings in terms of time and effort in product
and/or service design. A common criticism of the current regulatory model is that it
has tended tobe largely reactive and responsivewhen things go wrong, either
through policy or enforcement-based interventions. The concern is that this has led
to unnecessary cost and uncertainty anda relatively complex regulatory system,
which has built up over time.

1 consumers will benefit from the fact that there will be greater clarity in terms of our
Requirements and expectations of industry, which should lead to betterconsumer
outcomes and this shouldpotentially lead to a reduction in harmful practices. This
will mean consumers are spending less time anefffort in having to raise complaints
and seeking redress and should lead to greater trust and confidence in phorgaid
services.

1 the PSAwill benefit from the fact that there will be greater clarity in term s of our
Requirements and expectations of industry,asthere will be less opportunity for
significantly different interpretations by organisations as to how best to achieve the
desired outcomes. A key benefit of this is thatwe will be less reactive goingiorward
and can focts our time and effort into stopping harm from occurring in the first
place.
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Costs

553. We do not expect this proposed change to have significant cost impact8Ve have
identified the following in terms of key potential likely areas ofcoststo industry:

1 Extending MFA to all services which are accessed fully or in part via an online
gateway. We currently require MFA for subscription services, online competition
services, online adult services, society lotteries and recurring donationshrou gh
special conditions. Weare proposingthat it should be extended to all services which
are accessed fully or in part via an online gateway. This may require additional
systems costs for those providers who do not currently provide MFA as part of their
sign-up process.That said, our view is that his will yield significant benefits through
a more reputable marketplace and increased consumer trust and confidence in that
market. We have seen thatMFA has greatly reduced complaints to us and to
industry for subscription services.It will also lead toenhanced consumer protection
asthereshoul d be | ess opportunities for consumé
also provide a level playing fidgd for online-based services, including more strongly
aligning the consumer purchasing experience of phongaid services with other
digital payment mechanics such as PayPal, Apple and Google Pay where MFA is
widely used.

1 Requirement for re opt in to services every 12 months. We are aware that some
industry stakeholders may be concerned that our proposedRequirement for
providers to obtain consumer consent every 12 months for subscription services
may impact on their businessWhile we accept that a proportion of consumers may
choose not to positively renew subscrigions for various reasons, ar view is that
this will yield significant benefits through a more reputable market and increased
consumer trust and confidence inservices. We do not consider theRequirement for
re opt-in on an annual basis to be overly onenas for willing consumerswho will
continue to opt in for content and services which they enjoy and want to continue
subscribingto. Therefore, consumers who wanto continue to enjoy these services
will be able to do so, whileghere should be less opporturities for other consumers to
be vi ct isthso dukhid way thdrelwill bea direct benefit to industry in
reducing complaint levels and the costs associad with them.

9 Consumer vulnerability . We are proposing to introduce a newvulnerable
consumers Standard which builds on existing Requirements, includingappropriate
age verification andchildren's services and, therefore,do not consider this an
additional cost to industry. While we are proposing a number of newRequirements,
as set out in thisdocument. These are however,measures which in our view,should
form part of providersH policies and proced
take account o the needs of vulnerable consumers in order toeduce the risk to
them and ensuretheir fair treatment . Our view, therefore, is any additional costs
should be limited. We also note that our proposals alséollow a similar approach to
that of other regulators which should mean there are cost savings and efficiencies to
be achieved for industry. This is also an area wher&ve consider there may be value
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in usworking directly with industry to help them put good policies and procedures
in place, and to ensure thatongoing costs are kept to the minimum neessary.

9 Customer care (including complaints handling and refunds). TheseRequirements
are broadly adapted from Code 14 including our updated refunds guidance. Given
this, wewould expect anyadditional costs arising from our proposalsto be limited. A
key change relates to the need to ensure thatustomer care facilities must be made
available to consumers during business hours. This may incur additional costs for
those providers who donot currently provide customer care facilities for these
hours. These costs may be increased where customer caradilities are currently
provided by overseas providers in different time zones and with different public
holidays. That said, it is our view that egablishing more effective and timely
(including transparent and accessible) customer care procedurethat meet
consumers expectations should have the benefit of reducing complaints, including
complaints to us,about industry complaint handling. This shoulddrive additional
cost savings and efficiencies.

1 Systems. TheseRequirements have been largely adapted fronturrent published
guidance under Code 14. We therefore provisionally consider that providers will be
familiar with the concepts and expectations regardingconsentto chargeand
payment platform security and, therefore, we do not consider that these propoals
should result insignificant additional costs to providers. In particular, we note that
the MNOs have already updated their accreditation Standards to include most of
the recommendations made by Copper Horse. The two nevRequirements which we
are proposing, on ensuring phtform security test results are assessed by suitably
gualified or experienced staff, and implementing a ceordinated vulnerability
disclosure scheme, were both recommendations from the CoppeHorse report.
These proposals may incur cas as providers woul need to have suitably qualified
or experienced staff in place to do this, but we would expect that many should
already have qualified and experienced staff in place to undertake this type of
activity, meaning any potential costs wouldbe minimised.In our view, however, this
is a prerequisite for the provision of payment platform services to consumers and is,
therefore, a legitimate and necessary cost of business in progling this type of
service.

Q49 Are there other impacts which w e have not considered in relation to our proposal to
move from a regulatory approach based on outcomes to one based orStandards? If so,
please provide appropriate evidence of the likely impact of the change.

Focuses on the prevention of harm rather than cure

554. We want to be a more proactive regulator that seeks to address potential harm before
it emerges.
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Benefits

555. We believe that an increased focus on prevention of harm rather than cure wilknable
us to work with providers to build in best practiceand compiance in the first place to
avoid harm, where possible, and deliver services that consumerdrust and enjoy. Our
current approach to regulation allocates significant resources to addressing harm once
it has occurred. We believe this approach benefs neither consumers,industry nor the
PSA.

556. Our assessment, therefore, is that moving to a more preventative approach will
benefit industry, consumers andthe PSA as follows:

Costs

T

industry will benefit as this will lead to enhanced consumer trust and cdidence in
services which helps drive market growthopportunities. Industry will also benefit
from spending less time and effort in having taleal with complaints andredress
claims which will drive cost savings and efficiencies. Ehould alsoreduce the need
for enforcement action where issues are pickedup much earlier and resolved

consumers will benefit from increased protection, aan emphasis on the prevention
of harm and ongoing supervisionshould limit the opportunity for consumer harm to
occur. This will mean consumers are spending less time and effort in having to raise
complaints and seeking redress and should lead to greater trust and confidence in
phone-paid services This shouldprovid e benefitsto market health, integrity and
reputation and consumer confidence

the PSAwill benefit from having a more comprehensive understanding of phone
paid service providers and the services that are offered to consumers. This will help
us better protect consumers by taking proactive regulatory action tha is
proportionate, efficient, timely, targeted and effective. It will also mean we can
target our time and effort into stopping harm from occurring in the first place rather
than dealing with issuesreactively after the harm has occurred

557. We do nat expect this proposed change to have significant cost impact&Ve have
identified the following in terms of key potential likely areas ofcosts to industry:

Enhanced natification through the registration scheme. We are proposing to carry
out checks on PFS providers through an enhancedegistration system. Thiswill
enable us to collect and verify essential information aboufphone-paid service
providers and their services. This largely builds on existing Code 1Requirements
albeit with some newRequirements, including information relating to relevant
contact details of individuals in the organisation, relevant numbers and access or
other codes as well as the idntity of other providers involved in the provision of the
service.We expect there will be someadditional costsfor industry in terms of time
and effort in collecting and reporting information, including potentially having to
recruit new staff where these newRequirements cannot be fulfilled with existing
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staff. However, in the main, we would expecthat this type of information will be
readily availableso anyassociated direct costs of putting in place systems or
spending money to be able to collect thénformation , should be limited. In addition,
as we do currently, we will continue to work with industry in supporting them in
meeting these newRequirements which shouldminimise coststo them.

Strengthened DDRAC Requirements. We are proposing to put in place more
stringent DDRAC Requirements for phone-paid serviceproviders to ensure that all
suchproviders undertake thorough DDRAC. While a lot of theseRequirements
build on existing DDRACRequirements from Code 14 (including piblished
guidance), we areproposing to introduc e some newRequirements, including the
need to have senior level sigroff for DDRAC, ensuring that providers are able to
terminate contract swith third parties in defined circumstances, ensuring DDRAC
responsibilities flow down the value chain and making available tas, on request,
information relating to DDRAC. These are newRequirements and are likely to
result in some additional costs to providers. For example, as above, thRequirement
for senior-level sign off may lead to potential extra cost if the role cannot be fulfilled
with existing staff. This may include training coss. However,our view is that any
such costs are likely to be minimised as many providers should alreadhave
effective DDRAC processes in place (including many of these proposed new
Requirements) and, in these cases, we would expect aagditional costs to be
limited and that, to the extent there are additional costs, this would fall on those
providers who currently follow poor DDRAC.

New supervision powers. We are proposing to carry out ongoing oversight of
phone-paid serviceproviders and services to aclieve and maintain compliance with
the new draft Code to prevent, or reduce, actual and potential harm to consumers
and the market. ThHs should enable us to engage more proactively with industry. As
we have already set out, we are looking to minimise the gential for additional
costs by ensuring that our proposed supervisory regime is designed to etble
flexibility so we can target our supervisory role where it is most needed. We
propose to monitor compliance through various information-gathering activities,
including consumer complaints, audits, data reporting and skilled persons reports.
We intend to apply these new powers in a targeté fashion to ensure that costs, to
both us and the industry, are minimised to the greatest extent possible.

However, we recognise that there are likely to be costs arising from our proposed
new supervision function including, for example, where we requie audit reports to
be submitted, either annually or periodically, periodic reporting of data andskilled
personsreports. Our view is that these costs should be largelpffset as we have
designed these new powerdo enable us todeal with compliance concens earlier
and more speedily, and without moving to formal enforcementA key benefit of this
to both us and industry, in @rticular, is that we will be less reactive going forward,
and can focus our time and effort into stopping harm fromoccurring in the first
place.
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Q50 Are there other impacts which we have not considered in relation to our proposal to
focus on prevention of harm rather than cure? If so, please provide appropriate evidence
of the likely impact of the change.

Is simpler and easier to comply with

558. We want regulation to be as simple and easy to implement as possible, therefore
enabling legitimate servicesto flourish in the consumer interest.

Benefits

559. We believe a newdraft Code that is simpler and clearer forindustry to comply with
will drive benefits, including enablinglegitimate services to flourish in the consumer
interest. This is because aimplified regulatory system will be clearer and easier for
industry to implement, while retaining the space for inrovation in the interests of
consumers.

560. Our assessment of the key benefits is this will provide:

9 increased certainty to industry stakeholders in terms of our Requirements and
expectations through the establishment of regulatory Standards

1 making it easier to update certainStandards in response to market developments
and changes in best practice

1 the potential for more flexible regulation, including the ability for regulated parties
to achieve the regulatory Standards through alternative means where regulated
parties commit to meeting the agreedStandards.

561. Our assessment, therefore, is that making regulation simpler and easier to comply with
will benefit industry, consumers andthe PSA as follows:

9 industry will benefit from a simpler and clearer regulatory regime to comply with,
including increased certainty in terms of our Requirements and expectations This
is because a simpler structureeduces the time and effort needed to understand
the Requirements of the Code. Also, wavould expect that it reduces the need for
ongoing changes to policies and proceduresuch ashaving to meet the
Requirements of new special conditions.This should redue the amount of new
costs associated with these types offixes.

1 consumers will benefit from increased protection, a ensuring regulation is simpler
and clearer should limit the opportunity for consumer harm to occur.This should
provide benefitsto market health, integrity and reputation and consumer
confidence.
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Costs

T

the PSAwill benefit from increased compliance levels from industry, meaning there
will be fewer cases where formal enforcement actionis needed which incurs costs
for both the PSAand industry. This will enablethe PSAto target time and efforts
more effectively, including being morefocussed onstopping harm from occurring in
the first place.

562. We do not expect this proposed change to hae significant cost impactsWe recognise
there will be one-off familiarisation and implementation costs associatedwith transition
from one Code to another.In the main,however, and given thatan objective of our
Code 15 review is to provide a simpler Code and make compliance easier, we would
expect any casts to beoff-set in the future, and lead to reduced costs for industry and
more effective deployment of staff and resourcesfor the PSA leading to a more
effective (and value-for-money) regulatory model.

Q51 Are there other impacts which we have not considered in relation to our proposal to
move to a new Code which is simpler and easier to comply with? If so, please provide
appropriate evidenc e of the likely impact of the change.

Enables smarter enforcement

563. We are proposing to introduce a number ofchanges to address various issues which
we have identified that undermine the effectiveness of ou investigations and sanctions
processes and procedures.

Benefits

564. The main changes we are proposing to consult under Code 15 to achieve this include
the following:
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a new approach to engagement and enforcement

an enhanced settlement process

strengthening the existing interim measures regime

a more efficient adjudicative regime

strengthening the test for prohibiting individuals

strengthening and expandingour information gathering powers.

565. Our assessment is that our proposed new engagement and enforceamt approach will
provide the following benefits:

1 aclearer framework around informal resolution which will provide more flexibility

for usin terms of howwe deal with any compliance concerns, and allow the
opportunity for more cases to be dealt with through informal resolution rather than
formal enforcement action
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9 earlier publication of cases, including publication ofwarning letters and action plans

1 widening the circumstances under which we can issuenforcement notices,
including without the need for prior engagement, where an issue isufficiently
seriousto warrant enforcement action

9 creating an enhanced settlement process that provides much clearer anchore
quantifiable incentives for early settlement

9 broadening the circumstances in which we can put interim measures in plact
include during our enquiries or engagement with providers

9 requiring monies which are subject to a withhold direction to be p& over to usas a
security against afine or administrative charge that may be imposed

9 introducing a new single decision maker as an alternative to the full Tribunal for
more straightforward cases, meaning casesanbe dealt with more efficiently

9 strengthening the test for prohibiting individuals, including expanding the test for
prohibiting relevant individuals where they have failed to take reasonable steps to
prevent breaches

1 strengthening and expanding our information gathering powers {ncluding for the
purpose of supervision/engagement & enforcement)

566. Our assessment therefore, is that this will benefit industry ,consumersandthe PSA as
follow:

T industry will benefit from the fact that our proposed new approach is intended to
deal with compliance cancerns earlier andquicker, and without moving to formal
enforcement. This should, therefore, reduce the potential for costdor industry
which are associated with investigations. This includes the proposal to introduce an
enhanced settlement, which shouldalso lead to additional ®st savings and
efficiencies for industry who may be subject to formal enforcement action.

1 consumers will benefit from increased protection, a our proposed new approach
should limit the opportunity for consumer harm to occur aswell as stopping
consumerharm more quickly, where it happens. This shoulgrovide benefitsin
terms of market health, integrity and reputation and consumer confidence

1 the PSAwill benefit from increased compliance levels from industry, meaning there
will be fewer cases where we have to move to formal enforcement action, which
incurs costs for both us and industry This will enable us to target our time and
efforts more effectively, including being more focussed on stopping harm from
occurring in the first place.We will also benefit from an enhanced settlement
process as this should mean we will be able to close investigations more quickly than
is currently the case.

Costs

567. We do not expect this proposed changeo have significant cost impacts. In particular,
we note that a primary objective of what we are proposing is tgrovide a clearer
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framework around informal resolution which currently sits outside Code 14. This
should benefit industry, consumers andus, including the fact that we will be able tde
more responsive to addressing issues, so that consumer harm cée identified, and
stopped, much more quickly.

568. We would also expect that some of other proposals, ioluding enhanced settlement
and a more efficient adjudication model, such as havingrsgle legally qualified decision
makers, should drive cost savings rather than additional costs. There may be some
additional costs associated with our proposals to strenghen our information gathering
powers. But again, we would expect these to be largelyimited as these are more to do
with our ability to rely on information requested by being able to request information
through formal powers rather than looking to issuemore requests for information.

Q52 Are there other impacts which we have not considered in relation to our proposed
changes to our investigations and sanctions policies and procedures? If so, please provide
appropriate evidence of the likely impact of the change.

Equality impact assessment

569. This section provides our assessment of auproposals set out in this document in the
context of an EIA. EIAs assist us in making sure that ware meeting ourresponsibilities
in fully taking account of theinterests of consumersregardless of their background or
identity.

570. In this section, we ae, therefore, consideringthe impact of our proposals in relation to
people with the following protected characteristics: age, disability, gender, gender
reassignment, pregnancy and maternity, race, religio or belief and sexual orientatiorf!.

571. Overall, aur assessment is thathe changeswhich we are proposing in thenew draft
Code should have a positive impact on people with protected characteristicdVe would
expect that consumerswith protected characteristics will benefit to the same extent
that consumers in general will benefit. We do not believe that our proposals woull have
any detrimental impact on people with protected characteristics. In particular, we note:

1 the proposed change in regulatory approach to one which focuses on the prevention
of harm before it occurs will have a positive impact on all consumersncluding those
with protected characteristics , since it should raise industryStandards and reduce
levels of consumer detriment This includesdetriment suffered by consumers with
protected characteristics. For example, we are proposing tstrengthen the
Requirements around registration as well as DDRAC to deter illegitimate providers
intent on causing harm from entering the market. Our proposed new supervisory

21 As defined by the EqualityAct 2010
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approach will also enable usa@ be more poactive and identify harm pre-emptively,
which could include harm specifically related to protected characteristics.

1 many of our proposals should improve the overall reputation of the industry.
Improving the reputation of the industry should attract more reputable players who
seek to innovate in the interests ofall consumers into the market. This will increase
the availability of good products and services to consumers, including those
consumers with protected characteristics.

I we are proposing to include avulnerable consumers Standard which will bring
together all the Requirements in relation to consumer vulnerability into one place
We consider this will provide greater simplification, clarity and consistencyin
relation to all vulnerable consumers, including those withprotected characteristics.
This Standard will help to ensure that providers are taking the necessary steps to
protect vulnerable consumers, including those with protected characteristics.

Q53 Do you agree with our assessmait on the impact of our proposals in relation to
equality? Do you have any further information or evidence which would inform our view?
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10. Next steps
Responding to this consultation

572. We would welcome feedback on the matters raised in thigonsultation document up
until 5 July 2021. We believe thata consultation of this length provides sufficient time
for respondents to come backto us on the matters raised in this document.

573. Where possible, we would encourage respondents to frame their responseshtough
specifically responding tothe questions asked in this documentWe welcome responses
to the questions set out below, along with any other information, evidence, or views
that respondents have in relation to thisconsultation document.

574. We plan to make available all responses redeed. If you want all, or part, of your
submission to remain confidentialand/or anonymous, please clearly identify where this
applies along with your reasons for doing so.

575. Personal data, such as your name and contact dats, that you give or have given to the
Phone-paid Services Authority is used, stored and otherwise processed, so that the PSA
can obtain your views, and publish them along with other views.

576. Further inform ation about the personal data you give to the P& can be found at
https://psauthority.org.uk/privacy -policy.

577. Comments should be submitted in writingusing this response formand sent by email
to consultations@psauthority.org.uk If you have any queriesabout this consultation,
please email the consultations inbox using the email address set out above.

578. Thisdocument is only one element of our stakeholder engagementelating to this
consultation. During the 12-week consultation period we will be carrying out extensive
stakeholder engagement,through a series of webinars, stakeholdeforums and bi-
lateral meetings with interested stakeholders.

The Statement

579. Once the consultation is complete and following consideration of all stakeholder
responses we will publish our final Statement and revised Code 13ater in the year.

Implementation period

580. As above we invite stakeholders to respond to this consultation by5 July 2021. We
are planning to publish our final Statement which will accompany Codel5 later in the
year.We recognise thatindustry may require animplementation period to bring their
policies, proceduresand practices into line with any changesset out in our final
Statement in order to meet revised regulatory Requirements. At this stage,our view is
that animplementation period of between 3 to 6 months ought to be sufficient to allow
industry to make all the necessary changes to their processes and procedures to ensure
compliance with Code 15.
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581. We would welcome stakeholder views on the proposeal implementation period. If
stakeholders disagree and think theywill need a longer period to implement any of the
specific changes that we are proposing to make, we invite them to lats know in
responding to this consultation, specifying the particular proposed changeswhich they
think require a longer period.

582. During this implementation period, we will be consulting on further guidance tohelp
support compliance with the new Code and wewill continue our programme of
stakeholder engagement tosupport providers to implement any necessary changes.
This will include various adivities, including developing an accessible digital Code and
hosting implementation workshops, as necessaryWe encourage providers to comply
with the new Code before that date if passible.

Commencement and transitional arrangements

583. Whenever we introduce a new edition of the Code it is necessary to set out the date
on which the new Code will commencelt is also important to be clearabout the
transitional arrangements which will exist where an investigation commenceswhile one
Code is in forcebut does not finish until after the new Cade has superseded the
previous one.

584. For the purpose of Code 15and following a similar approach to Code 14, we propse
to include our proposed canmencement and transitional arrangementsin the Code.
Theseare set out at paragraphs 1.8.1 and 1.8.8f Code 15.From the commencement
date for Code 15, we propose thatsection five of Code 15and any published
procedures would automatically apply to allexisting complaints and investigations. This
would include all breaches raised undeCode 14.In practice this would mean that any
complaints or monitoring which was being considered beforeCode 15takeseffect
would, from the date that Code 15 commences,be dealt with using the processes within
Code 15. In the same way any investigations whiclare already underway or breaches
raised at the time Code 15 takes effectwould, from that point onwards, be dealt with
using Code 15processes.

Q54. Do you agreewith our proposal to set out transitional arrang ements that allow the
new Code procedures to apply from the commencement date to all investigations and/or
complaints or monitoring which commenced under Code 14?
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Annex 1: List of published respondents to the discussion document
Action 4

Aimm

anonymous 1

anonymous 2

BT

Communications Consumer Panel

Infomedia
Mobile UK

Phone-paid Services Consumer Group

Telefonica
Telecom 2

UKCTA

Vodafone
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Annex 2: Consultation questions
Proposed regulatory approach

Q1 Do you agree with our proposed regulatory approach relating to regulatoryStandards and
Requirements? Please provide an explanation as to why you agree or disagree.

Q2 Do you agree with our proposed regulatory approach relating to servicespecific
Requirements?Please provide an explanation as to why you agree or disagree.

Q3 Do you agree with our proposed regulatory approach relating to Guidance? Please provide
an explanation as to why you agree or disagree.

Q4 Are there any areas where you consider thaGuidance would assist with compliance with
the Standards andRequirements?

Q5 Do you agree with our proposed regulatory approach relating to compliance support?
Please provide an explanation as to why you agree or disagree.

Q6 Do you agree with our proposed regulatory approach relating to Best Practice
information? Please provide an explanation as to why you agree or disagree.

Q7 Are there any areas where you consider that Best Practice information would be helpful?

Q8 Do you agree with our proposed reguatory approach relating to supervision and
verification ? Please provide an explanation as to why you agree or disagree.

Q9 Do you agree with our proposed regulatory approach relating to Code compliance:
engagement and enforcement? Please provide an exgtation as to why you agree or disagree.

Q10 Do you agree with our proposal to tailor our approach to regulation, including introducing
Bespoke and General permissions as part of the draft Code? Please provide an explanation as
to why you agree or disagree

Q11 Do you have any comments about the existing permissions and exemptions under Code
14 and/or our proposed approach to ensuring certainty and clarity on their status under Code
157

Q12 Do you agree with our proposd regulatory approach to prior permissions?Please
provide an explanation as to why you agree or disagree.

Standards andRequirements
Integrity

Q13 Do you agree with our proposed Integrity Standard and Requirements? Please provide an
explanation as to why you agree or disagree.

Q14 Do you agree withour assessmentagainst the general principles which we set out in the
discussion document?o you have any further information or evidence which would inform
our view?
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Transparency

Q15 Do you agree with our proposal to introduce a newlransparency Standard? Please
provide an explanation as to why you agree or disagree

Q16 Do you agree with our assessment of th@ransparency Standard against the general
principles which we set out in the discussion document? Do you have any further infomation
or evidencewhich would inform our view?

Fairness

Q17 Do you agree with our proposal to introduce a newFairness Standard? Please provide an
explanation as to why you agree or disagree

Q18 Do you agree with our assessment against the general principles which we setibin the
discussion document? Do you have any further information or evidence which would inform
our view?

Customer care

Q19 Do you agree with our proposal to introduce a newCustomer care Standard? Please
provide an explanation as to why you agree or degree.

Q20 Do you agree with our assessment of the proposed neWustomer care Standard against
the general principles which we set out in the discussion document? Do you have any further
information or evidence which would inform our view?

Vulnerable consumers

Q21 Do you agree with our proposal to introduce a newulnerable consumersStandard?
Please provide an explanation as tevhy you agree or disagree

Q22 Do you agree with our assessment of the proposed newWulnerable consumersStandard
against the geneal principles which we set out in the discussion document? Do you have any
further information or evidence which would infor m our view?

Consumer privacy

Q23 Do you agree with our proposal to introduce a newConsumer privacy Standard? Please
provide an exganation as to why you agree or disagree

Q24 Do you agree with our assessment of the proposed neW€onsumer privacy Standard
against the general principles which we set out in the discussion document? Do you have any
further information or evidence which would inform our view?

Prevention of harm and offence

Q25 Do you agree with our proposal to introduce a newPrevention of harm and offence
Standard? Please provide an explanation as to why you agree or disagree

163



Q26 Do you agree with our assessment of the ppposed newPrevention of harm and offence
Standard against the general principles which we set out in theliscussion documern? Do you
have any further information or evidence which would inform our view?

Organisation and service information

Q27 Do you agree with our proposal to introduce a newOrganisation and service information
Standard? Please provide an explanation as to why you agree or disagree

Q28 Do you agree with our assessment of the proposed neWrganisation and service
information Standard against the general principles which we set out in thediscussion
document? Do you have any further information or evidence which would inform our view?

Due diligence, risk assessment and control

Q29 Do you agree with our proposal to introduce a new DDRAGStandard? Please provide an
explanation as to why youagree or disagree

Q30 Do you agree with our assessment of the proposed new DDRAGtandard against the
general principles which we set out in the discussion document? Do you have any further
information or evidence which would inform our view?

Systems

Q31 Do you agree with our proposal to introduce a newSystems Standard? Please provide an
explanation as to why you agree or disagree

Q32 Do you agree with our assessment of the proposed newystems Standard against the
general principles which we set out inthe discussion document? Do you have any further
information or evidence which would inform our view?

Supervision
General approach to supervision

Q33 Do you agree with our proposed general approach to sup&ision? Please provide an
explanation as to whyyou agree or disagree.

Compliance monitoring methods

Q34 Do you agree with our proposed compliance monitoring methods? Please provide an
explanation as to why you agree or disagree.

Reporting and notification Requirements

Q35 Do you agree with our proposals on reporting and notificationRequirements? Please
provide an explanation as to why you agree or disagree.

Assessment framework
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Q36 Do you agree with our assessment obur proposed new supervisory functionagainst the
general principles which we set out in the discussion documer Do you have any further
information or evidence which would inform our view?

Engagement and enforcement

Q37 Do you agree with our proposed approach on engagement and enforcemen®Please
provide an explanation as to why you agree or disagree.

Enhanced settlement

Q38 Do you agree withour proposed changes to settlement? Please provide an explanation as
to why you agree or disagree.

Strengthening the existing interim measures regime

Q39 Do you agree with our proposals to strengthen the existing interim measures regime?
Please provide anexplanation as to why you agree or disagree.

Proceedings before the CAP and Tribunals

Q40 Do you agree with our proposals to introduea new T ei sigbe daeker T
alternative to the full Tribunal for more straightforward cases? Please provide an eglanation
as to why you agree or disagree.

Q41 Do you agree with our proposal to reduce the range of circumstances in which a provider
can request an @al hearing? Please provide an explanation as to why you agree or disagree.

Q42 Do you agree with our proposal to expand the test for prohibiting a relevant individual
from the industry? Please provide an explanation as to why you agree or disagree

Additi onal powers, responsibilities and obligations

Q43 Do you agree with our proposd to strengthen and expand our information gathering
powers (including for the purpose of supervision/engagement and enforcement)? Please
provide an explanation as to why you atge or disagree.

Assessment framework

Q44 Do you agree with our provisional asgssment of our proposals relating to: (i) engagement
and enforcement proposals; and (ii) additional powers, responsibilities and obligation§

against the general principles whch we set out in the discussion document? Do you have any
further information o r evidence which would inform our view?

Other general Code considerations
General funding arrangements

Q45 Do you agree with our proposals on general funding arrangements? Do yohave any
further information or evidence which would inform our assessment of our proposals on
general funding arrangements?
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Definitions

Q46 Do you agree with our proposals on amendig our current terminology to better reflect
the current phone-paid senvices value chain? Please provide an explanation as to why you
agree or disagree

Specified service charges and call durations

Q47 Do you agree with our proposal to retain the rules of he current Notice of specific service
charges and durations of calls whin Annex 1 of Code 15? Please provide an explanation as to
why you agree or disagree.

Amendment of Code provisions

Q48 Do you agree with our proposal to include a broad amendment power in Code 15 to
facilitate more efficient amendments to single or smallnumbers of specific Codeprovisions?
Please provide an explanation as to why you agree or disagree.

Impact assessment

Q49 Are there other impacts which we have not considered in relation to our proposal to move
from a regulatory approach based on outcomeso one based onStandards? If so, please
provide appropriate evidence of the likely impact of the change.

Q50 Are there other impacts which we have not considered in relation to our proposal to focus
on prevention of harm rather than cure? If so, pleasprovide appropriate evidence of the likely
impact of the change.

Q51 Are there other impacts which we have not consideral in relation to our proposal to move
to a new Code which is simpler and easier to comply with? If so, please provide appropriate
evidence of the likely impact of the change.

Q52 Are there other impacts whichwe have not consideredin relation to our proposed
changes to our investigations and sanctions policies and proceduresf?’so, please provide
appropriate evidence of the likely impactof the change.

Equality impact assessment

Q53 Do you agree with our provisional assessment on the impact of our propossin relation
to equality? Do you have any further information or evidence which would inform our view?

Next Steps

Q54 Do you agree with our proposal to set out transitional arrangements that allow the new
Code procedures to apply from the commencement dee to all investigations and/or
complaints or monitoring which commenced under Code 14?
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Annex 3: Proposed Guidanceand additional information

As noted inparagraphs 136 to 138, we are proposing to retainguidance in a number of areas,
to aid compliance with Code 15. The areas which we have identified to date where it is likely
that we will either revise existing guidance or produce nev guidance are:

Advice Services

Consent to charge and Payment Platform Security

Due Diligence, Risk Assessment and Control on clients
Enabling consumer spend control

Guidance on the Retention of Data

ICSS

Promoting premium rate services

Refunds & Cusomer care

Registration help notes

= = =4 =4 =4 =4 =4 4 -4 A

Vulnerability

This is by no means an exhaustive list but simply an early indication of our thinking in this area.
We will be developing our plans for guidancdurther during the consultation period, with a

view to consulting formally on Code 15 guidance #&her at the same timeas,or shortly after
publishing our Statementand Code 15in Autumn 2021.

We would welcome views from stakeholders as to what other guidance materiainay be
needed.

It is also our intention, following publication of the Statement and Code 15 to support
providers and to inform consumers as to what they can expect from our new regulatory
approach under Code 15by:

1 publishing our procedures in relation to Supervision, Engagement and Enforcement
1 producing summaries of the published Coc for consumers

1 developing PSA website content, and other targeted communications outlining what
providers and consumerscan expect
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Annex 4: Glossary

Affiliate - a person or organsation officially attached or connected to a larger bodyfor
example, providers of phonepaid services may wish to contract their digital marketing to
partners or affiliate marketers. Typically, affiliates do not form part of the value chain.

Alternative dispute resolution (ADR) -ways of reslving disputes betweenconsumers and
traders that do not involve going to court.

Blue-chip g a company or investment which can be trusted and is not likely to fall

Clickjacking g where consumers are induced into clicking on something that is different ®
what they perceive they are clicking on. By clicking on a disguised link on a web display the
consumer triggers otherinternet functions. The consumer is unaware of what they are
instigating and where suchclickjacking is relied upon for consent, this isnvalidated by the
consumer Hs useknowledgeeri ence and

Coordinated Vulnerability Disclosure Scheme - a scheme established to enabl@etwork
operators and/or intermediary providers to work cooperatively with security researchers and
other relevant persons to find solutions to remove or reduce any risks associated with an
identified vulnerability in their services and/or systems. Such a scheme involves the reporting
of vulnerabilities to network operators and/or intermediary providers by security researchers,
andthe coordination and publishing of information about a vulnerability and its resolution. The
aims of vulnerability disclosure within such a scheme include ensuring that identified
vulnerabilities are addressed in a timely manner; removing or nimimising any risks from any
identified vulnerabilities; and providing users with sufficient information to evaluate any risks
arising from vulnerabilities to their systems.

Direct carrier billing (DCB) - online payment method that allows users to make puchases by
charging paymentsdirectly to their mobile phone hill, sometimes also referred to as operator
billing.

External Lottery Managers (ELM) g a person who makes arrangements for a lottery on behalf
of a society or local authoity but is not a member,officer or employee of the society or local
authority.

iFraming - for example, a video website that has a play button on it whickayshcl i ck t o pl ay
free vi deo#H, framaor layar(iFrame)kas Iseeniplacedn top of the page and lined

up exactly with the play button. The consumer tries to click on the playutton but instead has

actually clicked on the invisible iFrame aid is directed to another site. Inessence, the

consumer Hs click has been "hijacked".

Information, Connection and /or Signposting Services (ICSS) premium rate services,
excluding full national directory enquiry services, thatprovide connection to specific
organisations, businesses and/or services locatedr provided in the UK; and/or which provide
information, advice, andor assistance relating to such specific organisations, businesses
and/or services.
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Interactive Voice Response (IVR) - automated telephony system that interacts with callers,
gathers information and routes calls to the appropriate recipients

Level 1or intermediary provider -the person who provides a platform which, through
arrangements made with anetwork operator or another intermediary provider, enables the
relevant PRS to be accessed by a consumer or provides any other technical service which
facilitates the provision of the relevant PRS.

Level 2 or merchant provider -the person who controls or is responsible for he operation,
content and promotion of the relevant PRS and/or the use of any facility within the PRS.

Mobile Network Operator (MNO) - aprovider that operates a cellular mobile network.

Mobile Station International Subscriber Directory Number (MSISDN) - the telephone
number assigned to the SIM card in a mobile phone.

Multi -factor authentication (MFA) is anauthentication method that requir es two or more
verification factors to establish consent

NCSC Approved Listg the National Cyber Security Centre (NCSC)vebsite has a list of
products and services that have been independently assessed against NCStandards.

Net promotor score -anindex ranging from-100 to 100 that measures the willingness of
customerstorecommend a companyHfHs products or services t

Open banking - abanking practice that provides third-party financial service providers open
access to consumer banking, transan, and other financial data from banks and norbank
financial institutions t hrough the use of application programming interfaces (APIs).

Over the top (OTT) - a service that provides a product over the internet and bypasses
traditional distribution.

PayForlt - this was amobile payment scheme which was originally set up by EB2, Three and
Vodafone, and which ended in 2019The scheme included da20-day rule under which
subscription services should be automatically cancelled after a 12eéday period of inactivity.

PSD2/Revised Payment Services Directive - the EU legislation which sets regulatory
Requirements for firms that provide payment services.

Rich Communication Services (RCS} a communication protocol between mobile telephone
carriers and between phane and carrier, aiming at replacing SMS messages with a text
message system that is richer, and can transmit call multimedia.

Sandbox (FCA)g a regulatory sandbox which allows businesses to test innovative
propositions in the market, with real consumers

SMEg asmall to mediumsized enterprise, typically a company with no more than 500
employees

Third -party verifiers ¢ external organisationsused toreview and confirm customer
information and interactions to ensure accuracy
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Trustpilot g website platform which shares consumer reviews of goods and services

Two-factor authentication is anauthentication method that requires two verification factors
to establish consent

Vulnerable consumer - a consumer who is less likely to be able to make fully informeadr
rational decisions due to a specific characteristic circumstance or need and may be likely to
suffer detriment as a result.
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Annex 5 - The PSA Code of Practice (18 Edition) [draft]

The draft Code of Practice can be found on the PSA welis here.
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