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EXECUTIVE SUMMARY 

 

Quick summary on due diligence and risk assessment and control on clients: 

 

 Due diligence and risk assessment and control represent distinct processes that should take place, 

prior to, and throughout, the duration of a contract.  

 When undertaking a robust analysis of risk assessment and control, the essence is to be able to take 

suitable steps to prevent or address instances of consumer harm, where an identifiable risk has 

occurred.   

 There is no uniform standard or set list as to how either process should work in practice. Both might 

differ and reflect the commercial relationships between the company concerned and their respective 

client base.  

 The enforcement of the Code is not intended to make individual Network operators culpable for 

every breach or occurrence of non-compliant activity, nor is it designed to place onerous conditions 

or impose blanket requirements upon Network operators to monitor the actions of individual clients 

all of the time.  

 Rather, the level of ‘foresight’ required of a party sat farther up the value chain (i.e. at the Network 

operator and/or Level 1 provider level) will always be proportionate to where the contracting party 

sits lower down from it. 

 Our intention in explaining both processes is to encourage good commercial practice so that, over 

time, it becomes ingrained at every level in the value chain.     

 

1. Introduction  

 

1.1.  The purpose of this General Guidance Note (‘the Guidance’) is to assist Network operators and 

Level 1 providers, by clarifying our expectations as to how these processes should be performed in 

practice: 

 Due diligence;  

 An assessment of the risk posed by clients and the services being offered. 

1.2.  In accordance with paragraph 3.1.1a of the Code of Practice, all Network operators, Level 1 

providers and Level 2 providers have a general responsibility toward ensuring that: 

3.1.1  PhonepayPlus regulation is satisfactorily maintained by: 

(a)   taking all reasonable steps in the context of their roles, including the adoption and maintenance of 

internal arrangements to ensure that the rules set out in Part Two are complied with and the 

outcomes achieved in respect of all premium rate services with which they are concerned.  

1.3 Those provisions specific to the performance of due diligence and risk assessment and control are 

set out, in further detail, at paragraph(s) 3.1.3, 3.1.6 and 3.3.1 of the Code: 

All Network operators, Level 1 and Level 2 providers must: 

3.1.3 assess the potential risks posed by any party with which they contract in respect of: 

(a)  the provision of premium rate services; and  

(b) the promotion, marketing and content of the premium rate services which they provide or facilitate 
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and take and maintain reasonable continuing steps to control those risks. 

 

All Network operators, Level 1 and Level 2 providers must: 

3.1.6 carry out reasonable monitoring of premium rate services provided by any Level 1 or Level 2 

provider with which they have contracted. 

3.3.1 All network operators and Level 1 providers must perform thorough due diligence on any party 

with which they contract in connection with the provision of premium rate services and must retain 

all relevant documentation obtained during that process for a period that is reasonable in the 

circumstances. 

1.4.  Due diligence and risk assessment and control represent separate and distinct processes that take 

place prior to the commencement, and throughout the duration, of a commercial agreement, and can 

be broken down as follows:   

2. Due diligence – ‘Know your client’ 

2.1. Due diligence constitutes the process of checks and safeguards that should be undertaken before 

any binding legal contract or commercial arrangement is formed or entered into.  

2.2. There is no single or prescribed standard as to what constitutes effective due diligence, but we 

expect to see a proactive stance being taken by all registered parties to know who they are 

contracting with, where a contracting party wishes to operate in the premium rate industry.  

2.3. A comprehensive explanation as to what we mean by ‘registered parties’ is provided for in the 

accompanying General Guidance Note (‘Definitions of those involved in providing PRS‘). 

3. Undertaking effective due diligence 

3.1. The examples below form part of a non-exhaustive list of the type of information we would expect to 

have been collected, or actions taken, as part of any comprehensive and thorough assessment 

being made of a prospective client.   

3.2. The collection of this information does not, in itself, represent full due diligence, but rather represents 

an indication of what we consider best practice to be, and the likely steps, that Network operators 

and providers should be taking in the first instance to better know their clients before a binding 

commercial agreement is formed:    

 Contact details for a client’s place of business;  

 Copies of each client’s current entry (and first entry, if different) in the Companies House register; 

 Names and addresses of all owners and directors;  

 Names and addresses of all individuals who receive any share from the revenue generated by 

the client;  

 Undertakings from the client that no other party is operating in the capacity of a shadow director 

under the Companies Act, if appropriate;  

 The names and details of any parent or ultimate holding company which the client is a part of, if 

appropriate; 

 Verification of the client’s bank account; 
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 To make clients aware of PhonepayPlus and requiring adherence to the Code of Practice; 

 Draft promotional material and service content should be examined in line with the risk which a 

client and/or service is adjudged to pose. Providers may wish to make use of PhonepayPlus’ free 

compliance advice service to provide clarification where necessary. 

Q1. ‘I’m aware that providers have to register with PhonepayPlus. What does the Registration Database 

do to help me undertake good due diligence?’ 

3.3. The simple fact of having referenced PhonepayPlus’ Registration Database is not enough to 

demonstrate effective due diligence, nor does it prove that a thorough and robust analysis, 

ascertaining the level of risk as posed by a particular client, has occurred.    

3.4. Rather, the Registration Database is there to help facilitate and support good standards of due 

diligence and risk assessment by requiring all Network operators and every provider operating in the 

premium rate industry to register with us.  

3.5. By doing so, those having registered will be required to provide details of any service in their 

possession and be able to make that information available to others who have also registered.   

3.6. As such, the Registration Database should be viewed as a source of information to assist in 

delivering good due diligence, and to help registered providers develop bespoke action plans (if they 

so wish) designed to identify and manage the level of risk posed by an individual client. 

3.7. For a full understanding as to the workings of the new Registration Database, and the extent of 

information that can be acquired, further information on the Registration Database will be available in 

early 2011. 

4. Risk Assessment and control – ‘Ascertaining the level of risk posed by a particular client’ 

4.1.  Risk assessment and control equates to a process that should ensue where systems are put in place 

to assess and manage the level of risk that a particular client and/or their service(s) may pose.  

4.2. Unlike due diligence, PhonepayPlus considers that the extent of any risk assessment needs to be 

proportionate to where the contracting party sits in the delivery chain; either in their capacity as a 

Level 1 or 2 provider.  

4.3. For example, if a Network operator simply contracts with a Level 1 provider, the necessity for having 

to implement a high level of vigilance, through an extensive monitoring programme, is lessened, 

given that their clients are likely to exert little, if any, day-to-day control over the direct running of the 

service.   

4.4. As such, the type of ‘controls’ we would expect to see implemented will be less onerous, and more 

generic in nature, given the lower category of risk rating that such a contractual relationship would 

likely entail or pose in practice. 

4.5 We would expect Network operators to consider whether Level 1 clients with extensive breach 

histories require the imposition of preventative controls, or restrictions on the types of PRS they are 

allowed to offer.   
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5.  Risk assessment and control of a client who is not a Level 2 provider  

5.1. Therefore, and in respect of a client who is not a Level 2 provider, PhonepayPlus considers that the 

following steps might be taken as part of any risk assessment and control: 

 Obtaining information about a client’s breach history, specific to any previous rulings made by 

PhonepayPlus, especially in respect of previous due diligence or risk assessment and control 

failings (made accessible on the Registration Database), and monitoring any patterns of breaches 

by their clients;  

 Checking whether any of the directors or other associated individuals have been involved, or 

connected, with other companies that have had previous rulings made against them by other 

regulators (e.g. Ofcom/ASA/Gambling Commission/FSA/ICO). Should such rulings exist, then the 

practices that led to them being investigated should be considered as risks that might re-occur; 

 Asking to see copies of an individual client’s action plans (if applicable) in respect of their 

respective ‘higher- risk’ Level 2 clients, and take steps to ‘dip test’ the traffic in respect of those 

clients;  

 Taking action to ensure that the client quickly addresses any issues which are identified. 

5.2. Obviously, the exact level and detail that a Network operator or Level 1 provider might wish to extract 

at any particular point may change, and will also depend on reviewing the level of risk posed by an 

individual client during the lifetime of a contract, which might differ to when the original assessment 

that was made at the beginning of the contractual term.    

6. Risk assessment and control of a client who is a Level 2 provider 

6.1.  If a registered party contracts directly with a client who is responsible for ensuring the consumer 

outcomes of the Code of Practice (Part 2), considered by PhonepayPlus to be a Level 2 provider (the 

party who controls or is responsible for the operation, content and promotion of the relevant premium 

rate service), we would expect the risk assessment and control to be of a nature that ensures that 

the consumer outcomes the Code requires are able to be met.  

6.2. PhonepayPlus suggests that the following steps might be taken to help a Network operator and/or 

Level 1 provider to properly assess the level of risk posed by a Level 2 client. The list as is provided 

is not exhaustive, nor does it account for other potential factors that could constitute a ‘risk’ as part of 

any up-to-date assessment. 

 Obtaining information about a client’s breach history, specific to any previous rulings made by 

PhonepayPlus (made accessible on the Registration Database);  

 Obtaining information about a client’s previous trading history (for instance, this might include 

rulings made by the OFT); 

 Identifying the types of services being offered by the client and the risk such service types might 

pose, given previous adjudications which relate to them. This should be coupled with a policy of 

keeping up-to-date with PhonepayPlus’ regulatory expectations in respect of particular service 

types (e.g. reference to Service-Specific Guidance, General Guidance, Compliance Updates and 

any other information made public by PhonepayPlus); 

 Seeking evidence of any Prior Permission Certificate, where a service type is known to require it; 

 Informing PhonepayPlus, where it is feasible to do so, of any spikes in traffic (or other practice) 

which may suggest or indicate potential consumer harm, where this has been notified or 

discovered; 
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 Checking whether any of the directors, parent company directors, or other associated individuals 

have been involved, or connected, with other companies that have had previous rulings made 

against them by PhonepayPlus or other regulatory bodies (e.g. Ofcom/ASA/Gambling 

Commission/FSA/ICO). Should such rulings exist, then the ‘practices’ that led to them being 

investigated should be considered as risks that might re-occur; 

 Making an assessment of risk based on the promotional material the client is using.  An example 

would be that a major consumer brand using press advertising is likely to carry less risk than a 

new entrant using web-based affiliate marketing. 

 In instances of doubt or where further clarification is needed, advising clients that promotional 

material and/or any copy advice can be forwarded to the PhonepayPlus’ free Compliance Advice 

service for further consideration.  

6.3. Having ascertained this information, it might follow that a registered party is in a position to develop a 

plan of action, made bespoke to a particular client, to sit alongside the contract. This could be made 

available upon request by PhonepayPlus and used as mitigation in the event of a formal 

investigation being raised. 

6.4. The formulation of an action plan could be based on the following; 

 To periodically test and/or monitor certain ‘risks’ that would normally be associated to a particular 

service category (e.g. for a subscription service, it may be prudent to test the clarity of 

promotions, whether reminder messages have been sent and that ‘STOP’ commands have been 

responded to);  

 The frequency of such testing should reflect the risk posed by both the client and the service type.  

For example, a client with no breach history, or where none of the directors are linked to other 

companies with breaches, and low-risk service types (such as football score updates) would 

require far less monitoring than, say, a client with an extensive breach history that, in turn, 

provides a high-risk category of service (e.g. a subscription-based lottery alerts system with a 

joining fee);   

 Mystery shopper testing could be used as, and when, appropriate; 

 Internal mechanisms to encourage ‘whistle-blowing’ by staff, where appropriate;  

 Putting in place internal checks that correlate with unusual patterns of activity which may indicate 

consumer harm (e.g. spikes in traffic and/or consumer complaints made directly to the provider 

about one specific service);  

 Having a procedure to alter and address instances of non-compliant behaviour;  

 Producing a compliance file, comprising of a written record of the assessment, the subsequent 

action plan and evidence of any monitoring and/or testing required by the plan having taken 

place. This record does not necessarily need to be lengthy (although this will depend on the client 

and the actions taken under the plan), but should be made available to PhonepayPlus upon 

request. 

6.5. Any assessment of risk should be an ongoing process and re-considered in light of any new 

information. This might include updates to a client’s breach history, a change in an individual client’s 

approach to compliance or alterations to the company structure (e.g. the acquisition/amalgamation of 

another company, the creation of a holding company structure, appointment of new company 

directors, changes to the company name, etc.).      
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Q2. What should I do where my client is a ‘re-seller’? 

6.6. Where a Network operator is intending to allocate a range of numbers to a client, as the Level 1 

provider in the delivery chain, and that client is intending to operate as a ‘re-seller’ (i.e. a client who 

sells numbers onto another party and then takes a share of service revenue), PhonepayPlus would 

expect to see, as part of any process of risk assessment and control, that a written record is kept of 

to whom, and on what date, the numbers were exported.  

Q3. What about allocation of 070 numbers?  

6.7. 070 numbers should not be used for premium rate services (PRS). Where a range of 070 numbers is 

allocated to one individual provider, a registered party may wish to ask what these numbers are 

being used for; perhaps reporting to PhonepayPlus any traffic flow that may indicate the use of 070 

for PRS.  

Q4. What should I do if my client is an affiliate marketer?  

6.8.  From time to time, parties may fall outside the definitions given in the PRS value chain, yet may be 

contracted with specific tasks either in the promotion or operation of a premium rate service.  

6.9. In such instances, the registered party who contracts with such an entity will likely be considered a  

 Level 2 provider, as they will ultimately be responsible for the actions of these affiliates.  

6.10. However, the proactive stance taken by the Level 2 provider to control the obvious risks posed by 

the actions of an overzealous affiliate (e.g. aggressive forms of marketing beyond the original scope 

and instructions given by the Level 2) may be considered as a mitigating factor in the event of an 

investigation being brought.   

Q5. What if I want to contract with a new client who is not registered with PhonepayPlus?  

6.11. Obviously, if a registered party wishes to contract with any new entrant wishing to participate in the 

premium rate industry, PhonepayPlus would expect a comprehensive and vigorous assessment to 

be made before any contractual relationship is formed.  

6.12. Part of that assessment would be in ensuring that any new entrant is notified of their requirement to 

register and provides their full service details on the new Registration Database. 

6.13. Further information on the workings of the new Registration Database, and the extent of information 

that can be acquired will be available in early 2011. 

7.  Failure to meet the required standard 

7.1 The standard that will always be applied, where consumer harm has occurred, is to determine, on a 

case-by-case basis, whether the risk that harm might arise was ‘reasonably identifiable’ and 

‘controllable’ risk.  

7.2 PhonepayPlus will seek to examine what actions were taken by the provider that contracted with the 

party which caused the consumer harm to ensure this risk was managed appropriately. 

7.3 Where a Network operator or Level 1 or 2 provider is unable to provide evidence to PhonepayPlus 

that adequate due diligence was carried out, or that an adequate level of risk assessment and 
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control took place, PhonepayPlus is likely to regard this as a serious or very serious breach of the 

Code, dependent on what the Tribunal decides.  

7.4 Where such a breach is upheld, the Tribunal may enforce a range of sanctions, including a 

compliance audit to be undertaken by an independent
 
third party to address those failings and bring 

a Network operator’s or registered party’s compliance framework up to the required standard. 

8. The role of General Guidance 

8.1 General Guidance does not form part of the Code of Practice; neither is it absolutely binding on 

PhonepayPlus’ Code Compliance Panel (‘the Tribunal’). However, we intend for it to assist all 

Network operators and providers as to how compliance with the Code can be achieved.  

8.2  Network operators or providers are free to disregard Guidance where they feel that the same 

standard and expectation of consumer protection can be met by some other means; but, should 

consumer harm occur, the Tribunal may examine whether the provider’s alternative actions 

(including no action), have achieved compliance with the Code. If they have not, then the behaviour 

is likely to be regarded as a serious breach. 

 


