
 

The Information Commissioner has responsibility for promoting and enforcing the 
Data Protection Act 1998 (DPA), the Freedom of Information Act 2000 (FOIA), 

the Environmental Information Regulations (EIR) and the Privacy and Electronic 
Communications Regulations. He is independent from government and upholds 

information rights in the public interest, promoting openness by public bodies 
and data privacy for individuals. The Commissioner does this by providing 

guidance to individuals and organisations, solving problems where he can, and 
taking appropriate action where the law is broken. 

 
The Information Commissioner’s Office (ICO) welcomes the opportunity to 

comment on this PhonepayPlus Consultation on the review of information, 

connection and signposting services (ICSS).   
 

It is clear from the review that the main area of concern is the potential for 
consumers to suffer financial harm by using a premium rate service when they 

could easily use another service which is either free or offered at significantly 
lower cost and which might well constitute direct access to the service they 

intended to access.  The potential for this type of consumer detriment falls 
outside of the Information Commissioner’s remit and we do not therefore 

propose to respond directly to many of the consultation questions.  Our response 
will instead focus on issues relating to the rights of data subjects and the 

obligations on data controllers as set out in the DPA. 
 

We agree that the possibility that some ICSS collect personal data from 
consumers is a concern.  This is exacerbated when the nature of the service 

might involve the collection of sensitive personal data or information relating to 

bank accounts or credit cards or even passwords/id credentials.  In data 
protection terms this concern arises from the fact that a data subject may 

disclose personal data without having been provided with clear information about 
the identity of the data controller and the purposes for which the personal data 

are obtained.  The first data protection principle requires that personal data are 
processed fairly.  In the context of this review, it is unlikely that personal data 

can be processed fairly if the data subject has been misled or deceived in any 
way prior to disclosing the personal data or if they are unaware of the processing 

operations taking place.  The ICO would support any measures taken to ensure 
that consumers are made aware of the nature of the identity of the data 

controller and the purposes for which personal data is being collected.   
 

We would also remind ICSS that collecting personal data for one purpose and 
then further processing it in a manner which is incompatible with the original 

purpose is likely to be a breach of the second principle.  In addition, collecting 



 

personal data purely in order to prolong the call is likely to be a breach of the 

data protection principles in that there is no legitimate purpose for holding the 
data. 

 
Phonepay Plus are correct to point out that there are other concerns relating to 

data subject rights, security and retention of personal data.  Insofar as they are 
collecting personal data, all ICSS are required to comply with the provisions of 

the Data Protection Act and in the event of a serious breach of the data 
protection principles they could face serious penalties from the ICO.  It is 

important to note also that failure to notify the Information Commissioner is an 
offence. 

 
In light of these concerns, we support the introduction of conditions which are 

aimed at reducing the risk that ICSS are in a position to collect personal data in a 
manner which is likely to breach the data protection principles.  In this regard we 

would, of course, be keen to cooperate with Phonepay Plus as and when 

appropriate. 
 
 

 
 

 
 

 
 

 


