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20 September 2012 
 
 
 
Dear Sirs, 
 
PhonepayPlus Review of Information, Connection and/or Signposting Services 
 
Introduction 
 
PayPal welcomes the opportunity to comment on PhonepayPlus’ Review of Information, 
Connection and/or Signposting Services, published on 19 July 2012. 
 
PayPal was founded in 1998 in San Jose, CA (USA) and acquired by eBay Inc. in 2002.  PayPal 
is the global leader in online payment solutions with 113.2 million active accounts worldwide. 
 
Available in 190 markets around the world, users can transact and hold balances in 25 
currencies. In Europe, PayPal has more than 40 million active accounts.  PayPal acquired a 
licence as an EU credit institution in 2007 in Luxembourg, with the Commission de Surveillance 
du Secteur Financier (CSSF) as home state competent authority, subsequently passported into 
EU member states on a freedom to provide services basis. 
 
PayPal enables any individual or business with an email address to securely, easily and quickly 
send and receive payments online. PayPal's service builds on the existing financial 
infrastructure of bank accounts and credit cards and utilises a highly advanced proprietary fraud 
prevention systems to create a safe, global, real-time payment solution. 
 
Commentary 
 
PayPal agrees with PhonepayPlus that there is considerable potential for Information, 
Connection and/or Signposting Services (ICSS) to cause significant consumer harm.  The 
issues involved include:  
 

 The use of Search Engine Marketing (SEM) to give the Premium Rate Service (PRS) 
greater prominence to an actual website and/or helpline.  

 The use of web pages to mislead consumers into believing that a PRS is in fact the 
number they are looking for, or that it is providing information which is not publicly 
available elsewhere.  
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 The lack of an alert before a PRS directly connects consumers to a helpline that informs 
the consumer they are using a PRS.  

 A lack of prominent pricing information on web pages or in other promotions.  

 Potential for consumers to be held in a queue when connected via a PRS, thus 
increasing the total cost of the call.  

 Potential for consumers to be delayed where an operator requests details which are 
irrelevant to the information or advice being provided.  

 Potential for consumers to be asked to provide personal and/or confidential data.  
 
PayPal has experience of customers being misled by websites purporting to offer access to our 
customer services, despite having no association whatsoever with our company.  As a result, 
consumers found themselves asked to provide personal information such as their phone 
number, email, and address as well as those of buyers with whom they were in dispute.  Our 
customers confirmed that they were subjected to undue delays, thereby increasing the cost of 
using the service. 
 
We have contacted PhonepayPlus to complain about such services in the past, and therefore 
broadly support their further regulation, along the lines suggested in the consultation.   
 
We would, however, wish to see these proposals strengthened to make it clear that ICSS are 
not allowed to ask consumers for personal and/or confidential log in details (such as online 
account numbers or passwords) which relate to the company or organisation that the consumer 
is ultimately trying to reach.  While a consumer might be asked by ICSS for limited personal 
details (e.g. name and address and phone number) to enable billing, we can see no reason why 
consumers should be asked for their login details.  We do not believe that ICSS providers 
should be allowed to log into a consumer’s online account in order to undertake action on a 
consumer’s behalf, even where (as suggested in the draft Prior Permissions Notice in Annex A) 
promotional material has informed consumers that such action might take place.  Even with the 
proposed new regulation in place, we believe that the potential for consumers to be defrauded 
through online identity theft by rogue ICSS operators is too great.  As such, we believe it is vital 
that industry and regulators alike send a clear message to consumers that they should avoid 
providing any personal account information to unknown third party services.   
 
We note that, in considering potential legal remedies, no mention was made of the Consumer 
Protection from Unfair Trading Regulations 2008 (‘CPRs’) which provide very broad powers to 
regulators to tackle unfair commercial practices, whether in the form of misleading actions or 
misleading omissions, which cause the ‘average consumer’ to make a different ‘transactional 
decision’ they would otherwise have made.  We would therefore recommend that PhonepayPlus 
give further consideration both as to how their proposed framework would dovetail with this 
existing regulatory regime, and also as to how they might best cooperate with Trading 
Standards who are responsible for enforcing the CPRs.  This may help to limit consumer harm 
prior to any new regulations entering into force.  We note, for example, that some ICSS 
operators already provide information on their websites which is either misleading or erroneous 
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(e.g. incorrect addresses for customer complaints) or in some cases, misrepresents the services 
that they provide and their relationship to third parties. 
 
We would also suggest that the prior permission guidelines should be more prescriptive about 
where information should be provided on websites.  The proposed guidelines merely state that 
the presentation of information about official advice and contact details should be in a manner 
which is ‘clear, prominent and proximate to the premium rate number advertised.’  However, it is 
not clear whether ‘proximate’ in this context simply means on the same page, ‘above the fold’, 
or even adjacent to the premium rate number.  It would be helpful if further guidance could be 
provided here. 
 
In addition to the concerns raised by PhonepayPlus, we note a number of other compliance 
issues with existing operators.  For example, we note that many websites fail to meet even the 
basic information requirements set out in the E-Commerce Regulations.  As a result, services 
which purport to make it easier to contact public and commercial organisations are themselves 
extremely difficult to contact.  Similarly, some operators appear to operate without even a basic 
user agreement or privacy policy.  (e.g.http://www.thehelplineservice.co.uk/paypal.html).   
 
Finally, while we welcome proposals for a prior permission regime, we would recommend that 
PhonepayPlus consider how consumers will be able to distinguish easily between rogue 
operators and ICSS providers who are compliant with the new regime, whether by means of a 
kitemark scheme or some other system.  We would also welcome further guidance from the 
regulator as to how this new regime will be enforced and what sanctions will apply in case of 
non-compliance. 
 
Conclusion 
 
PayPal supports further regulation of ICSS providers and welcomes PhonepayPlus’ proposals 
as an important step forward.  We would be happy to discuss our experiences in greater detail 
with PhonePayPlus and look forward to working with the regulator as these proposals are 
further developed. 
 
Yours faithfully, 
 
 
 
 
 
 
Alasdair McGowan 
Head of Public Affairs – UK and Ireland 
eBay Inc 
 

http://www.thehelplineservice.co.uk/paypal.html

