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Section 1 
Introduction and Summary 
 
Purpose 
 
This consultation relates to Anonymous SMS texting services and seeks views on 
whether it is possible and appropriate to introduce regulatory safeguards to allow these 
services to operate.  Anonymous SMS services can be defined as those which allow an 
individual to send an SMS message whilst remaining anonymous to the recipient. 
 
Introduction 
 
1.1 As the regulator for Premium Rate Services, it is ICSTIS’ vision that anyone 
should be able to use these services with absolute confidence.  In pursuit of this goal, 
ICSTIS creates a Code of Practice which sets appropriate standards for promotion, 
content and operation of Premium Rate Services.  In applying these standards ICSTIS 
has particular regard to vulnerable people, especially children. 
 
1.2 If Anonymous SMS services are to be allowed to operate the public should be 
able to use and receive these services without undue anxiety or distress, and should be 
able to stop such services without excessive difficulty or cost.  The services on offer 
should not lead to broader disquiet over the use of a trusted payment mechanism. 
 
 
Summary 
 
1.3 At present Anonymous SMS services are usually accessed on a website where 
the user enters the content of a text message and the number they wish to send it to.  
The user then requests a keycode be sent to their mobile phone number in the form of 
an SMS which carries a reverse Premium Rate charge.  This keycode, once entered 
back into the website, enables the user to send their original message in the form of an 
anonymous SMS.  The recipient will receive the message, but not the mobile phone 
number of the sender or the user who authored the content. 
 
1.4 The findings from ICSTIS’ monitoring indicate such services are generally 
intended for two main applications.  The first is for consumers to send SMS messages 
that are designed to play practical jokes on their friends.  The second is for dating 
purposes, where consumers will send Anonymous SMS messages to their partner, or to 
someone in whom they have a romantic interest.  Some companies who operate 
anonymous SMS services have signalled that around 80% of their revenue comes in the 
period leading up to Valentine’s Day. 
 
1.5 Whilst the two applications outlined above seem reasonable, ICSTIS is aware 
that Anonymous SMS services are being utilised for other purposes which may 
contravene paragraph 5.3.1 of the 11th ICSTIS Code.  This relates specifically to the 
requirements not to unreasonably invade privacy or induce an unacceptable sense of 
fear, anxiety or distress.  ICSTIS is aware that such services, on occasion, are utilised to 
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send abusive or threatening texts for the purposes of bullying, stalking, or making 
individuals believe relatives or friends have been seriously harmed. 
 
1.6 There is a concern at present, expressed by ICSTIS, Mobile Network Operators, 
and some service providers, that Anonymous SMS services do not have adequate 
arrangements in place to identify misuse and to forward records to the appropriate 
authorities in serious cases.  This concern is exacerbated by the frequent lack of any 
information to those receiving anonymous or spoof messages on who to contact to make 
a complaint.  Often the recipient is left at present with no more than an abusive, 
threatening or deceitful message from an anonymous source which they have no way of 
tracing. 
 
1.7 This paper sets out ICSTIS’ findings around Anonymous SMS services and 
examines potential conditions, and makes proposals for a prior permissions regime in 
light of our deliberations.  The closing date for comment is Friday 7 September 2007.  
This is a shorter period than normal for ICSTIS consultations and reflects the concern 
about the potential to cause distress to members of the public, and the determination on 
the part of ICSTIS and much of the PRS industry to resolve these matters with a degree 
of urgency. 
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Section 2 
Background 
 
Anonymous SMS and the 11th ICSTIS Code 
 
2.1 As with all Premium Rate Services, ICSTIS would expect Anonymous SMS 
services to be compliant with all relevant parts of the 11th Code.  However this 
consultation addresses the potential harm and offence that Anonymous SMS messages 
could cause to the recipients, and the likely appeal of these services to children.  In 
these two circumstances ICSTIS would investigate whether the following respective 
sections of the Code had been breached: 
 
Section 5.3 – Harm and Offence 
 
5.3.1 Services and Promotional Material must not, or must not be likely to: 
 

a) result in any unreasonable invasion of privacy 
b) induce an unacceptable sense of fear, anxiety or distress 
c) encourage or incite any person to engage in unreasonably dangerous 

practices or to use harmful substances 
d) induce or promote racial disharmony 
e) cause grave or widespread offence 
f) debase, degrade, or demean 
g) promote or facilitate prostitution 

 
5.3.2 Services and promotional material must not, in circumstances where it is not 

reasonable for a consumer to expect such content or material (and subject to 
5.3.1): 

 
a) contain material indicating violence, sadism or cruelty, or be of a repulsive 

or horrible nature 
b) involve the use of foul language 
 

 
Section 7.5 – Children’s Services 
 
7.5.1 Children’s services are services which, either wholly or in part, are aimed at or 

should have been expected to be particularly attractive to children, who are 
defined for the purposes of this Code as people under 16 years of age. 

 
7.5.2 Promotional material for children’s services must clearly state: 

a) the usual cost of the service 
b) that the service should only be used with the agreement of the person 

responsible for paying the phone bill 
 
7.5.3 Children’s services, and any associated promotional material, must not: 
 

a) contain anything which is likely to result in harm to children or others or 
which exploits their credulity, lack of experience or sense of loyalty 
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b) include anything which a reasonable parent would not wish their child to 
hear or learn about in this way 

c) make direct appeals to children to buy or donate, unless the product, 
service or donation is one which they could reasonably be expected to 
afford for themselves 

d) encourage children to use other premium rate services or the same 
service again 

 
7.5.4 Children’s services must not: 
 

a)  generally cost more than £3, or in the case of subscription services more 
than £3 per month 

b)   involve competitions that offer cash prizes or prizes readily converted to 
cash. 

 
Previous Case against Anonymous SMS services 
 
2.2 Anonymous SMS services first came to ICSTIS’ attention in 2006, following a 
complaint raised by an individual who received an anonymous text message. 
 
2.3 The complaint was investigated under paragraph 5.3.1b of the Code – i.e. 
Services and promotional material must not, or must not be likely to, induce an 
unacceptable sense of fear, anxiety or distress. 
 
2.4 The service in question sent the following SMS to the complainant: 
 
Hello mrs roberts your son gary has been killed in a car accident 
sorry good bye 
 
2.5 This message was sent to the complainant at 12.30pm.  It caused her great 
anxiety as her son Gary lives in Scotland, and is difficult to contact.  Roughly an hour 
afterwards, she received a second SMS: 
 
Recently you received a WITHELD text. To send Witheld texts of 
your own 
 
Text:HOLD to:62666 
 
The First 1 is FREE, Try it NOW! 
 
After 1 free, Msgs 50p + ntwk chrg 
 
2.6 Whilst the second text indicated that the first text had been sent through an 
Anonymous SMS service, it took nearly an hour to arrive, during which the complainant 
suffered an unacceptable level of distress and anxiety. 
 
2.7 At the time the case against the service provider in question was not upheld by 
the ICSTIS adjudication panel.  The reason was that the offence and distress had been 
caused by the individual who had composed and paid for the message, and not the 
service provider who had provided the facility for it to be sent. 
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2.8 This is, to date, the only complaint that either ICSTIS or Mobile Operators have 
received about Anonymous SMS services.  However subsequent monitoring and 
research by ICSTIS and Mobile Operators has shown that the practice of using 
Anonymous SMS services to send offensive or distressing messages is more 
widespread than first believed.  
 
2.9 It is now clear that Anonymous SMS services have the potential to cause distress 
in far greater proportion than their share of the PRS market.  Just as importantly the 
distress would be caused to individuals who have neither solicited nor paid for the texts 
they receive.  The potential exists for widespread distress, which as a secondary issue 
could damage the reputation of Mobile PRS services.  This has convinced ICSTIS of the 
need for proactive action, rather than to await serious, and potentially high profile, 
complaints.  
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Section 3 
Definition of Anonymous SMS, Risks and 
Proposed Conditions 
 
Definition of Anonymous SMS 
 
3.1 Whilst a general definition for these types of services was given at the start of the 
document, clarification is needed for the avoidance of any doubt or ambiguity.  ICSTIS 
proposes to define an Anonymous SMS text as follows: 
 
“An SMS text message sent to a communications device where the identity of the sender 
of the text message, or if content is sent by any other person via the sender of the text 
message, the identity of that other person, is withheld from the recipient of that text 
message.” 
 
3.2 This definition makes the distinction between the sender of the text message – 
i.e. the provider of the Anonymous SMS service – and any person using the Anonymous 
SMS service to send content anonymously.  Where an SMS text withholds the identity of 
the user of the anonymous service to its recipient, it is an Anonymous SMS text 
message. 
 
3.3 This definition is intended to capture services where a user can generate and 
send their own content, and those where the user chooses content to send  - e.g. by 
selecting from a predetermined list of “joke” messages.  It is not intended to include 
promotional service provider SMS texts, which would in any event normally contain a 
shortcode or URL which a recipient could use to trace the origin of the message. 
 
Q1 – Do you agree with ICSTIS’ definition of Anonymous SMS?  If not, why not? 
 
 
Key Issues and Proposed Conditions 
 
3.4 Both the ICSTIS Executive and O2 have recently monitored Anonymous SMS 
services.  Copies of these reports are attached at Annexes A and B respectively.  The 
key issues, and ICSTIS consideration of appropriate conditions, can be set out as 
follows: 
 
 
Lack of Clear Information and Complaints Mechanism 
 
3.5 The very nature of an Anonymous SMS service suggests that the recipient will be 
unaware that the SMS they receive will be for entertainment purposes only.  Where the 
service is misused to send deliberately offensive or distressing content, the recipient’s 
anxiety will be significantly heightened whilst they remain unaware of who sent or 
authored the message. 
 
3.6 Whilst some Anonymous SMS providers send a follow up message, explaining 
that the original message was a joke, these vary in both content and the time delay 
between the original and follow-up messages. 
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3.7 An example of this would be the message sent to Mrs. Roberts, highlighted 
earlier in paragraph 2.4.  This message took more than an hour to arrive, thus causing 
Mrs. Roberts an hour of anxiety about the safety of her son.  In addition, whilst the 
follow-up message confirms the nature of the first, and supplies a shortcode, it does not 
give any details of the service provider concerned or any contact details. 
 
3.8 ICSTIS Monitoring shows that many Anonymous SMS services do not send any 
follow up SMS at all, and that where a message is sent it is likely to be delayed by over 
thirty minutes and will not contain contact details for the service provider.  ICSTIS 
considers that the upset this is likely to cause recipients of a threatening, abusive, or 
hoax SMS is unacceptable.  If such services are to continue, recipients should be quickly 
and clearly informed as to how to contact the service provider if they wish to complain or 
highlight messages which may need to be passed on for police investigation. 
 
3.9 It may be helpful to recall the line that ICSTIS took three years ago with regard to 
Anonymous “angry man” IVR services, where recipients of a call would be unaware at 
first that they were listening to a recorded message as part of a practical joke.  ICSTIS 
took the decision that these services would be expected to provide a warning, during the 
introduction, that the service was for entertainment purposes only. 
 
3.10 The equivalent with regard to an Anonymous SMS service would be to require 
the original message to contain text to the effect that this was an Anonymous SMS, and 
to provide the name and non-PRS contact details of the service provider for further 
information, to block future SMS messages, or to lodge a complaint. 
 
3.11 An alternative would be to require that a second, free-of-charge, SMS was sent 
to the recipient immediately after they receive the first message.  This second SMS 
would inform the recipient that they had received an Anonymous SMS, and provide the 
name and non-PRS contact details of the service provider for the recipient to seek 
further information, block future SMS messages, or to lodge a complaint. 
 
3.12 ICSTIS considers that any delay could cause unacceptable anxiety to the 
recipient of an abusive or threatening message, or may cause them to act on hoax 
information – e.g. a woman receives an Anonymous SMS saying her husband has had 
an affair, and has confronted him before the follow-up text arrives. 
 
3.13 ICSTIS also considers that Anonymous SMS service providers should provide 
recipients with their name and a non-PRS contact number.  Whilst many recipients of 
Anonymous SMS messages will have internet access, this should not be taken as a 
given, and it is important that recipients of threatening or abusive messages can quickly 
and easily raise the issue with the service provider concerned. 
 
3.14 In light of this consideration, ICSTIS would propose the following Conditions if 
Anonymous SMS services are to continue to operate: 
 
i). That each Anonymous SMS message contains the statement that it is an 

Anonymous SMS from a third party, and provide a non-PRS number for 
recipients to call for further information. Or that for each Anonymous SMS sent, 
the recipient is sent a second, free-of-charge message immediately after the 
original message.  This second message should state that the original message 



 10

is an Anonymous SMS from a third party, and provide a non-PRS number for 
recipients to call for further information. 

 
ii). That recipients who call the non-PRS number provided should get through to an 

operator or IVR explaining the name of the service provider, the nature of the 
service, and the procedure for making a complaint to the service provider and/or 
ICSTIS upon request.  Where an answerphone is used to collect complaints, this 
must be checked on a regular (i.e. hourly during business hours and first thing 
each morning) basis and complainants contacted without delay. 

 
Q2 – Do you agree with ICSTIS’ assessment of the risk caused by having no clear 
information and complaints mechanism?  If not, why not? 
 
Q3– Do you agree with the proposed conditions i) and ii)?  If not, why not? 
 
 
Return Path 
 
3.15 Among recipients of an offensive or distressing Anonymous SMS, the likelihood 
exists that some of them may just wish to stop all future messages from the sender 
rather than escalate the matter into a complaint.  However none of the Anonymous SMS 
services ICSTIS monitored include a return path in the messages they send.  This would 
prevent the recipient from replying using the STOP command or similar wording. 
 
3.16 Whilst ICSTIS discusses an effective mechanism for recipients to make a 
complaint at paragraphs 3.10 - 3.14 of this document, it should be considered that it may 
take a moderate amount of time, even during office hours, for a recipient to call the 
service provider and make a complaint, and for the service provider to then examine 
their records and take appropriate action. 
 
3.17 It is possible that during such a period the recipient could continue to receive 
offensive or distressing messages from an unknown author, so it may be beneficial to 
the recipient, and the service provider, if the recipient was immediately able to block 
delivery to their phone through the use of the STOP command. 
 
3.18 However service providers have indicated that it would be technically difficult for 
an SMS to contain a return path without displaying a shortcode.  The question has also 
been raised whether a return path would necessarily be a good idea in all cases.  An 
example might be a message containing the text: 
 
You have just won the lottery 
 
3.19 In such a scenario the recipient is likely to be too excited to consider sending a 
STOP command, and may even send a text in reply.  This reply would, of course, be 
sent to the service provider rather than to the author of the message.  In cases such as 
this, it would be more beneficial for the recipient to receive an immediate notification that 
the message was an Anonymous SMS, and contact details to make a complaint to the 
service provider. 
 
3.20 In light of ICSTIS findings and the feedback we have received, we do not 
propose to require a return path for Anonymous SMS messages.  It is our opinion that 
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whilst the STOP command is well known to users of PRS, recipients of Anonymous SMS 
services may not be users of any PRS themselves and so may not instinctively reply 
using a STOP command.  But respondents may wish to consider whether it would be 
appropriate to offer a return path to the service provider in a follow-up text, as outlined in 
paragraph 3.14. 
 
3.21 Where the recipient of an Anonymous SMS makes a complaint. ICSTIS would 
expect the service provider to block future access to their number.      
 
Q4 – Do you agree with ICSTIS’ assessment of the risk caused by having no return 
path?  If not, why not? 
 
Q5 – Do you agree with ICSTIS’ proposals not to require a return path as long as a 
satisfactory information and complaints mechanism is available?  If not, why not? 
 
 
Moderation and Monitoring 
 
3.22 Many Anonymous SMS service providers do not appear to moderate the content 
of the messages sent using their service.  A sample of messages that O2 was able to 
send through several different services over a 24 hour period was as follows: 
 
I’m watching you.  I’m going to follow you home. 
 
Do you like being bound and gagged? 
 
I watch you without you knowing.  It really turns me on.  I know 
where you live and where your husband leaves for work. 
 
I watch you all the time, I like looking in your bedroom window.  
I know when you are home alone. 
 
3.24 A similar sample of messages that the ICSTIS Executive was able to send is as 
follows: 
 
I am watchin u 
 
I know where u live and when u r alone, I can get in2 ur house 
and I’m gona kill u 
 
3.25 Whilst some Anonymous SMS websites state in their Terms and Conditions that 
messages are logged to prevent misuse, there is no clear evidence that messages are 
actively monitored and that offensive messages are blocked.  Indeed some websites 
state that they accept no responsibility for the content of messages which carry 
malicious intent. 
 
3.26 Whilst it is helpful that some providers state that they log messages, and that 
they will forward the information on to the relevant authority in the event of complaints 
from a recipient, ICSTIS has identified this is not standard practice in the Anonymous 
SMS sector. 
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3.27 In the case of providers who disclaim responsibility for offensive messages on 
their websites, ICSTIS considers this inadequate as it is authors who will visit the site 
and solicit the service but recipients who are likely to be offended or distressed.  
Recipients of these messages have not paid for them, nor have they solicited them.  So 
ICSTIS does not consider that the service provider can absolve itself from responsibility 
for any offence or distress caused, and must have systems in place to actively mitigate 
it. 
 
3.28 One route to mitigate distress on the part of recipients would be to moderate 
messages before they are forwarded to the recipient, and block any message containing 
explicit foul language, or content that might cause harm or offence as judged under 
section 5.3 of the ICSTIS Code (see paragraph 2.1).  This would require the author to be 
directed to a page on the service provider’s website that states their message has been 
blocked, and that violent or threatening messages will not be tolerated. 
 
3.29 This approach would seem to contain two problems: 
 

• That authors could get around the restrictions with the use of asterisks (e.g. k*ll, 
st*b etc.) 

• That anonymous SMS services are sometimes used by couples, who may 
regard as pleasurable an anonymous message that someone else may find 
sexually explicit, offensive, or even threatening, or by friends who may find 
similar content amusing. 

 
3.30 A second approach would require a simple information and complaints 
mechanism of which the recipient is quickly informed, as discussed earlier in this 
document at paragraphs 3.10 – 3.14.  The service provider’s website would need to 
make clear to all message authors that they will respond to all serious complaints, and if 
necessary bar future access or forward a message to the police.  The service provider 
would have to keep records of all messages sent, and the telephone number of their 
authors, but respond only where there is a complaint.  This approach would allow friends 
or consenting adults to freely send messages, whilst deterring messages that 
deliberately set out to offend, distress or mislead the intended recipient. 
 
3.31 This approach carries only one visible risk, which is that recipients may still 
receive one offensive or distressing message, even if their distress is almost 
immediately mitigated by a follow-up text as described in paragraph 3.11. 
 
3.32 On balance, if these services are to continue to operate ICSTIS would propose 
the following Conditions around moderation: 
 
iii). That service providers record the content of all messages they relay, and keep 

records of this content, and the telephone number of the author, in accordance 
with the Data Protection Act.  These records should be made available to ICSTIS 
or other investigation bodies upon request. 

 
iv). That service providers prominently display on their websites that they keep 

records of all the messages they relay, and that they will act on all serious 
complaints and forward details to the police if necessary. 
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Q6 – Do you agree with ICSTIS’ assessment of the risk caused by lack of 
moderation and monitoring?  If not, why not? 
 
Q7 – Do you agree with the proposed conditions iii) & iv)?  If not, why not? 
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Section 4 
Regulatory Options and Impact Assessment 
 
Regulatory Options 
 
4.1 As with all trends in the PRS industry which ICSTIS examines, there are a 
number of options for further action. 
 
Option A - Do Nothing 
 
4.2 This would, obviously, require the least amount of action, and therefore cost, to 
the PRS industry.  ICSTIS is aware that the Anonymous SMS market forms significantly 
less than 1% of the revenue that aggregators generate, and so is a relatively small 
market in terms of reach and customer base. 
 
4.3 However ICSTIS concludes on the basis of its monitoring and stakeholder 
consultation that the potential for harm is large in proportion to the size of the 
Anonymous SMS market.  In addition the harm will not be caused to the consumers, 
who are the authors of the anonymous messages, but rather to the recipients, who are 
entirely unwitting third parties who have not solicited the messages they receive. 
 
4.4 It is our opinion, and that of the stakeholders from all parts of the industry who 
have provided us with feedback, that Anonymous SMS poses a high risk to public trust 
in phone paid services. 
 
4.5 As such ICSTIS does not consider that the do nothing option is an appropriate 
response in this case. 
 
Option B - Statement of Expectation 
 
4.6 As stated in paragraph 2.3 of this document, ICSTIS has previously brought a 
breach against a service provider, where the recipient of an Anonymous SMS service 
complained, using paragraph 5.3.1b of the 11th ICSTIS Code.  The issue of a Statement 
of Expectation would clarify the circumstances under which ICSTIS would raise a 
breach, and so standardise the operation of anonymous SMS services to an extent to 
ensure consumer protection is built in. 
 
4.7 ICSTIS proposes that any Statement of Expectation would set out the conditions 
referred to at paragraphs 3.14 and 3.32.  On that basis the increased requirements to 
the industry would seem to break down as follows: 
 
NETWORKS –  

• no significant extra cost or activity 
 
AGGREGATORS –  

• no significant extra cost or activity 
 
 
CONTENT PROVIDERS –  
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• the need to keep records of messages for at least 12 months,  
• the possible need to send a follow-up text stating the service is a joke and 

containing contact details,  
• the need to operate a non-PRS number for recipients to complain to, and to deal 

with those complaints. 
 
4.8 The bulk of the extra requirements will fall to the provider of the actual 
Anonymous SMS website.  We believe that the extra cost this would incur to some 
providers is proportionate to the level of risk involved, and to the reputation of PRS as a 
whole.  Another consideration is that a Statement of Expectation would not require 
Anonymous SMS providers to submit their service to ICSTIS for approval before 
beginning (or continuing) to operate it. 
 
4.9 However, Statements of Expectation are linked directly to specific provisions in 
the ICSTIS Code.  In the case of Anonymous SMS we could ensure service providers do 
not breach paragraph 5.3.1b by requiring the conditions at paragraphs 3.14 and 3.32, 
however ICSTIS considers it would be difficult to link those conditions directly to the 
instruction contained in 5.3.1b.  So ICSTIS does not consider this option to be 
appropriate. 
 
Option C - Prior Permissions Licensing 
 
4.10 ICSTIS proposes that any Prior Permissions Notice would set out the conditions 
referred to at paragraphs 3.14 and 3.32.  On that basis the increased requirements to 
the industry would seem to break down as follows: 
 
NETWORKS –  

• no significant extra cost or activity 
 
AGGREGATORS –  

• the need to apply and pay for a prior permissions license (it is assumed that this 
cost would be passed on to the content provider).  It is our intention that 
aggregators would apply for a one-off blanket licence to operate Anonymous 
SMS at a cost of £352.50 (inc. VAT), plus the cost associated with preparing an 
application 

 
CONTENT PROVIDERS –   

• the need to keep records of messages for at least 12 months,  
• the possible need to send a follow-up text stating the service is a joke and 

containing contact details,  
• the need to operate a non-PRS number for recipients to complain to, and to deal 

with those complaints. 
 
4.11 It is ICSTIS’ view that a Prior Permissions regime is the most appropriate 
response.  Based on the risk of offence and unreasonable anxiety being caused to 
“third-parties” who have not purchased or solicited any product, ICSTIS believes it 
appropriate that service providers submit Anonymous SMS services for evaluation prior 
to operating under a license.  This license can, of course, be revoked in the event of 
serious harm.  A proposed Prior Permissions Notice is attached at Annex C. 
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Option D – Use of enforcement mechanisms to stop Anonymous SMS services 
 
4.12 Whilst ICSTIS’ remit does not stretch widely enough to outright “ban” Anonymous 
SMS services we could send notice to the PRS industry that any Anonymous SMS 
service operating may be considered to be in breach of 5.3.1b of the 11th Code, in that 
such a service may be likely to cause harm or offence.  Any service operating in the face 
of such a notice may then (depending in ICSTIS’ assessment of the service) be the 
subject of ICSTIS’ Emergency Procedure.  This would result in service termination 
during ICSTIS investigation, and may subsequently attract high sanctions if found to be 
in breach of the ICSTIS Code. 
 
4.13 We are not yet convinced this is necessary.  The great majority of Anonymous 
SMS messages currently sent would not be considered offensive or threatening.  We 
see a case for allowing anonymous SMS services to be provided on a trial basis. 
 
Q8 – Do you agree with ICSTIS’ recommendation of Option C as the appropriate 
model for regulation?  If not please give your reasons and state your preferred 
option. 
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Section 5 
Potential Risk to Children 
 
5.1 ICSTIS considers that many of the examples given in this document would be of 
particular concern to parents or guardians.  Two areas of particular worry stand out: 
 

• grooming 
• bullying 

 
5.2 The first of these can be defined as the risk that adults will be able to utilise these 
services to communicate with children anonymously.  Whilst there is certainly a risk here 
– for example, a child could be sent an anonymous instruction that led them into a 
dangerous situation – two considerations occur.  Firstly that the adult would have to 
know or obtain the child’s phone number in order to communicate, which is not the case 
in internet chatrooms.  Secondly that the child would be unable to communicate back if 
there was no return path on the Anonymous SMS, as no return number would be 
provided.  This would somewhat lessen the risk that Anonymous SMS could be used to 
engage a child in ongoing dialogue. 
 
5.3 The second area of concern is that children could utilise these services to send 
Anonymous SMS messages to their peers.  ICSTIS considers it is conceivable that the 
level of stress and anxiety that a child experiences on receiving an anonymous threat or 
hoax would be significantly greater than an adult’s.  Whilst we would be concerned to 
make sure that PRS services are not used for this purpose, Childline have told us that 
Anonymous SMS bullying is far more likely through a free mechanism as children are 
unlikely to be able to pay repeated PRS charges. 
 
5.4 As regards the utilisation of these services by children, paragraph 7.5.1 of the 
ICSTIS Code defines “children’s services” as follows: 
 

Services which, either wholly or in part, are aimed at or should have been 
expected to be particularly attractive to children, who are defined for the 
purposes of this Code as people under 16 years of age. 

 
Whilst we are aware of little evidence that Anonymous SMS services are specifically 
aimed or targeted at children, or will appeal to children even if they are not advertised to 
them, we would welcome any further evidence respondents can provide. 
 
Q9 – Do you agree with ICSTIS’ assessment of the potential risk to children 
caused by Anonymous SMS services?  If not please state areas of consideration 
we have missed.  
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Section 6 
Other Considerations 
 
Uncharged Anonymous Messaging 
 
6.1 ICSTIS regulates premium rate services in the UK.  We are aware that whilst the 
majority of Anonymous SMS sites are charged by sending a reverse-billed SMS to a 
user’s phone number, these are merely one commercial arm of a wider activity.  There 
are some sites that allow the sending of Anonymous SMS messages for no charge, or 
charge using a non-PRS mechanism (such as PayPal or credit cards). 
 
6.2 It is also possible to send threatening, abusive or hoax messages from a mobile 
handset which has been programmed to withhold its Calling Line Identification details – 
i.e. the number from which a call or message originates. 
 
6.3 ICSTIS can only consult on the regulation of Anonymous SMS services charged 
using Premium Rate, and we are aware that some Anonymous SMS activity would be 
outside the remit of any regulatory framework we might introduce. 
 
6.4 However in light of the potential of these services to cause offence and distress, 
and the possible damage to the reputation of PRS services, we conclude it is better that 
ICSTIS consults on Anonymous SMS charged through Premium Rate now.  ICSTIS 
would welcome respondents’ views on whether different standards should apply 
dependent on whether Anonymous SMS activity is PRS charged, charged using a 
mechanism other than PRS (e.g. PayPal or credit card), or free to the user. 
 
Q10 – Should tighter rules and standards apply to Anonymous SMS activity where 
it is part of a PRS charged Anonymous SMS service?  Please give your reasons. 
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Section 7 
Conclusion and Next Steps 
 
Conclusion and Next Steps 
 
7.1 Should a prior permission regime be considered the best course of action, we are 
required to give reasonable notice of such requirements. We would aim to confirm the 
intended scope of the prior permission regime as soon as possible and to give service 
providers four weeks thereafter in which to submit applications to cover Anonymous 
SMS services. 
 
7.2 On this basis, we are seeking comments on this document and on the draft 
conditions by 5pm on Friday 7 September 2007 (six weeks from the date of issue of 
this document). We recognize that this is a shorter consultation than normal but also 
that these services have the potential to cause serious distress or offence to members of 
the public.  We believe this strikes an appropriate balance between urgency and care.  
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Section 8 
Questions for Stakeholders 
 
The following questions appear through the body of the consultation document: 
 
Q1 – Do you agree with ICSTIS’ definition of Anonymous SMS?  If not, why not? 
 
Q2 – Do you agree with ICSTIS’ assessment of the risk caused by having no clear 
information and complaints mechanism?  If not, why not? 
 
Q3– Do you agree with the proposed conditions i) and ii)?  If not, why not? 
 
Q4 – Do you agree with ICSTIS’ assessment of the risk caused by having no return 
path?  If not, why not? 
 
Q5 – Do you agree with ICSTIS’s proposals not to require a return path as long as 
a satisfactory information and complaints mechanism is available?  If not, why 
not? 
 
Q6 – Do you agree with ICSTIS’ assessment of the risk caused by lack of 
moderation and monitoring?  If not, why not? 
 
Q7 – Do you agree with the proposed conditions iii) & iv)?  If not, why not? 
 
Q8 – Do you agree with ICSTIS’ recommendation of Option C as the appropriate 
model for regulation?  If not please give your reasons and state your preferred 
option. 
 
Q9 – Do you agree with ICSTIS’ assessment of the potential risk to children 
caused by Anonymous SMS services?  If not please state areas of consideration 
we have missed. 
 
Q10 – Should tighter rules and standards apply to Anonymous SMS activity where 
it is part of a PRS charged Anonymous SMS service?  Please give your reasons. 
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Section 9 
Responding to the Consultation 
 
We are seeking the views of all stakeholders on the proposals and questions contained 
in this paper by no later than Friday 7 September 2007 (six weeks from the date of 
issue of this document). 
 
Where possible, comments should be submitted in writing and sent by e-mail to 
mcollins@icstis.org.uk . Copies may also be sent by mail or fax to: 
 
Mark Collins 
Policy Advisor 
ICSTIS 
Clove Building 
4 Maguire Street 
London SE1 2NQ 
 
Tel: 020 7940 7412 
Fax: 020 7940 7456 
 
If you have any queries about this consultation, please telephone or e-mail Mark Collins 
using the above contact details. 
 
Confidentiality 
 
We plan to publish the outcome of this consultation and to make available all responses 
received. If you want all or part of your submission to remain confidential, you must 
make a specific request for this, along with your reasons for making the request.  
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          ANNEX A 
 
ICSTIS Monitoring Report into Anonymous SMS text Services 
 

Introduction 
 
This monitoring report is being compiled due to the fact that we have become aware of a 
type of service that could possibly create grave consumer harm. The services in question 
are Anonymous SMS services, there appears to be a potential for misuse in the respect 
that users can send text messages to a mobile phone and the recipient of the message may 
not have an idea of whom they have come from. 

Background 
 
These types of services have been looked into recently by the Executive due to the 
concerns that were raised. There appears to be several service providers that offer these 
types of service. There are fears that these types of service could be used in extreme 
circumstances such as to stalk someone or threaten someone causing great fear and 
anxiety. 
 
There has been at least one investigation brought against a service provider by the 
Executive 
http://www.icstis.org.uk/service_providers/adjudications/default.asp?node=&id=568. 
 
The service in question allowed the following text message to be received by the 
complainant: 
 
Hello mrs roberts your son gary has been killed in a car accident sorry good bye 
 
This message was sent at 12:30pm and caused the recipient great anxiety because the 
recipient had a son called Gary who was living away in Scotland and was difficult to 
contact. In mitigation, roughly an hour after sending the above message the following 
message was sent: 
 
Recently you received a WITHELD text.To send Witheld texts of your own 
 
Text:HOLD to:62666 
 
The First 1 is FREE, Try it NOW! 
 
After 1 free, Msgs 50p + ntwk chrg 
 
This is not the point as distress was caused for about an hour and is a prime example of 
the type of abuse that can occur. 
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Due to the concerns that these types of cases raised the Executive met with the mobile 
networks regarding Anonymous SMS services. The general consensus amongst the 
mobiles networks were that they were unwilling to let these types of service operate but if 
they were to operate then they were to do so under very strict terms. One issue that was 
raised in the meeting was that there is no clear return reply path and the recipient of a 
message would not know how to or even who to reply to, to find where the messages 
originate. 
 
The Executive has conducted some recent testing and there are at least two websites that 
still make this service available. There is still the concern for consumer harm due to the 
content of the messages that were sent. One of the messages sent as part of the 
monitoring stated the following: 
 
I am watchin u 
 
A more disturbing message which was sent and appeared to be un-moderated: 
 
I kno where u live and when u r alone, I can get in2 ur house and I’m gona kill u 
 
Once the message had been received by the mobile there was no further follow up 
message like in the first example. So the recipient would not know who and where the 
message has come from and this would again cause fear and anxiety. This service is 
probably prima facie worse than the first example because, although there was a delay of 
an hour with the first example it was clear that this was a service and not something more 
malicious.  
 

Testing 
 
http://www.textanonymous.com/            2nd April 2007 
 
Text message “Textanon” to 84400 was sent on 02/04/2007  
 
Text message received to the monitoring mobile with keycode “981847”. This keycode is 
then entered into the site below with the users phone number and the phone number that 
they want the message sent to. 
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The user then writes the message that they want to send into the message box above. The 
message that was sent in one instance was “I am watchin u”.  
 
The Executive used two pay as you go SIM cards, one from Orange and one from O2. 
The Orange SIM card was used to sign up to the service and the O2 SIM card received 
the message. The message was sent with no problems, there was no follow up message 
after the anonymous message had been sent, so there would be the possibility of anyone 
receiving the above message being concerned because it would appear to be a worrying 
text message.  
 
In addition to this there is no clear return path for the recipient, the Executive attempted 
to respond to the message immediately but was unable to because there was an 
insufficient address/number for the phone to respond to. This could be viewed as the 
point of the service but if the recipient cannot respond to a message received then this 
would possibly increase their anxiety and be more of a concern. 
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http://www.anonymoustxt.com/     17th April 2007 
 
The user of the service types in the phone number that they want to send a message to, 
they also type in the message that they want sent. 
 
Before the message is sent the user must obtain a key code by sending a text message to 
87070. The key code is received to the mobile handset and the user is charged £1.50.  
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The key code is then put into the service and the message is sent. The sender of the 
message can also choose whether to put their name into the service or another name or 
they can just be completely anonymous. 
 
The content of the message that has been sent to the mobile number was “I watch you all 
the time, I like looking in your bedroom window. I know when you are home alone”.  
 
It appears from the screen shot below that the message as detailed above has been sent to 
the mobile number. 
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Monitoring of this service appears to suggest that anyone signing up to a service would 
be able to send whatever message they like and they will incur a charge for obtaining a 
key code and consequently sending the message. However, it appears that during the 
monitoring the phone number that the message was sent to did not receive the message so 
there may be an element of moderation to this service.  
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          ANNEX B 
 
O2 Anonymous Texting Report 
 
A1 Sms Communications  -  
 
Service found at www.a1sms.co.uk  no registration process required.   
Text short code 84025 then code is received at the cost of £1.50.  
Text code is then received which is then in-putted on line with number to be sent to, who 
the text is to appear as from and the content to be sent.  
 
 
‘All messages sent via this website are logged to prevent misuse’ quoted on website.  
 
Content of Messages Sent on 15/12/06- 
 
From Stalker – ‘Im watching you.’ 

- ‘Im going to follow you home’ 
 
From Admirer – ‘You look like the kind of girl who likes it hard, fancy some action after 
work?’ 
 
From Mystery – ‘Do you like being bound and gagged?’.  
 
No message details are supplied so messages cannot be traced in terms of reply to text or 
call back. 
 
Anonymoustxt.com  
 
Service found at www.anonymoustxt.com.  
Business Partner – Opera.  
Text GL Pay to short code 87070 chargeable at £1.50 per message.   
Text code is then received which is then in-putted on line with number to be sent to, who 
the text is to appear as from and the content to be sent.  
 
Website Details - Disclaimer: Please be advised that www.anonymoustxt.com will not respond to any 
complaints regarding the content of communications disseminated via this website. We do not condone or 
encourage abuse of the service we provide, and disavow the circulation of defamatory statements or any 
misrepresentation of persons, groups, organisations or statutory bodies. www.anonymoustxt.com accepts no 
responsibility for messages that result in the causation of private nuisance offences, or for those communications 
wherein the proof of intention is injurious negligence or malice. We cannot be held liable for personal injury or 
loss, or for any de facto costs incurred as a result of use of this website. Terms and Conditions apply. All texts are 
charged at standard rate + £1.50. support@anonymoustxt.com 

 
Content of Messages Sent on 15/12/06- 
 
From Anonymous – ‘I want to  F**k you, will you suck my C**K ?’  
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From Anonymous – ‘I watch you without you knowing. It really turns me on. I know 
where you live and when your husband leaves for work’.  
 
No message details are supplied so messages cannot be traced in terms of reply to text or 
call back 
 
Textvertising Ltd 
 
Service found at www.joketextmessage.co.uk 
Business Partner – M X Telecom 
Text Joke to 82055 Chargeable at £1.50 per 3 anonymous messages sent.  
 
Register online to activate an account for phone number. Then text Joke to short code 
82055. Text code is then received which is then in-putted on line with number to be sent 
to, who the text is to appear as from and the content to be sent.  
 
Website Details – 2006 Textvertising Ltd. Use of the service is subject to our terms and 
conditions, link to terms is then provided an small print at the bottom of web page.  
 
Content of Messages Sent on 15/12/06- 
 
From Stalker – I watch you all the time, I like looking in your bedroom window. I know 
when you are home alone’ 
 
From Anonymous – ‘I want to F**k you’.  
 
No message details are supplied so messages cannot be traced in terms of reply to text or 
call back 
 
Text Anonymous 
 
Service found at www.textanonymous.com  
Business Partner – MBLOX Ltd  
Text Textanon to 84400 chargeable at £1.50 per message.  
Text code is then received which is then in-putted on line with number to be sent to, who 
the text is to appear as from and the content to be sent.  
 
Website Details – ‘ll messages sent via this website are logged to prevent misuse. By 
using this site you agree to comply with our terms and conditions’ 
 
Content of Messages Sent 20/12/06 
 
From Anonymous – ‘I watch you without you knowing. It really turns me on. I know 
where you live and when your husband leaves for work’. 
 
From Anonymous – ‘I want to F**k you’  
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No message details are supplied so messages cannot be traced in terms of reply to text or 
call back 
 
Sneaksms 
 
Service found at www.sneaksms.com  
   
Registration online failed, text activation code never received. Attempted test 15/12/06 
 
Freaky Sms 
 
Service not available to 02. Tested on 15/12/06 
 
If Freaky service used, message details are supplied which the receiver can use to reply 
via text message, the reply is then forwarded to the sender of the anonymous text. If the 
receiver calls the number provided in the message details they automatically go through 
to a generic answer phone message.  
 
Online Services 
Several other services exist online whereby anonymous texts can be sent, however they 
do not operate via short code instead using paypal to buy online credits. These services 
include Sharpmail, anonsms.com, Hoaxmail.co.uk and theanonymousemail.com.  
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          ANNEX C 
 
DRAFT PRIOR PERMISSIONS NOTICE FOR ANONYMOUS SMS SERVICES 
 
No Premium Rate “anonymous SMS” service may be provided without ICSTIS’ prior 
permission. 
 
For the avoidance of doubt, an “anonymous SMS” is defined as follows: 
 
“An SMS text message sent to a communications device where the identity of the sender 
of the text message, or if content is sent by any other person via the sender of the text 
message, the identity of that other person, is withheld from the recipient of that text 
message.” 
 
General Conditions 
 

• All provisions of the ICSTIS Code (as far as they are applicable) apply to the 
service 

• ICSTIS may impose such further conditions as it may deem necessary upon 
reasonable notice 

• This permissions certificate may be immediately revoked by ICSTIS at any time 
if any condition is breached 

• ICSTIS may revoke this permission certificate after giving reasonable notice 
• This permission is granted to the service provider and relates only to it (and for 

the avoidance of doubt does not relate to any subsidiary or associated company 
or any other company) and may not be assigned or in any way dealt with 

• The service provider will notify ICSTIS of the applicable telephone number(s) or 
access code(s) when the service commences and, once notified, the telephone 
number(s) or access code(s) of the service may not be changed without the prior 
written consent of ICSTIS.  If, for any reason the service fails to commence 
within six months from the date of this permission certificate, or having 
commenced does not operate for any continuous period of six months then this 
permission certificate (in either case) will immediately cease to be in force. 

 
Specific Conditions 
 

• That the nature and content of the service (including price and name) provided 
are as described in the application form dated xx xx 2007, copies of which are 
attached to this certificate. 

 
• Additional conditions imposed by the Board are as follows: 

 
 

i. That each anonymous SMS message contains the statement that it is an 
anonymous SMS from a third party, and provide a non-PRS number for 
recipients to call for further information.  Or that for each anonymous 
SMS sent, the recipient is sent a second, free-of-charge message within 
1 minute of the original message.  This second message should state 
that the original message is an anonymous SMS from a third party, and 
provide a non-PRS number for recipients to call for further information. 



 32

ii. That recipients who call the non-PRS number provided should get 
through to an operator or IVR explaining the name of the service 
provider, the nature of the service, and the procedure for making a 
complaint to the service provider and/or ICSTIS upon request.  Where 
an answerphone is used to collect complaints this must be checked on a 
regular (i.e. twice daily) basis and complainants contacted without delay.   

iii. That service providers record the content of all messages they relay, 
and keep records of this content and the telephone number of the author 
in accordance with the Data Protection Act.  These records should be 
made available to ICSTIS or other investigation bodies upon request. 

iv. That service providers prominently display text on their websites, on the 
same page as the box for an author to write their anonymous SMS, 
stating that they keep records of all the messages they relay, and that 
they will act on all serious complaints and forward details to the police if 
necessary.    

 
 
 
 
   
   


