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Dear Mark,

Regulation of anonymous SMS Messaging Services

The MBG welcomes the opportunity to comment on ICSTIS’s consultation on the
potential regulation of anonymous SMS services that use PRS.

As you note (on page 23 of the document), the mobile operators expressed
considerable concerns about these services at a meeting with the ICSTIS Executive.
These concerns persist and may not be entirely assuaged by the proposal to
introduce a prior permission service for these PRS services.

As ICSTIS will be aware, there is much concern among regulators, networks, policy
makers and the public at large about the use of electronic networks such as e-mail,
msn and SMS for malicious communications. Although the volume of abusive
messages represents a small proportion of overall traffic, all the networks devote
considerable resources to combating nuisance calls, including maintaining teams
specially trained to deal with the consequences of customers being subjected to
unwanted communications. Both ICSTIS and O2 have uncovered instances of these
services being misused. We would be concerned that granting access could be
contradictory to our overall strategy for combating malicious calls etc.

Notwithstanding a ‘Prior Premission’ from ICSTIS, operators will therefore always
reserve the right not to make these services available on their networks. In your final
statement, please can it be made absolutely clear that receipt of a ‘prior permission’
will not confer a right of access to any mobile network. Each mobile operator will
continue to assess the nature of each service before deciding whether to offer
access to its customers.

The MBG has a few comments on the detail of your consultation, which we believe
needs further consideration.



Granting of prior permission

If ICSTIS is to grant prior permission, it should also be more explicit at this stage
about the circumstances under which such permission would be refused or
withdrawn.

This is particularly so with this service. With normal PRS services, problems arise
because of the direct actions of the SP. Here, they will arise from the misuse by the
users of the service.

Consequently, ICSTIS will have to establish criteria by which it can judge whether the
SP is running the service properly or not.

The MBG would suggest ICSTIS consider making the following requirements:
a) User T’s and C’s that need to be checked prior to each message being drafted
(As ICSTIS suggests, the T’s and C’s to include prominent warnings that the
service should not be used for malicious communications. It’s an offence under
the Communications Act)

b) SPs should block access to MSISDNs that have misused the service in the past.
c) SPs should offer a TPS-like service, where recipients can register as not wanting

to receive any anonymous messages from that service.

Failure to offer any of these would result in permission being refused. Failure to
operate these functions properly and failure to deal with complaints promptly would
result in service suspension.

‘Further information’

It is proposed that the SP “provide the name and non-PRS contact details of the
service provider for further information, to block future SMS messages or to lodge a
complaint”. It is very unclear as to what ‘further information’ could be supplied.
Presumably the SP would not give the recipient the name and contact details of the
sender; it would rather defeat the object of the service. ICSTIS should be more
explicit as to what they expect this ‘further information’ to be.

Follow up message

It is also proposed that a follow-up message be sent, stating the service is a joke. But
what happens when the message being sent is not a joke? Indeed one of the stated
potential purposes is for senders to be able to make ‘romantic’ advances without fear
of rejection – presumably not a joke application. In other examples it is clear that this
type of service has been used for malicious purposes or in circumstances where it’s
unclear whether it’s a joke or not. ICSTIS should give further thought as to what the
appropriate follow up message should be.

Impact assessment

Finally, as with any decision of this nature, the MBG is concerned with the workload
on ICSTIS. This aspect is not dealt with at all in the Impact Assessment. Although the
issuance of the prior permission may not be particularly burdensome, ICSTIS will
have to be prepared to handle complaints and, if appropriate, withdraw a prior
permission when it is judged that the conditions of grant are not being met. It is not



clear from the information provided whether ICSTIS expect the cost of regulating
these services will be justified by the amount of levy being collected. We seek
information on this point.

As always, the MBG would be happy to meet ICSTIS and discuss any comments we
have made in this submission.

Yours sincerely,

Hamish MacLeod

Hamish MacLeod
Mobile Broadband Group


