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PhonepayPlus regulates the UK premium rate
services (PRS) market, which includes services
ranging from directory enquiries to apps that use
digital micropayments.
Our regulation is open, fair, transparent and
robust, providing effective outcomes for
consumers and the market as a whole.
As the telecoms, internet and payments sectors
converge, innovate and evolve, PhonepayPlus is
taking action to keep connected consumers safe
and digital businesses flourishing.
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Chairman’s statement

Chief Executive’s statement

This has been my first year as
Chairman of PhonepayPlus’
Board, having taken over from the
distinguished Chairmanship of Sir
Alistair Graham last year. It has been
a year full of interest for me, in which
I have seen the digital world which I
know well from other roles from a new
perspective. In our work, PhonepayPlus
comes across a breadth and depth
of issues that all require informed
understanding and call for effective
regulation.

When I spoke at the Mobile Security
Forum at the Mobile World Congress
earlier this year, it occurred to
me, as I discussed cross-border
micropayments, mobile malware and
the mobile internet, that these topics
would have been completely alien to
us just a few years ago. Now they fall
naturally into PhonepayPlus’ area of
experience and expertise. In the time
that I have been at PhonepayPlus, I
have never ceased to be impressed by
the speed of evolution and change in
the markets we regulate; from fixedline chat services, through TV voting,
to early digital content like mobile
ringtones and now into the digital future
with apps, micropayments and 4G
networks.

To illustrate this point, let me take you
back to one morning last October. If
you were watching BBC Breakfast, you
would have seen our Chief Executive,
Paul Whiteing, answering questions
about a case we had adjudicated
on and where a substantial fine had
been imposed. This case involved
old-fashioned but very significant
harm largely affecting vulnerable older
consumers who were misled by repeat
direct mail marketing for competitions,
in some cases running up £100s worth
of bills.
If you had then switched on your
radio, you would perhaps have caught
Paul again, this time on BBC Radio
4’s Today programme discussing
cases where we had fined a total of
£450,000. But these were very different
cases, affecting a different group of
consumers. In these cases, consumers
on social media sites were misled into
inputting their mobile number online
and subsequently charged for premium
rate texts.
What both cases have in common is
harm caused by a very small minority
of PRS providers who fail consumers.
Where they differ is in the media used.
In one case, premium rate numbers
were printed large and pricing printed
small, a very old-fashioned way of
misleading consumers. In the other,
highly sophisticated cutting-edge
techniques such as i-framing were used
to mislead consumers.

Chairman’s statement

What stands out to me in both cases
is how effective the outcomes-focused
PhonepayPlus Code of Practice was in
addressing and dealing with the harm,
both old and new. These cases – and
others throughout the year – underline
to me the ongoing relevance of our
regulation in a digital age and for a
rapidly evolving market.
What also strikes me is the wide variety
of consumers using PRS and their
different approaches to accessing and
connecting with content and services,
whether it is through a fixed-line or
by plugging into the digital market
via connected devices. This year, in
another, and completely separate, role
I have also been involved in the safe
rollout of 4G in the UK. Consumers
can now connect with the digital
marketplace faster than ever before and
in a way that is more convenient than
ever before. The role of PhonepayPlus
is to help ensure that consumers
connecting with PRS and digital
services are not misled and get a
fair deal.
The knowledgeable, well-trained and
well-informed PhonepayPlus staff are
supported and advised in this role by
members of the Board which I chair.
These Board members also come
from a wide variety of backgrounds
and bring a breadth of experience to
our work, all being highly experienced
in their fields. It is with great gratitude
that we said farewell to two Board
members this year, Bob Chilton OBE
and David Clarke, who have served
the organisation so well over many
years. In their place, we were delighted
to welcome Peter Hinchliffe and Ruth
Sawtell to the Board. We also said
grateful farewells to Emma Boothroyd
and Maggie Redfern who had done
much diligent work to support
PhonepayPlus’ enforcement action
as members of the Code Compliance
Panel which forms our independent
Tribunal and welcomed Linda Lee and
Elisabeth Ribbans to the Panel.

Andrew Pinder CBE
Chairman
As we see more convergence between
internet payments and the telecoms
market, one of our key priorities with
other regulators is to keep pace with
these and other technological changes.
We are all engaged in exciting and
challenging work involving a rapidly
developing digital world that everchanges in many ways. Working
together with Ofcom and our other key
partners in industry and in consumer
protection, we will strive to ensure that
consumers can continue to connect
with confidence.

The rapid innovation that is possible
in digital products is what makes
this sector so dynamic; but that
dynamism can leave it open to misuse.
Consumers who have a bad experience
with a digital service will warn others.
Bad news arguably travels both more
quickly and with greater reach in the
age of social media. Loss of confidence
in this important but still fledgling
market could be very damaging for the
UK digital economy.
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I am constantly mindful that this is a
challenging time for business, so I am
pleased we have achieved a significant
reduction in our costs at a time when
we are combating rising complaints
and more complex cases. The price for
this efficiency must not be a reduction
in regulatory effectiveness and we
have been aided significantly in striking
the right balance by the dedication
and skill of our small Executive. Our
staff work constantly to maintain
the expertise and the knowledge to
deliver our core purpose – protecting
consumers who pay for content and
services on a phone using premium
rate micropayments – and I thank them
for their continuing efforts. There will
be more challenge and more change
ahead but with the support of industry
I am confident that we can help give
consumers confidence as they enjoy a
vibrant and innovative market of digital
goods for their devices.

Paul Whiteing
Chief Executive

Our Strategic Plan 2011/14 was
specifically designed to maintain
absolute confidence in PRS while
meeting the challenge of constantly
changing services and technology. As
part of that plan we brought in a new
regulatory framework at the centre of
which is a Code of Practice based on
consumer outcomes. At the same time
we restructured the PhonepayPlus
Executive so it is fit for the future. That
three-year plan will come to an end
in the next year and we are already
looking ahead to the next few years, in
which we expect to see even greater
disruption, innovation and change. Our
experience places PhonepayPlus in a
unique position as the lines between
the telecoms, internet and payments
sectors blur and connected devices
become commonplace.
Chief Executive’s statement
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Connected
consumers…
Premium rate
payments connect
consumers to a wide
range of services and
increasingly provide
a way for consumers
to purchase digital
content conveniently,
quickly and cheaply
… wherever they are
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… at the end of a … for
telephone line
entertainment,
Information,
interaction and
support

… plugging
into the digital
market

118 numbers or directory enquiries
remain one of the most popular
premium rate services, providing
consumers with the numbers they
want to connect to.

Smartphone ownership is now the
norm rather than the exception.

Consumers can get information,
connect with helplines and contact
support desks all using premium
rate to interact with services.
Premium rate charity donations...

127%

… by 2015

Donating to charity using premium
rate is a welcome interactive
innovation for both givers and
charities, making spontaneous
donations easy.

“We have benefited greatly from
the insight and professionalism of
the PhonepayPlus team over the
past 12 months. They help us to
ensure that the ads relating to PRS
on our platform can be trusted by
millions of people using our service
everyday in the UK.”

62%
of 12–15 year olds own
a smartphone…

Increasing numbers of adults own
a smartphone and 62% of 12–15
year olds own a smartphone. Digital
content purchased using premium
rate includes:

• apps
• in-app purchases
• games
• quizzes
• virtual currencies
and gifts
• music and videos

Simon Milner, Director of Policy,
UK and Ireland, Facebook

Connected Consumers
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Building digital
confidence…
With new risks to
consumers emerging
in the digital market,
PhonepayPlus’ regulation
reassures consumers and
digital business alike that
help is at hand to stop
problems before they start
and to take action when
things go wrong
… with the right regulation
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… robust
action, strong
messages

… new risks
in the digital
market

… smart
intelligence,
targeted
campaigns

PhonepayPlus balances effective
action against those providers who
cause problems with clear guidance
and policy for all providers on what
is required to protect consumers.

With all the benefits that digital
technology brings come new risks.
One of these new risks is mobile
malware.

Our Research and Market
Intelligence team provides
insight and knowledge that help
PhonepayPlus take early action
against potential risks to consumers.

PhonepayPlus sanctions include:

• Fines of up to
£250,000 per breach
of our Code of
Practice
• Barring services and
directors from the
UK market

PhonepayPlus
takes action
against
misleading
digital
marketing

PhonepayPlus has prevented
worldwide mobile malware attacks
from gaining a foothold in the
UK market.
This year we worked with the Global
System for Mobile communication
Association (GSMA) Mobile
Malware Group and presented to an
international business audience at
the Mobile World Congress.

For example, details of misleading
marketing on Facebook that
PhonepayPlus identifies are shared
with Facebook, allowing it to take
prompt action to remove the
promotions.

Intelligence
gathered, shared
and acted upon

Digital partnerships
established
(including Google,
Facebook and the
Internet Advertising
Bureau)

raised
consumer
awareness

Industry
consultation on
Guidance issued
£1.38m
in fines
in 2012

Building Digital Confidence
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Regulation
hand-in-hand
with innovation…
… supporting UK business
to serve consumers with
innovative services
… Smartphones,
the mobile
internet and
digital content

… Mobile
and text

… Fixed-line
1986

2000

2002

2006

2008

2011

2012

innovate

BT introduces 0898
prefix for information and
entertainment services.

Annual premium rate call
minutes pass the 1 billion
barrier for first time.

Directory enquiries
opened up to competition
via the 118 number range.

Over 90% of 12 year old
children own a mobile
phone.

Premium rate texts as
widely used as fixed-line
premium rate.

More than a billion apps
downloaded worldwide in
a week for the first time.

More 12–15 year olds own
smartphones than mobile
phones.

regulate

ICSTIS (former name of
PhonepayPlus) set up as
independent regulatory
body, with Code of
Practice introduced to
regulate chatlines and live
entertainment in 1989.

Government’s
Communications White
Paper cites ICSTIS’
regulatory model as a
good example of effective
industry regulation in
action.

All 118 providers free to
start operating once they
obtain prior permission
from ICSTIS.

ICSTIS launches a
dedicated educational
website for children with
particular emphasis on
understanding premium
rate texts and features.

PhonepayPlus reviews
mobile premium rate
market, particularly in
relation to text promotions
and text subscription
services as it sees a
40% rise in complaints
about mobile services.
After implementing
recommendations of the
review, PhonepayPlus
sees a 62% decrease in
mobile-related complaints
by the end of 2009.

PhonepayPlus launches
new outcomes-focused
Code of Practice with
in-built flexibility to keep
pace with the rapidly
developing digital market.

PhonepayPlus cuts off and
takes action against first
mobile malware attacks in
UK that use downloaded
apps to covertly charge
consumers. PhonepayPlus
hosts industry-wide
malware summit to
address problem.

Regulation hand-in-hand with Innovation
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PhonepayPlus policy at work in 2012/13

Connected Consumers…

… how PhonepayPlus helps create
a consumer-friendly digital market
in the UK

With over 25
years’ experience,
PhonepayPlus knows
that for regulation to be
robust, proportionate
and fair it has to be
based on sound policy.
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Our policy is based on our
understanding of how the PRS and
mobile micropayments markets
work and how consumers engage
with these services and content.
Knowing the business well means
that PhonepayPlus is best able
to put in place policies to protect
consumers, support business and
help grow an innovative market.

Helping charities ‘skip’
donating hurdle

Working with Google to make
search engine ads clear

innovative
donating…

Action on ICSS…

In November, PhonepayPlus
extended a pilot where charities
could send a monthly ‘skip’
reminder with less frequent ‘stop’
reminders to donors giving by a
regular PRS text subscription.
Giving by text…

100%
… goes to charity

This supports charities in growing
the innovative premium rate giving
model which PhonepayPlus
research shows is set to grow by
127% by 2015.

Connected consumers:
Number Checker
PhonepayPlus shares information with
consumers that helps them to make sense
of the PRS market, make choices about the
services they engage with on their phones
and resolve issues should they occur.
One of the most successful ways we do
this is with our online Number Checker
service. By simply typing in a number on
our website, (www.phonepayplus.org.uk)
consumers can find out the name of the
service operating on that number, the
company running the service and the nonpremium rate customer care number.
Last year, over half a million people looked
up a number on Number Checker, an
increase of 34%.

For donors, there is the convenience
of being able to skip donations and
give to their favourite charity when
they can afford to.

PhonepayPlus has taken action to
prevent consumers being misled
into using premium rate services
through search engine marketing.
We have had particular concerns
about premium rate Information,
Connection and/or Signposting
Services (ICSS). These are services
that charge consumers a premium
rate either to connect them through
to organisations they wish to call or
to provide information or assistance
relating to other services. For
example, we have seen premium
rate phone lines offering consumers
advice on housing benefit. As
a result, consumers are being
charged a higher price for a service
that they could obtain for free or at
a lower cost if they did not use a
PRS intermediary. PhonepayPlus
has conducted research which
demonstrates that the way these
ICSS services are promoted
through search engines, such
as Google and Bing, is unclear,
meaning that many consumers
are misled into using them without
realising it and without knowing
the cost.
PhonepayPlus has acted to address
this problem. We have consulted
on introducing tighter regulatory
controls, which will require
these services to be much more
transparent at each stage of the
consumer journey. We have also
worked with Google to help them
improve their rules around search
engine marketing.

ICSS services:
Premium rate lines that
charge for information,
advice and assistance
relating to specific
organisations and
businesses. This
information is often freely
available elsewhere (for
example, online) or via
non-premium rate phone
lines. We term these
services Information,
Connection and/or
Signposting Services
(ICSS).

1in 25
GB Adults
have used an ICSS service…

78%

thought they were calling the end
organisation directly…

82%

of people use the internet to
search for phone numbers...

Connected Consumers
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Connected Consumers…

… protecting children,
empowering consumers

PhonepayPlus knows
that the best way to help
consumers enjoy PRS
and digital services is to
stop problems before
they start.
Part of that job is giving consumers
the information and knowledge they
need to make their own choices
about secure and safe use of PRS
and digital content.

“It is great that PhonepayPlus is taking the issue of young
connected consumers so seriously and aiming to provide
guidance and support to parents. Together with the
All-Party Parliamentary Communications Group, we
had an extremely successful event with some excellent
speakers, which focussed the attention on the great work
being done by PhonepayPlus and other organisations
in this area.”
John Robertson MP,
Member of Parliament for Glasgow North West and
Chair, All-Party Parliamentary Group on Communications

That’s where PhonepayPlus’
industry-supported consumer
literacy programme comes into play.

Children as Connected Consumers –
working across parliament to raise
awareness of new digital risks
In January, PhonepayPlus launched a report, Children as Connected
Consumers, that laid out the regulator’s plans and priorities to tackle the
problem of children running up high phone bills on smartphones and
connected devices. A central aim of the report is to help children and
parents understand the potential costs involved in using smartphones.
PhonepayPlus was invited by the All-Party Parliamentary Group on
Communications to present the report’s findings and recommendations
before an invited audience of MPs, peers and industry and consumer
group representatives, with respondents including Reg Bailey.

PhoneBrain – smartphone
use for young people

Read the Ts & Cs
Get Safe Online campaign

Children and digital content

in schools
nationwide…

raising
awareness…

understanding
potential risks…

PhoneBrain is PhonepayPlus’
free-to-participate, award-winning
national education programme for
young people. PhoneBrain equips
young people with the knowledge
and skills to use the services they
pay for via their phone bill or payas-you-go account confidently and
safely. The programme takes place
in schools nationwide and reaches
out to over 3,500 youth clubs
across the country.

PhonepayPlus has seen a
significant rise in the number of
complaints involving misleading
online and digital promotions.
One common scenario is where
consumers have been encouraged
by a promotion to input their
phone number without properly
understanding how it will be used
– by inputting the number online
and not reading the terms and
conditions (Ts & Cs), consumers
unwittingly gave permission for their
phone to be charged.

PhonepayPlus’ research and data
shows that younger consumers can
be particularly vulnerable to financial
harm. This year we have seen a 300%
increase in complaints involving
children relating to apps and other
digital content. A quarter of children
we surveyed said that they had no
idea of the cost when using virtual
currencies online.

78%

To make consumers aware of
the problem and to see how
widespread
the problem of not
rise in competition entries…
reading the small print is in the
This year saw new teaching videos
digital world, PhonepayPlus ran
that explain how services make
a ‘spoof’ banner ad competition
money and how to design phone
to coincide with Get Safe Online’s
apps. Entries to the PhoneBrain
‘Click and Tell’ campaign. The
competition rose by 78% this year,
banner invited consumers to input
with a competition culmination
their telephone number in order to
event taking place at the UK’s home win vouchers, with a link to the Ts &
of innovation, Nesta. Judges and
Cs underneath. If the number was
mentors at the culmination event
inputted without reading the Ts &
included representatives from
Cs, consumers received a message
Wayra (O2/Telefónica), BlackBerry,
with an explanation of why it was
StartUp Britain, Vodafone, Ambition, important to understand how their
Live UnLtd, The Lord’s Taverners
number could be used when it was
and Nesta.
given out online. And because we
did not wish to mislead consumers
ourselves, all who took part were
given the opportunity to enter a real
competition for vouchers.

72%

did not read the Ts & Cs…
Over 12,000 consumers clicked
on the spoof banner, with 72% not
reading the Ts & Cs.

Consumers generally are
experiencing problems with some
promotions by which they access and
purchase digital content. Children
are particularly susceptible to
misleading promotions in the digital
marketplace. In the first three months
of 2013, misleading digital marketing
accounted for 32% of all complaints
received by PhonepayPlus. This
figure rises to 65% of all complaints
involving children.
Steps PhonepayPlus is taking include:
• Imposing tighter regulations on
services aimed at children, including
spending caps;
• Working with industry to tackle
problems that particularly affect
children, such as misleading
promotions or unclear pricing;
• Running a successful education
programme called PhoneBrain
that helps inform children and
young people about the safe use of
premium rate services; and
• Working closely with a range of
consumer and child protection
bodies, including Citizens Advice,
Get Safe Online, the Internet
Watch Foundation and Childnet
International.
Connected Consumers
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Connected consumers…
building digital confidence…
regulation hand-in-hand with innovation…

… helping UK businesses and
consumers in the world of mobile
micropayments
The UK PRS market
is one of the most
developed in the world,
with consumer spend
per head on PRS in the
UK being four times the
world average.

The UK PRS market
attracts providers from
across the world, with
companies from 75
countries registered with
PhonepayPlus. In turn,
UK providers have led
the way in innovation
in the PRS and mobile
markets, from the first
SMS message sent
in the UK in 1992 to
micropayment systems
such as Payforit.

“The future regulatory framework for
PRS is critical to their future success.
The Mobile Broadband Group and
PhonepayPlus have cooperated well
to inform the European Commission of
the benefits to e-commerce using PRS
as it reviews the Payment Services
Directive.”
Hamish MacLeod, Chair,
Mobile Broadband Group

Keeping pace with
this innovation means
that PhonepayPlus
often leads its fellow
regulators worldwide
in preventing consumer harm. Our
outcomes-based Code of Practice
introduced in 2011 sets out what
consumers want and expect
when they engage with PRS and
digital services, while ensuring
our regulation keeps pace with
a technology-driven, fast-paced
market.
This year, PhonepayPlus published
independent research into
international-scale issues affecting
the regulation of premium rate
services. The report concluded that
“Malpractice involving PRS is going
mobile, social and, increasingly,
international” and “In future,
PRS regulators will need to look
beyond their traditional areas and
coordinate internationally on key
aspects.”

23%

increase in industry enquiries…
In 2012/13, the Industry Services
team responded to almost 7,000
industry enquiries – a 23%
increase from 2011/12.

3,115

registered providers in 2012/13…

PhonepayPlus’ Industry Liaison
Panel (ILP) consists of providers
and trade bodies that inform
PhonepayPlus of developments
in the market as well as give an
industry perspective to regulatory
activity. In 2012/13, the ILP has
helped inform guidance, scrutinised
operational performance and
helped develop the Registration
Scheme.
The ILP’s Futures Group works
with PhonepayPlus’ Research and
Market Intelligence team to pinpoint
any potential for harm created
by innovations in the market. The
group has been active this year
in looking at malware threats and
problems posed by certain types of
digital marketing.

PhonepayPlus requires PRS
providers who operate in the UK
market to register their company
and services with us. This gives the
market greater transparency and
helps to improve risk control for
businesses.

27%

increase in due diligence reports run…
In 2012/13, PRS providers used
the PhonepayPlus Registration
Scheme to carry out over 5,000 due
diligence reports as a safeguard for
consumers – a 27% increase on the
year before.

Helping business to
innovate and connect to
consumers with
confidence –
PhonepayPlus
working with Microsoft
Windows Phone
Ahead of introducing direct operator billing
for purchases on its Windows Phone,
Microsoft met with PhonepayPlus to ensure
the Windows app store offers the best
protection possible to consumers who pay
by phone.
The discussion with PhonepayPlus –
drawing on the regulator’s wide market
knowledge and insight into consumer
protection in the micropayments market –
reassured the Windows Phone team that
the protections they have in place are robust
and comply with the PhonepayPlus Code
of Practice.
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Building digital confidence…

How PhonepayPlus monitored harm and
took enforcement action in 2012/13
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… targeting harm
Tracking harm

Enforcing our Code

Thorough
Flag concerns… Investigations…

At the heart of
PhonepayPlus’ work is
consumer protection.
To maintain consumer
confidence in the
market, PhonepayPlus
takes swift, robust action
where there is evidence
of harm to consumers.
While the vast majority
of PRS consumers enjoy
services they want at
a price they are happy
to pay, consumer harm
does occur in some
pockets of the market.

£2.7m
in fines issued to providers…

PhonepayPlus received 12,961
consumer complaints in 2012/13
about premium rate services, a 52%
increase on 2011/12 complaints.
This increase has largely been
driven by problems with misleading
digital marketing, which have
accounted for around one third of all
complaints in the past year.
Determined to tackle this rise in
consumer harm, we have taken –
and continue to take – integrated
intelligence and enforcement action.

With more complexity in the market
and the types of harm we see,
we have significantly increased
the number of cases brought to
Tribunal.
Our intelligence gathering and
analysis informs and supports our
enforcement action, with monitoring
and intelligence reports often
providing significant evidence for
Tribunals. Intelligence activity also
gives us an early warning system,
allowing us to pick up and deal with
potential issues before they cause
widespread harm.

Our independent Tribunal has fined
providers who cause harm £2.7
million in 2012/13, an increase of
183% on fines in 2011/12.

“We organise Safer Internet Day (SID) in the UK,
and PhonepayPlus were fantastic supporters of
the Day, helping us create the popular Connect
with Respect Quiz, which had thousands of
plays. SID 2013 was bigger and better than
ever before reaching further and having
demonstrable impact with the public.
Many thanks.”

PhonepayPlus’ approach to tackling
consumer harm is joined-up and
intelligent – our expert team of
researchers constantly look for
and monitor emerging harm in
the market and work closely with
the Investigations and Regulatory
Development teams to flag any
concerns.

Monitoring
of digital
marketing
has allowed
PhonepayPlus
to identify
and gather
evidence of
breaches of
the Code and
take swift
action to
address the
problems.

PhonepayPlus has a range of ways
in which we proportionately and
effectively tackle harm. Informal
procedures enable swift correction
of minor consumer harm and quick
redress to affected consumers,
including refunds.
For more serious consumer harm,
our formal investigation process
ensures that the harm is thoroughly
investigated, with powers to
request all relevant information from
providers throughout the valuechain.

47%

increase in cases taken to
adjudication in 2012/13…
This means that we bring robust,
evidenced-based cases before the
independent Tribunal who can fine
up to £250,000 per breach of our
Code of Practice, suspend services
and bar named directors from
operating in the UK PRS market.
In 2012/13, PhonepayPlus took 59
cases to adjudication, an increase of
47% on the previous year.

Making polluters pay

recover
costs…
PhonepayPlus knows that the
majority of providers in the UK
market operate services that
comply with our Code of Practice
and offer good value and content to
customers.
We strongly believe that the small
but significant minority of providers
who cause problems in the market
should pay for the harm they
cause. In order to help us achieve
this aim, we have built a ‘polluters
pay’ strategy into our work this
year. Fines and administration fees
already offset the cost of regulation
for compliant providers. We are
currently implementing rigorous
debt recovery procedures to ensure
PhonepayPlus can recover fines
and administration fees from those
providers who harm consumers
and damage the market. This work
will be supported by the work we
are currently undertaking with
the industry, through our Industry
Liaison Panel (ILP). Working with
the ILP, we aim to identify further
mutually supporting mechanisms
to ensure that those minority of
providers who cause harm to
consumers and generate fines do
not profit from their wrong-doing. As
well as making sure that polluters
pay the full financial penalties for the
harm caused, due diligence records
and published adjudications will
give both industry and consumers a
clearer picture of who causes harm
in the market.

Will Gardener, CEO, Childnet International

Building Digital Confidence
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Building digital confidence…

How PhonepayPlus dealt with
emerging digital threats in 2012/13

… new economy,
evolving risks

The way connected
consumers pay for
digital content is rapidly
changing.
The commercial figures
involved are compelling.
Earlier this year, a
Juniper Research report
predicted that mobile
revenues from direct
operator billing will rise
from $2 billion worldwide
last year to $13 billion
in 2017. Direct operator
billing allows consumers
to buy digital content
from their mobile phones
by clicking to pay in
a similar way to other
online purchases, but
with the charge being
added to their phone bill
or taken from their payas-you-go credit.

In PhonepayPlus’ experience,
such innovations in ways to pay
bring many benefits for consumers
as well as for the UK economy.
But there are also inevitably new
consumer risks and new challenges
for consumer protection, especially
when so many smartphones are
increasingly in the hands of younger
people.

PhonepayPlus’ experience in
regulating constantly changing
technology puts us in a strong
position to provide smart regulation
for the new developments in this
important market.
Over the last year, PhonepayPlus
has taken action to ensure threats
emerging in new technology do not
harm consumers. As technology
evolves and digital providers
experiment with new marketing
techniques, PhonepayPlus is
working with industry to stay ahead
of the curve and pre-empt digital
harm wherever possible.

“PhonepayPlus’ pro-active work to combat
the threat of mobile malware has been vital
in protecting UK consumers. The mobile
malware summit and subsequent incident
handling workshop hosted by PhonepayPlus
demonstrate their leadership in this area.
The GSMA looks forward to strengthening ties
with PhonepayPlus as they and our members
collaborate to tackle mobile malware
across borders.”
James Moran,
Fraud and Security Director, GSMA
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Pumping traffic, misleading
consumers

Trading on trust in social media

Mobile malware

tackling
problem
promotions…

rogue
promotions
cut off…

constant
vigilance…

Following a 100% rise in complaints
related to online promotions of
PRS, PhonepayPlus launched
proposals to protect consumers
from misleading online marketing.
This supported tough regulatory
enforcement action which has seen
a total of £1.38 million fines issued
in 2012 against ten companies that
used misleading promotions.

Social media platforms have
proven to be particularly vulnerable
to misleading promotions, often
trading on the trust that users have
in social networks.

increase in mobile malware…

The proposals aim to stop problem
promotions before they happen.
PhonepayPlus is particularly
concerned about how some PRS
providers use affiliate marketers.
Affiliate marketers are paid by
performance in driving traffic to
a site or service, for example, by
posting links on social networking
sites. PhonepayPlus recognises that
many affiliate marketers provide
a valuable marketing service.
However, some techniques used by
some of these affiliates in the push
to drive traffic and earn commission
are inherently misleading, including
promises of free content which in
fact have costs attached and the
chance to win non-existent prizes.
PhonepayPlus holds PRS providers
responsible for the activities of any
affiliate marketer used to promote
services and has taken action
against providers on this basis.
We are also working closely with
digital platforms such as Google
and Facebook to squeeze rogue
promotions out of the digital space.

In one case investigated and
adjudicated by PhonepayPlus,
the promotion took advantage of
social networkers’ trust in what their
friends ‘like’ or ‘share’. Consumers
would see that their friends had
‘shared’ a particular promotion for
vouchers worth up to £175 for major
retailers, including Tesco and Asda.
In some cases, misleading content
was automatically posted onto
consumers’ Facebook walls without
their knowledge. In other cases,
to take part in the competition the
consumer was required to also
‘share’ the promotions, which would
appear on their personal wall. In
this way, the promotions traded
on users’ trust in each other to
spread virally through various social
networks.
After clicking on the promotion
consumers were misled into
participating in premium rate
competitions.

58%

Mobile malware remains a concern
in the light of a 58% increase in
2012 as reported by Symantec.
PhonepayPlus’ Chief Executive,
Paul Whiteing, was invited to speak
at the Mobile World Congress 2013
about the action that PhonepayPlus
has taken to protect UK consumers
against the threat of mobile
malware. PhonepayPlus has been
successful to date in making the
UK a hostile place to launch a PRS
mobile malware attack. However,
constant vigilance is required to stay
one step ahead.
To support this, we are working
with a number of partners across
the telecoms and digital industries,
as well as security experts and
enforcement agencies, to keep the
UK market as safe as possible from
PRS mobile malware.

In this case, PhonepayPlus fined the
PRS provider £300,000.
We also worked with Facebook to
put in place information sharing and
action procedures to ensure that
rogue promotions are cut off as
quickly as possible.

Building Digital Confidence
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Regulation hand-in-hand with innovation…
“Close co-operation is pivotal to
the success of keeping consumers
free from harm in our increasingly
connected world. The close
relationship between PhonepayPlus
and Get Safe Online is a shining
example of such effective
relationships.”

… looking ahead

Tony Neate, CEO, Get Safe Online

PhonepayPlus has in
the past said that the
three ‘Ps’ in our name
stand for three pillars of
consumer protection –
pre-empt, prevent and
protect.
As we look ahead to
protecting consumers
in a technologicallydriven sector, those
three ‘Ps’ can also
stand for predictions
in the market, preemptive understanding
of the challenges these
developments bring,
and the preparation
that a forward-looking
regulator can and
should engage in…

predict

Smartphones and tablets overtake
mobile phones.
According to eMarketer, adult
smartphone ownership will overtake
mobile phones by 2015; Deloitte
forecasts that in 2013 more than a
billion smartphones will be shipped.

Direct operator billing opens up more
content to users, making purchase of
digital content on handsets even easier.
Revenue from digital content
purchased on a handset and charged
directly to a phone bill (without the
need for a premium rate text) is set to
increase to nearly $13 billion worldwide
by 2017 according to Juniper Research.

HTML5 becomes the standard for
delivering digital content on mobiles.

Marketing on mobiles expands at a
rapid pace.

According to ABI Research, there will
be 2.1 billion mobile devices using
HTML5 by 2016. 80% of mobile apps
will wholly or in part use HTML5 by
2015, predicts Gartner.

eMarketer predicts US mobile ad
spend is set to increase from $7.29
billion in 2013 to $27.13 billion in 2017.

pre-empt

As ownership of connected devices
becomes the norm for everyone rather
than the preserve of early adopters, the
potential for consumer harm increases
by both simple volume of use and
because a wider user demographic
means differing knowledge and
vulnerabilities.

While the ease and accessibility of
direct billing is attractive to consumers,
this very ease also opens up room
for consumer error and confusion if
the right controls are not in place, for
example, around the clear pricing of
content.

Cross platform compatibility brings
advantages for consumers but also
opportunities for criminals. Security
experts have warned that cybercriminals can target multiple platforms
with the same code.

The combination of mobile advertising
and ease of purchase for digital content
opens up the potential for ‘quickand-easy’ misleading marketing to
consumers.

prepare

PhonepayPlus is committed to building
on its award-winning consumer literacy
programme for young people, and is
working closely with industry to ensure
we keep pace with technological
developments and user experience.
We are also working with specialist
agencies to ensure that all vulnerable
consumers have the information they
need to confidently benefit from using
connected devices.

PhonepayPlus’ outcomes-focused
Code of Practice has already enabled
us to work with a wide variety of
providers to ensure consumer
standards are met while enabling
innovation in the market. As direct
billing comes online in the UK, we are
working closely with major networks
and digital providers to help them
provide content that consumers can
buy and use with confidence.

PhonepayPlus is part of discussions
with security experts worldwide,
including the GSMA’s Mobile Malware
Group. Regular internal and external
meetings discuss and put together
action plans to deal with ‘far horizon’
risks as well as immediate issues in the
market.

PhonepayPlus has already seen
misleading digital marketing become a
significant problem for UK consumers.
We are working closely with experts
in online and digital marketing, such
as the Internet Advertising Bureau, to
tackle this problem and are building up
a body of knowledge and expertise to
help pre-empt and prevent issues in the
future.

Regulation hand-in-hand with Innovation
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Finance

Income

Notes

Year end 31.3.13
£

Notes

Net Levy on premium rate
telephone services

1

1,755,612

3,133,422

Administrative charges

1

332,493

202,569

Fines

1

2,711,500

954,035

Registration fees

2

241,117

92,222

36,902

29,603

5,077,624

4,411,850

Other income
Funds received
Interest receivable
Total income

44,879

37,209

5,122,503

4,449,059

Expenditure
Staff & related costs

3

2,499,536

2,541,099

Premises

4

335,850

332,944

206,687

235,226

Depreciation
Overheads

5

379,590

403,661

External professional
services

6

410,242

297,180

Other

7

1,281,622

630,830

Total expenditure
Profit before taxation
Corporation tax
Profit after taxation

Balance Sheet

Year end 31.3.12
£

5,113,527

4,440,940

8,976

8,119

(8,976)

(8,119)

0

0

Notes

Year end 31.3.13
£

Year end 31.3.12
£

8

586,680

718,668

9

1,438,413

466,733

391,961

322,943

Cash at bank and in hand

4,893,001

4,373,024

Total current assets

6,723,375

5,162,700

Fixed assets

1)	
The company is non-profit making.
A provider levy is collected via the
Network operators based on their
outpayments in order to cover
the proposed expenditure in any
year. Any difference between the
amount collected and expenditure
incurred is taken into account in
setting the following year’s levy. The
company also received fines and
administration charges from services
that are in breach of its Code.
2)	Registration Scheme
The expenditure detailed for the
company includes the following
costs relating to the registration
database:
			2012/13 2011/12
Staff and
related costs

£113,615 £96,383

External &
professional
services

£13,675

£21,818

Overheads

£91,694

£89,776

Current assets
Trade debtors
Other debtors

8)	Tangible fixed assets include fixtures
and fittings, office furniture and
equipment, computer equipment
and registration database.
9)	Trade debtors include amounts
due from the Network operators
for the levy and from providers for
administration charges and fines.
10)	Current liabilities includes income
received in advance, which
represents the difference between
total income and expenditure
incurred, which is used to reduce the
levy in future years.

Current liabilities

10

(4,565,018)

(3,676,735)

11)	Provisions reflect the fines that are in
dispute and may not be recovered.

Provisions

11

(370,000)

0

2,375,037

2,204,633

12)	Creditors falling due after more than
one year include a contingency fund
and will be retained at this level for
the foreseeable future.

Total assets less current
liabilities
Creditors falling due after
more than one year –
Contingency funds

12

(2,375,037)

During 2012/13, PhonepayPlus
VAT-able services were subject to a
review by HMRC. From 1 June 2012
the levy and fine charges fell outside
the scope of UK VAT, meaning that
we can no longer charge VAT on the
levy and we are unable to recover
the associated input VAT.

(2,204,633)

Total
£218,984 £207,977
	
There were also initial overheads of
£60,052 incurred in 2010/11.
3)	Staff and related costs include
staff remuneration, recruitment,
training, temporary staff and
fees and expenses for the Board
members, Code Compliance
Panel, Independent Appeals Body
members and the Lay Assessor.

Activity costing model for year
ending 31 March 2013
All figures based on actual results (excluding bad
debt provisions, VAT and corporation tax).

4)	Premises costs include rent,
rates, service charge, repairs
and maintenance, electricity and
cleaning.
5)	Office overheads includes postage,
stationery, equipment and software
maintenance, business continuity
and offsite backup, insurance, travel
and subsistence, entertainment,
bank charges and general office
expenses.
6)	External professional services
include legal fees, consultancy fees
and accounting and audit fees.
7)	Other costs include telephone,
printing, website, events, research
and bad debts. The main
movements over last year have been
£449,000 on bad debt and £186,000
on irreclaimable VAT due to our new
VAT status.

8%
8%

 onsumer Support
C
(£729,297)
 nforcement – Investigations
E
(£1,091,510)

18%

 nforcement – Complaint Resolution
E
(£412,659)

7%

27%

22%
10%

Industry Support
(£914,711)
 ode Development
C
(£274,507)
 orporate Governance
C
(£339,749)
 egistration Scheme
R
(£341,627)
Finance
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Key performance indicators (KPIs)

Measure

Target

Q1

Q2

Q3

Q4

Notes

Measure

Target

Q1

Q2

Q3

Q4

Notes

Fine collection rate
(collection of due fines
within the financial year)

80%

27%

64%

34%

56%

1

80%

42%

50%

69%

89%

6

Administration charge
collection rate
(collection of due
administration charges
within the financial year)

80%

41%

64%

63%

67%

2

Consumers are
satisfied with
the service from
PhonepayPlus when
their complaint is dealt
with by the Complaint
Resolution team

80%

81%

46%

77%

69%

6

Emergency procedure
cases brought to
adjudication within 20
working days

90%

N/A

N/A

N/A

N/A

3

Consumers are
satisfied with
the service from
PhonepayPlus when
their complaint results
in a formal investigation

Informal cases resolved
within target (Fast-track
within ten working
days/Track 1 within 30
working days)

80%

87%

81%

85%

89%

–

80%

69%

80%

65%

64%

6

Notices to Industry sent
no longer than 30 days
after adjudication

< 30 days

100%

N/A

N/A

N/A

–

Industry members
are satisfied with the
service they receive
from PhonepayPlus
(when they ask for
compliance advice)
Staff turnover

< 20%
annual

13.3%

13.3%

4.6%

6.28%

–

Tribunal minutes
published within 11
days after panel

< 11 days

100%

100%

100%

100%

–

Average number of
training days per
employee

TBD

0.5 days

0.6 days

2 days

1 day

–

Board meeting minutes
published within seven
days after being agreed

< 7 days

100%

100%

100%

100%

–

Number of working
days lost to sickness

< 3%

2.16%

1.17%

2.05%

1.34%

–

Increasing usage of
PhonepayPlus website

Upward
Trend

1%
Increase

8.4%
Increase

3.4%
Increase

2.2%
Increase

–

Standard procedure
cases brought to
adjudication within
14 weeks

80%

42%

56%

64%

37.5%

4

Calls to Contact
Centre answered in
30 seconds

80%

77%

67%

65%

80%

5

Response to
compliance advice
requests answered
within five working days

80%

95%

90%

89%

84%

–

Notes
1)	
Fine collection rates are cumulative therefore the fourth quarter
result is the end year result. Of the fines uncollected, 24% are
subject to oral hearings and reviews, 1% are subject to payment
plans, 15% are subject to debt recovery actions and 4% have been
written off due to liquidation or exhaustion of recovery procedures.
The fine collection rate increases to 75% when deducting fines on
hold subject to reviews and/or collectable at a later date.

4)	This year 47 cases (those which attract a KPI) have proceeded to
Tribunal of which 51% (24 cases) met the KPI target compared to
55% in the previous financial year. The balance between timeliness
and quality of cases requires continuous management in the
context of increased complexity and higher volumes. On average
cases took 15 weeks to go to Tribunal, down from an average of 21
weeks in 2009/10.

2)	
Administration charge collection rates are cumulative therefore the
fourth quarter result is the end year result. As with fine collection,
a number of administrative charges remain on hold and are
collectable at a later date.

5)	The Consumer Services team continues to receive a high volume
of calls without increase in resource. Ongoing careful management
of existing resource led to the target being met in the fourth
quarter.

3)	There were no emergency procedures bought in 2012/13.

6)	The data for stakeholder satisfaction relates to a very low base in
each case. We continue to look to improve this and in all cases we
analyse feedback and act on this to improve service.

Key Performance Indicators (KPIs)
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Our people

PhonepayPlus Board

Code Compliance Panel (CCP)

The PhonepayPlus Board is
responsible for developing
the strategic direction for the
organisation and ensuring that the
work of the Executive fulfils that
vision.

The Code Compliance Panel
carries out PhonepayPlus’
adjudicatory function.

Currently made up of seven remunerated, nonExecutive part-time members and the Chief
Executive of PhonepayPlus, six of the Board
members have no current connection with the
premium rate industry and the two members who
are currently active in the premium rate industry
– Hugh Griffiths and Jeremy Hallsworth – take no
part in PhonepayPlus’ adjudicatory function.

Andrew Pinder CBE
Chairman

Peter Hinchliffe
Deputy Chairman
(as of 1 June 2013)

Hugh Griffiths

Jeremy Hallsworth

Howard Webber

Paul Whiteing

Matti Alderson

Ruth Sawtell

The CCP is made up of nine people, from which
three members are drawn to form PhonepayPlus’
fortnightly Tribunals, which hear and adjudicate
on cases against premium rate providers that
PhonepayPlus suspects to be in breach of its
Code of Practice.
While three PhonepayPlus non-industry Board
members sit on the CCP (Peter Hinchliffe,
Ruth Sawtell and Howard Webber), the CCP’s
decision-making process in respect of the
cases that are considered is independent of
the PhonepayPlus Executive, with the other six
members (pictured right) being appointed for
their specialist legal and adjudicatory experience.

David Cockburn
Chair

Linda Lee

Michelle Peters

David Jessel

Louise Povey

Elisabeth Ribbans

Peter Hinchliffe

Ruth Sawtell

Howard Webber

Leadership team

Independent Appeals Body (IAB)

Lay Assessor

The Leadership team comprises
Paul Whiteing (Chief Executive) and
two Executive Directors – Patrick
Guthrie (Director of Strategy and
Communications) and Joanne
Prowse (Director of Operations).

The Independent Appeals Body
is made up of a Chairman, Robin
Callender Smith, and Dame
Elizabeth Neville, Michel Olszewski
and Peter Wrench.

Hilary Bainbridge is our
independent Lay Assessor. The
Lay Assessor independently
reviews complaints about
PhonepayPlus and its conduct.

Responsible for the day-to-day Executive
function, the Leadership Team ensures that
Board-approved strategies, plans and policies are
implemented accurately and efficiently.

Paul Whiteing

Patrick Guthrie

Joanne Prowse

An Appeal Tribunal will consist of three
members. Both the Chairman and all members
are completely independent of PhonepayPlus
and it is their role to hear appeals by providers
or Network operators against Tribunal decisions
and adjudications made by PhonepayPlus,
following an oral hearing.

Our People
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Digital opportunities and risks…
What happens when you buy digital content
charged to your phone

Search

Payment

Consumer searches for
content or service

Premium rate is one of many lowbarrier micropayment options

promotion

freemium

Consumer sees
promotion

apps, initially downloaded for free,
that charge for unlocking features
and content

Risk: Misleading digital
marketing
PhonepayPlus has taken
action against, and opened a
consultation into, misleading
techniques used by affiliate
marketers to promote PRS.

interaction
Most consumers enjoy premium rate
content and services without problems

Risk: Consumer confusion

Risk: Unclear pricing

Risk: Repeat purchases

Risk: Malware

Making payments easier and
more accessible with fewer
barriers not only creates
a vibrant market, it also
introduces risk. This ease
and accessibility can cause
confusion and consumers can
make payments in error.

There have been concerns
raised about children’s
understanding of the freemium
in-app purchases model, in
particular when there are low or
no-barrier payment options.

Sometimes consumers end
up paying more than they
expected. Often this is down to
being tied into a subscription
or being prompted to purchase
additional content that they
don’t realise they are being
charged for. For example,
multiple charges for receiving
and answering quiz questions.

Malicious coding, sometimes
found in mobile apps. Some
mobile malware can send
premium text messages without
the phone user’s consent or
knowledge. PhonepayPlus
takes action where it sees
malware affecting UK
consumers.

Misleading search
engine marketing
PhonepayPlus has
seen a rise in search
engine marketing
(SEM) being used
in a misleading
way to promote
PRS. In particular,
consumers looking
for free content
and information are
sometimes misled into
calling premium rate
numbers or incurring
premium rate charges.

Content locking
Consumers may be
looking to download
an app or a new film
or access a particular
offer which is not
made available until
they go through a
certain number of
steps where unrelated
premium rate charges
are incurred. The
content they wish
to access is either
‘locked’ until they go
through the seemingly
unrelated steps, or
may not exist.

Typosquatting
Sometimes known
as URL hacking or
cybersquatting, this
is a practice which
involves registering
internet domains
that are intentionally
misleading to
consumers. Domains
such as ‘Dacebook’
(instead of Facebook)
and ‘Wikapedia’
(instead of Wikipedia)
are registered to
redirect consumers
away from their
intended destination.

Clickjacking
Clickjacking is
designed to hijack
clicks from one
webpage, redirecting
users to a different
webpage, possibly
hosted on a
different domain.
Essentially, the
user is unknowingly
redirected away
from their intended
destination.

Likejacking
On seeing links
supposedly endorsed
by their contacts
on social networks,
consumers can
be redirected to
websites that they
did not intend to visit,
incur premium rate
phone charges and
their social network
contacts can be
accessed without their
explicit consent.

Misleading Banner
ads, Pop-ups and
Pop-unders
PhonepayPlus has
seen these advertising
methods used to
mislead consumers
into inuring premium
rate charges. For
example, a consumer
may be told that
he or she has won
something, when this
may not be the case.

Where things go wrong
with purchasing digital
content using premium rate
micropayments charged to a
phone, PhonepayPlus can help
consumers and take action.
However, the market remains
wide and complex with other
micropayments available to
consumers.

Spam
Receiving unwanted
or ‘spam’ emails and
texts is a well-known
issue but spam is
sometimes used to
promote premium
rate services too. This
can not only invade
consumers’ privacy,
but can also lead to
unwanted charges,
and even malware
attacks.

Digital Opportunities and Risks

We regulate premium rate services
(PRS) using a Code of Practice,
which is approved by Ofcom. The
Code sets out six clear outcomes
that all providers of PRS must
meet in order to deliver positive
outcomes for consumers.
• Legality: that PRS comply with the law.
• Transparency and pricing: that consumers of PRS
are fully and clearly informed of all information likely
to influence the decision to purchase, including the
cost, before any purchase is made.
• Fairness: that consumers of PRS are treated fairly
and equitably.
• Privacy: that PRS do not cause the unreasonable
invasion of consumers’ privacy.
• Avoidance of harm: that PRS do not cause harm or
unreasonable offence to consumers or the
general public.
• Complaint handling: that consumers should expect
to have their complaints resolved swiftly and that
any redress is provided quickly and easily.

PhonepayPlus
Clove Building
4 Maguire Street
London
SE1 2NQ
+44 (0) 20 7940 7474
www.phonepayplus.org.uk

